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Wirtschaft und Wissenschaft
begleiten die Hightech-Strategie

Recommendations for
implementing the strategic
initiative INDUSTRIE 4.0

Final report of the Industrie 4.0 Working Group
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Manufacturing Process Control

Engineering

Supply

(sketch of an assembly line)
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With Classic OPC
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With OPC Unified Architecture

Please inform
me if something
goeswrong _~
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With OPC UA Information Models

My name
Is R2-D2

What can
you do for
me?

| can
navigate,
lift, drill
and cut

—

Can you .

me up to
the second What is
| floor? your

200 kg
OK, let’s
start
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cannot make ) —— el
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| will fill the N 4.
depot. " The depot is , -
almost empty. Capacity booked
until Friday.

Turn me
on.

i 8-
TN

Must be in
Shipping in 2 hrs.

© Fraunhofer IAO
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“The soul that
sees beauty may
sometimes walk
alone.”

“I can

navigate, lift,
drill and cur.”

011111011.” @:) happy (=) :  unsure
= sad @ N oy
(2 =P tongue & 3:) devil
& :D grin = 0:z) angel
2 10 gasp @ =* [Kiss t
© Seeberg
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IEC 62541

February 2010 m December 2014

Part 1 — Overview Part 7 — Profiles Edition 2.0
Part 2 — Security Model Part 9 — Alarms & Conditions Part1-10
Part 10 — Programs New — Edition 1.0

Part 11 — Historical Access
Part 13 — Aggregates

Edition 1.0/0PC UA 1.01 J

2010 2011 2012 2013 2014 ] 2015

OPC UA 1.02
October 2011

Companion
Part 3 — Address Space Model P

Part 4 — Services Part 100 — Devices

Part 5 — Information Model
Part 6 — Mappings
Part 8 — Data Access

Part 12 — Discovery
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Implicitly Secure

Authentication of Clients and Servers

» Achieved by using X.509 certificates LB ’ g
("application instance certificates") * i

Authentication of users

» Achieved by using
username/password, =
X.509 certificate, or WS-Security Token

Integrity of their communications

» Digital signatures based on X.509

certificates R an'able X Value 1

Confidentiality of their
communications

» Encryption based on symmetric |
cryﬁtography, key negotiation includes
authentication based on X.509
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Platform Independence

Scalability
Server
Cluster
Deskto
PC
Portables
Mac Linux
Controllers . /
y Windows XP
Windows 7 Embedded
Embedded = N
Systems Linux Client VxWorks

- J
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Communication Reliability

» OPC UA recovers from communication loss

» OPC UA ensures robust and reliable
communication

Keep-alive monitoring
 Buffering of data and acknowledgements
 Fast recovery in case of communication errors
> Redundancy concepts

UA Session
Request
Response
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nformation Modellin

StopMeasurement

BaseObjectType
StateType TransitionType StateMachine Type BaseEventType
D
CurrentState
InitialState Type TransitionEventType
Device Statemachine Type y
NotAvailable » ReadyToStartup
— HasEffect
Ready StartupToRunning
I :asI‘Effect
HasEffect
Startup RunningToReady |
HasCause 4
Running
StartMeasurement HasCause
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Compliance

OPC Interoperability Workshop, Asia
June 18 - 20, 2014, Tokyo, Japan

am mor
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Transport Protocol Bindings

» OPC UA has been architected for speed and
network performance

XML Optimized
Web Services OPC UA Binary

S |

WS Secure UA Secure
Conversation Conversation

SOAP 1.2 UATCP
HTTP TCP/IP
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Worldwide first Industrie 4.0 demonstrator built by indus
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Peter Seeberg
Market Segment Manager,
Factory Automation

Softing Industrial Automation GmbH
http://industrial.softing.com
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