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 Secure and Reliable

 International 

◦ Organization: 437 members worldwide – 216 in Europe

◦ Specification: OPC-UA is IEC62541

 Scalable: From Sensor to Cloud

 Independent 

◦ Vendor / OS platform / Language / Domain

 Transport: Multiple options – extendable

◦ TCP / HTTP / UDP / AMQP / MQTT … future TSN



 International board – democratic elections by members every year

◦ Companies from Automation & IT

◦ All over the world

Europe

North America Japan



Smart Connectivity for Brown-field Sensors – Solution Overview

• Y-Gateway with OPC UA interface offers sensor data to platform tier (OPC 
UA interface)

• Sensor data is extracted from (real-time) control system without impacting 
the system’s operations

• Conversion of IO-link data with defined semantics

• Local data aggregation

• Remote configuration how/which data is made available

• Provision of device data models to allow for easy sensor configuration

Y-
Gateway*

*Y-Gateway: Is the gateway installed in the machine 
splitting classical control data and additional data to be 
send to the platform tier

OPC UA in couple of IIC Testbeds – e.g. TE & ifm & SAP & OPCF



http://www.zvei.org/Downloads/Automation/5305 Publikation GMA Status Report ZVEI Reference 

Architecture Model.pdf

Reference Architecture Model Industrie4.0 

RAMI4.0

http://www.zvei.org/Downloads/Automation/5305 Publikation GMA Status Report ZVEI Reference Architecture Model.pdf


Industrie 4.0 Full
Target: Standards, Norms and Research, > 5 Years

Definition of 

complete industrial 

properties 4.0 

incl. Strategic outlook

Product criteria Industry 4.0
Basic Structure

Martin Hankel, Bosch Rexroth AG

Industrie 4.0 Ready
Target: Supplier, < 5 Years

What features

must you 

have minimal 

in the products to 

participate at

Industry 4.0 network 

3 levels with target groups orientation and migration path

Industrie 4.0 Basic
Target: Customers, Yet

Which products are actual well 

prepared for Industry 4.0

Munich, 23.06.2016



 Get video presentations from OPC Day Europe 2016

The most important sessions of OPC Day Europe 2016 have been recorded -

first part is online available now:

- Industrie 4.0 – Status of standardization, Martin Hankel, Bosch-Rexroth

- Reference Architecture Model Industrie 4.0 (RAMI4.0), Roland Heidel

- Results of the OPC UA security Analysis, Jens Wiesner, BSI

 Just register and you will receive an email with the links to the first set up 

available videos:

https://opcfoundation.org/event-details/?ee=122

https://opcfoundation.org/event-details/?ee=122


Service Oriented Architecture (SoA) :

 Device / machine provides

 Services

requires Information-Modeling

Type and Data consistency

 Discovery of Services

 Standardized Access

Generic Clients can interact

Support

 Interoperability

 IT-Security: 

Rolls of access per user

Customer 
Models

Standardized 
Models

OEM
Models Engineering

Administration

Monitoring
Application-

specific

Data-Services

OS

+

Real time

Transport
Security

Access

rights



Who: Federal Office for Information Security (German Government BSI)

Why: Because of relevance of OPC UA for German Industry

What: Security Evaluation of OPC-UA – finalized March 2016

- Analysis of specification / Analysis of Reference Implementation

Result:Available on BSI web and OPC web



Result:

“An extensive analysis of the security functions in the specification of 

OPC UA confirmed that OPC UA was designed with a focus on security 

and does not contain systematic security vulnerabilities.” 



IoT: Simplified message:

 IT companies provide agents for all platforms

 Mostely to push data into their own cloud

“IoT starts with data in their cloud”

 Cloud offers “new business with analytics”

Required: 

 “Just” data transport

no semantic

 Security
Agent

Agent

Agent

Backbone

Agent

Agent
Agent

Agent

Agent

Agent

Agent

PC MQTT/ AMQP/…



IIoT connectivity is not enough! It does not provide Interoperability!

Agent A

Agent A

Cloud A

Agent A

Agent
Agent

Agent

Agent

Agent A

Agent

PC MQTT/ AMQP/…

Agent B

Agent B

Cloud B

Agent B

Agent B

No Interoperability!

No Interoperability!



New Automation Technology

Integrated Gateway Solution

- PC based controllers allows Integration of IoT solution into controller

- One device: Highly integrated

- Directly: PLC code can initiate push of data on demand

- Save extra hardware costs

- Minimize components to be configured

Device

PLC

OPC UA AMQP

ML

Stream Analytics

- Gateways allows multiple protocol extensions

- Multiple protocols out of one box

- Easy „IoT enabler“ for existing environments

- Connect one or multiple devices to cloudT

- Independend from machine status: Not influencing process

Protocols like

- OPC-UA

- IEC61400-25

- Modbus TCP

C-Labs

Factory-Relay



► Direct connection between machines and higher level 

systems (i.e., ERP, MES, SCADA or SAP), with the 

integrated OPC UA server

► Variety of supported PLCs: Siemens SIMATIC S7 and S5, 

Rockwell ControlLogix and CompactLogix controllers with 

Modbus TCP and RTU (Wago, Beckhoff, Phoenix, 

Schneider, etc.), Mitsubishi (Melsec-Q), etc.

► Network separation by physically independent ports

► Easy configuration: Symbol import for Siemens and 

Rockwell PLC, without PLC engineering, online-diagnostic 

for PLC trouble-shooting

Softing



 Emerson Process Management 

◦ Machinery Health™ Protection System (CSI 6500 ATG) 

native OPC UA Support integrated



11 Siemens products with integrated OPC UA

- SIMATIC S7-1500 PLC Family https://opcfoundation.org/products/view/434
- SIMATIC S7-400 with OPC UA CP (CP 443-1 OPC UA)

https://opcfoundation.org/products/view/444
- RFID Reader SIMATIC RF600 https://opcfoundation.org/products/view/449
- SINUMERIK CNC control systems https://opcfoundation.org/products/view/450
- SIMOTION IT https://opcfoundation.org/products/view/199
- SINEMA Server https://opcfoundation.org/products/view/446
- SIMATIC NET OPC Server https://opcfoundation.org/products/view/202
- SCADA system SIMATIC WinCC Open Architecture

https://opcfoundation.org/products/view/436
- SIMATIC B.Data https://opcfoundation.org/products/view/437
- SIMATIC HMI Comfort Panels https://opcfoundation.org/products/view/432
- SIMOCODE pro Motor Management System

https://opcfoundation.org/products/view/247

https://opcfoundation.org/products/view/434
https://opcfoundation.org/products/view/444
https://opcfoundation.org/products/view/449
https://opcfoundation.org/products/view/450
https://opcfoundation.org/products/view/199
https://opcfoundation.org/products/view/446
https://opcfoundation.org/products/view/202
https://opcfoundation.org/products/view/436
https://opcfoundation.org/products/view/437
https://opcfoundation.org/products/view/432
https://opcfoundation.org/products/view/247
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Microsoft Azure showing their openness…. …being connected to lot’s of devices:

- Independent from vendor

- Independent from vertical market

- Independent from operating system

- With integrated security (also proven by German BSI)

- Without any change in the device



Microsoft PR about partnering with OPCF

“Microsoft extends openness and interoperability in industrial manufacturing”

https://opcfoundation.org/news/press-releases/2741/

https://opcfoundation.org/news/press-releases/2741/


…always overcrowded…



Download flyer here
https://opcfoundation.org/wp-content/uploads/2016/05/Microsoft-OPCUA-5-Clicks-To-Digital-Factory.pdf

https://opcfoundation.org/wp-content/uploads/2016/05/Microsoft-OPCUA-5-Clicks-To-Digital-Factory.pdf
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Cloud Gateway

IoT Hub

OPC-UA Integration into Azure IoT Suite 
(Pub/Sub)

New OPC-UA Servers supporting the upcoming Publisher/Subscriber 

specification extension have the ability to publish OPC node data

to Azure IoT Hub for telemetry data via JSON/AMQP messages

directly. Devices will follow in the next 1-3 years.
JSON/AMQP

Beckhoff CX51xx 

OS Win10 IoT CorePro & Enterprise LTSB

Demo: World first device with integrated

OPC UA Pub/Sub JSON via AMQP publisher

TCP/HTTPS

UDP

JSON via AMQP

…. MQTT..



…drumming for OPC UA

https://azure.microsoft.com/en-us/blog/microsoft-azure-germany-now-available-via-

first-of-its-kind-cloud-for-europe/

https://azure.microsoft.com/en-us/blog/microsoft-azure-germany-now-available-via-first-of-its-kind-cloud-for-europe/


“Connected – Windows 10 IoT takes a standards based approach. 
Interoperability is key in IoT solutions. Windows 10 IoT has 
ubiquitous connectivity, and we have Alljoyn/OCF integration for 
consumer IoT and OPC UA for Industrial” 

Microsoft Windows 10 Anniversary slide deck:



Transport of Bits & Bytes via OPC UA and TSN is NOT the key

This is core benefit of fieldbus systems

Required:

- SoA - Service Oriented Architecture 

- Nearly EVERYWHERE





HANA

- Product: Key chain

- Highly individualized 

- Lot size 1 

Own text

Tracking

steps to 

your mobile

Colors



SAP HANA Cloudsystem

SAP MES

HANA

XTS Transport System

Beckhoff

Robot

Stäubli

Vision Camera

Asentics
Laser Printer 

CAB

PCo (Plant Connectivity)

Cache



Transportation 

System

Robot
Laser Printer / 

3D Printer

SAP Plant 

Connectivity

Orchestration:

 Event occurs on Unit X

 Unit Y is triggered by SAP Plant Connectivity

Example:

1. Upper Shell for customer order 4711 

is printed (Laser Printer ready)

2. Carrier with subshell ordered to 

assembly station

3. As soon as carrier arrives Robot is 

triggered to start assembly process

1

2

3

Benefits:

Simplified System Landscape

Flexibility / no hard coded steps



SAP  XTS

Only vertical communication

The transport system is not 

aware of any other asset!

- Asset is an intelligent device / machine providing functionality

OPC UA ClientOPC UA Server

SAP Plant Connectivity

OPC UA Client OPC UA Server

XTS Transport system provide functionalities:

- ProvideEmptyTransport (OrderNr, TargetPos)

- ProvideTransport (OrderNr, TargetPos)

- CleanTransport (OrderNr)

XTS Transport to confirm actions

- JobDone (OrderNr)

- InitializationDone()



Vertical & horizontal communication

- SAP is not aware of vision camera

- The robot appears as a “Smart Robot”

- Asset is an intelligent device / machine providing functionality

SAP Plant Connectivity

OPC UA Client OPC UA Server

Robot provide functionalities:

- DoPickandPlace(OrderNr, PreTeachedNr)

Robot call service from camera

- MakePictureAndAnalyze(OrderNr)

Robot can confirm job

- JobDone(OrderNr)

Camera

OPC UA Server

Robot 

OPC UA ClientOPC UA Server



Individual assets

- Only easy pick & place

- No high speed coordinated actions

master slave coupling etc

Smart assets

- Internally combined functionality

- High speed coordinated actions

on the flyer pick & place etc

SAP Plant Connectivity

SAP can handle both….what does customer need?



Reshape the classic Automation Pyramid

ERP

MES

SCADA

PLC

PLM

HMI

reduce isolated 

applications and 

media breaks

S           (SCADA)

PLC

PLM

HMI

Connected 

Manufacturing

S/4 HANA

Automation

Visualization



 SOA-controller as enabler for IoT and M2M optimized communication
Service oriented architecture: service calls instead of data (property) exchange

MES / ERP

MES: 

“I like to send recipe data”

PLC: 

“OK”

MES: 

“Here are recipe data 1”

“Here are recipe data 2…”

MES: 

“Finished, please start production”

PLC:  

“OK”

Common practice: 

1

3

4

2

5

Shop floor / Machine level

1

2

3
4

5

Time consuming handshake mechanism

MES: “Here is new recipe”

PLC: “OK”

New: service calls
1

1

1

ONE data communication to handle

- secure transport of inputs

- code execution and wait on result

- transport of outputs to caller
Increase efficency
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Within just one year:
- Specification +
- Release Candidate +
- Prototyp implementation

Demo on Hanover show 2015

Release at Hanover Messe 2016

Youtube:
- Wolf R. Hansen, AIM-D

https://youtu.be/8JL7ECkMkko

- Markus Weinländer, Siemens 
https://youtu.be/O_rppDljWz4

- Olaf Wilmsmeier, HARTING
https://youtu.be/yktzBFKoy6A

https://youtu.be/8JL7ECkMkko
https://youtu.be/O_rppDljWz4
https://youtu.be/yktzBFKoy6A


OPC UA: One communication standard for the whole AutoID world

 RFID

 OCR

 Optical (1D/2D barcode)

 RTLS
OPC UA for AutoID

OPC UA for Devices

OPC UA

AutoIdDeviceType 

DeviceType

OcrReaderDeviceType 

RfidReaderDeviceType 

AutoIdScanEventType 

BaseEventType

OcrScanEventType 

RfidScanEventType 

OpticalScanEventType OpticalReaderDeviceType 

GeneratesEvent

FileType

RtlsDeviceType RtlsScanEventType 

OpticalVerifierDeviceType 
OpticalVerifier

ScanEventType 



Example: RfidReaderDeviceType

RFID Reader provide Services like Scan, ReadTag, WriteTag, …

PropertyType:

DeviceLocation

AutoIdDeviceType 

FileType:

Configuration

Scan

ScanStart

ScanStop

PropertyType:

DeviceLocationName

PropertyType:

DeviceName

PropertyType:

DeviceStatus

RfidReaderDeviceType 

Scan

PropertyType:

AntennaNames

KillTag

LockTag

SetTagPassword

ReadTag

WriteTag

RfidScanEventType GeneratesEvent



Water treatment Energy Monitoring

Success stories

M2M : horizontal device to device communication in water treatment

IoT: Energy monitoring & vertical from sensor up into IT cloud

https://opcfoundation.org/resources/case-studies/

https://opcfoundation.org/resources/case-studies/


Commercial printers

- Different vendors

- Standardized connectors

USB / Ethernet

Support profiles “I am a printer”

- Differentiate by functionality

- All-in-once scan/fax/print?

- Double side printing?

- Color? Combined or separate?

- Print speed

- Print costs

- Easy to handle and interact

- ….

Industrial devices / machines

- Different vendors

- Standardized connector: OPC UA

Support profiles “I am an RFID reader”

- Build in security

- Differentiate by functionality

- Reduce engineering costs

- Support standards

- Easy network integration

- Costs

- Throughput of machine

- ….



OPC UA Meta Model

Built-in Information Models

Companion Information Models
PLCopen, ADI, FDI, FDT, BACnet, MDIS, ISA95, 

AutomationML, MTConnect, AutoID, VDW, 

IEC 61850/61400, ODVA/Sercos and more coming

OPC Unified Architecture: enables Semantic Modelling

OPC Foundation collaborations with organizations and domain experts

 OPC UA defines HOW

 Domain experts define WHAT



Semantic Modelling



“VDMA & OPC UA” brochure

- 08.07.2016 Kick Off at Frankfurt VDMA 

- Companies participating by invitation only

- BECKHOFF / KUKA / BOSCH-Rexroth / 

SAP / FESTO / Pepperle & Fuchs / Lenze

OPC Foundation

- Goal

- Provide a joined „VDMA & OPCUA brochure“ till Hanover messe 2017

- Meet „Language of VDMA members“

- Available in German and English language – available worldwide



 Sub-Group of UA WG

 Kick-off on June 8, 2015

 Over 70 WG members

 Wireshark available

 First demo finished



 One of the smallest OPC-UA server that

makes software integration easy for the

simplest devices in the Internet of things.

 Ported into very resource limited devices

such as a sensor integrated with a

communication interface, and

communicate directly for vertical

integration.

 Platform specification:

◦ TPS-1 Chip, ARM9@100MHz

◦ Available memory < 64 Kb

◦ Operating system: EmbOS

◦ Connectivity: Ethernet (two port switch 

and non real-time TCP/IP channel 

parallel with a real-time channel)

OPC-UA at Chip Level enables Internet of Things



 OPC UA Services

◦ Nano Embedded Device Server 

Profile

◦ Read, Browse

 OPC UA Information Model

◦ Simple sensor data

◦ Basic device information

 Footprint (15 Kbyte)

◦ OPC UA Stack: 10 Kbyte

◦ Micro TCP/IP stack: 5 Kbyte

OPC-UA at Chip Level enables Internet of Things



 2016: Commercial product OPC UA in chip



 2014 Press Conference SPS/IPC Drives



 81 (!) participants from 33 companies

 - ABB

 - ascolab

 - Beckhoff

 - Beeond, Inc.

 - Belden

 - B&R Industrie-Elektronik

 - Bosch Rexroth

 - Cisco

 - Fraunhofer-Anwendungszentrum

Industrial Automation (IOSB-INA)

 - GE Global Research 

 - GE Intelligent Platforms GmbH 

 - HARTING Electric GmbH & Co. KG

 - Hilscher

- HMS Networks

- Innovasic

- Institute Industrial (inIT)

- ISW Uni-Stuttgart

- KEBA AG

- KUKA Roboter

- Mitsubishi Electric

- National Instruments

- PHOENIX CONTACT Electronics GmbH

- Robert Bosch GmbH

- Schneider Electric

- SICK AG

- Siemens

- Softing

- TU Wien, Institut für Rechnergestützte

Automation

- TTTech

- VTT Techn. Research Centre of Finland Ltd

- WAGO

- Yokogawa

- 4CE Industry  
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 IDF 2016: Intel CEO Brian Krzanich with Demo with Exor & TTTech (at 38min)

 https://www.youtube.com/watch?v=Psd2JKu0PSw

https://www.youtube.com/watch?v=Psd2JKu0PSw


 Brochure: “Interoperability for Industrie 4.0 and the Internet of Things”

 Print & online version available in English / German / Chinese / Japan

https://opcfoundation.org/resources/brochures/

 Testimonials

 Technology

 Collaboration, Semantic Modelling

 Success Stories

 Getting Started

https://opcfoundation.org/resources/brochures/


OPC Foundation in the transition…

From “Interoperability Standard for Industrial Automation”

To “The Industrial Interoperability Standard” 

… on the way to additional markets
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