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Embedded Software to Automation Process Make-to-Order Process
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OPC UA as the standard for each
machine unit
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The System Layers
The Digital Plant in the Extended Supply Chain

TT——
'_::I-_—_ SAP
Production plan Serial Numbers
e e ERP Bill of materials (BoM) [uality results per Iot
=T S/4 Variant management Order confirmation

Production steps ..* > Inventory update, Equipment usage ..

Production details management > Log parametric data

MES Detailed and flexible Talerance checks

(ME i} M”) Production step routing Return ,conformance” or ,non-conformance” decisions

Shop floor contrals for each step..*

Mapping of ME production details Mapping of measured values/results to Business Data Modell
Set/Get parameters - Server/Client .

to PLC control parameters (recipe)

Sensor detects material carrier Machine reports completion and requests next operation
PLC Requests control parameters fram ME ..*

Buffer recipe for fast access
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Loop M = PCo: “Mover with SFC 123 arrived at Pos Y4~
PCo - Loop B: “Move SFC 123B to Pos B4”

Loop B =2 PCo: “Mover with SFC 123B arrived at Pos B4”
PCo: (Get Lock for Rob B)

PCo - Rob B: “Do Job #3 — Handle SFC123”

Rob B - PCo: “Job #3 — Handle SDF123 done”

PCo - Loop B: “Release Mover” (move on)

PCo - Loop M: “Move SFC 123 to Pos 5”

Loop M - PCo: “Mover with SFC 123 arrived at Pos 5”
PCo - Cam: “Take Photo [Par: expected colour blue]”
Cam - PCo: “Camera result: [not blue, URL to .jpg ...]

Log Non-Conformance in ME-System




N
Real Life Example: Open Integrated Factory — Generation 2017

Machine Units seen as Service Providers and Service Consumers (SOA)

Each machine unit is independent

»  Inadeparture from convention, the units are not linked
to each other by a single program inside a single PLC

» Each unit comes with its own controller

Units are talking to each other on the basis of OPC UA » OPC UA Client/Server

»  From business perspective (production order details like SAP PCo § Communication
routing and recipe/set-points) the units are ONLY via OPC UA method calls
orchestrated by SAP Plant Connectivity (Vertical » SAP initiates actions for
Integration) OPC UA Server equipment

From technical perspective, some machine units — here » Equipment confirms “job done”

Camera and Robot - exchange information directly

(Horizontal Integration)
Units are OPC UA Client and OPC UA Server at the same time "OPCUAClient | OPC UA Server OPC UA Server
» A server can offer tags, events and methods Robot OPC UA Server
»  Aclient can consume/react on tag changes and events Transport System Pick & Place Camera

and can call methods
Units publish their capabilities

CPC UA Server OPC UA Server

»  aService Oriented Architecture with regards to

hardware is possible

Camera Laser Printer

© 2017 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC 10



SAP Plant Connectivity: OPC Client and OPC Server
Communlcatlon Patterns In Context of I\/Iachlne Integratlon

Insights, - Dashboards,

Alarms etc. Applications
S T

DB Record L . !
Transaction  — . : P Destination . Tag-Uuery & 5
) {li: SE”;S) (e.g. M, ME, HANA, SAP Cloud .. X = v

(Guaranteed)
Notification Delivery,
Buffer mechanisms, b D :

e e (el SAP PCo (OPC Client) Query-Interface FDUﬂdBtiDﬂZ
Customer specific code, ... OPC UA Methods, (Read/Write) ’ ..

* Custom Orchestration™ | T

Classical Gateway Task: Protocol conversion, Source/Destination mapping

i configuration/implementation
Device Tag (Data Point) P Data Source/Machine D Device Tag (Data Point) 5
P (e.g. OPC UA-Server) P '

..............................................................................................................

*Project specific
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Challenges to Manufacturing Today...

P

s

&

Source: http://blog.audi.de/2016/11/23/modulare-montage-statt-fliessband

» Increasing Interoperability =
Increasing Vulnerability

» Manage Complexity

» Assembly Line replaced by
Cellular Manufacturing

» New organizational
structures require ad-hoc
decisions

» Increasing Interoperability

© 2017 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC

» Insight to Automation
(immediate action)

» Pattern Recognition

» Autonomous Systems, Edge
Processing

Al : Artificial Intelligence

13



Challenges to Manufacturing Today...

» Assembly Line replaced by
Cellular Manufacturing

» New organizational
structures require ad-hoc
decisions

» Increasing Interoperability

Source: http://blog.audi.de/2016/11/23/modulare-montage-statt-fliessband

© 2017 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC
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M| I mandatory

Operation

50 .
Potential I Optional
resources
E
» Dynamic Routing = alternative operations, alternative resources
Ad-hoc decisions based on frequent machine-to-machine communication (status, set-up,
availability ...) linked to business data (order details, master data ...) C E
B D E
C B E
40 C E
I_I_l
B (D E

30 M / D/
—L— A -

| |

A 2 M 45 E C D E
|
|
B
C E
l l ( l

Arbitrary sequence Either / Or All possible paths D \ D—E
B E
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» Autonomous Systems, Edge Processing

/C E
/B\D E

c B E

/C E
/D/B\D E
A/ B E
/c E

\ o i
B/ B E

\ /C E
D<D E

B E

© 2017 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC

B
©
B
/D
A
C

oK .3 Q.\@

lachine Cloud E-Commerce

Service Consumer/
Provider Q customer
SAP
ERP
(o3 E
SAP
D E Manufacturing
Execution Suite
B E
c E 4 8 & &
D E
B E
C E
D E
B E
C E
D E
B E

16



April 24 - 78, 2017

Hannover, German

T
= =

Autonomous Agent S

Process

11 1




Q5 Open Integrated Factory . Qs
()J’ Generation 2017 ()J'

Open Integrated Factory

Transforming Manufacturing . Gemean20
with Autonomous Agents
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Resource A - D could represent
e.g. 4 (identical) packing
machines
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A single box could represent
e.g. an Autonomous Guided
Vehicle (AGV) or just a kind of
Handling Unit
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£ Bluetooth @@Fi

£ Bluetooth @@Fi
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each Box one RPi with OPC UA! C’i‘t

) £ Bluetooth (QUFi

all Resources managed by another RPi3 S8
with OPC UA Server




Technical Basis
SAP Plant Connectivity on RPi Linux

() Networking over Wireless LAN

(2) Software Development

» Net Mono Framewark
» OPC UA1.0.3 libraries

»  Custom-developed Net dll to provide RPi Device |0 connectivity

© 2016 SAP SE or an SAP affiliate company. All rights reserved.

SAP ME/MII

Web Server

SAP PCa Web Client

OPC UA Server [PC UA Client

OPC UA Client SAP PCo

on Linux

RPi Carrier

Device
[@]

April 24 - 78, 2017
Hannover, Germany f

HANNOVER
MESSE

» [0PC UA Client/Server Communication
ONLY via OPC UA method calls

SAPPCa 0OPC UA Server
on Linux

RPi Resource Manager

Device
10 Resource

Sensor
x4

Internal 22



Open Integrated Factory

Generation 2017

Negotiation can start -
pressed Button initiates
communication via WiFi

Q5 Ralf Leh
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.

First step: SAP PCo on RPi as OPC UA Client to
SAP PCo as OPC UA Server wrapping the SAP MES:
“get_current_sfc” (means get the Production Order from MES which is
in work right now)



Second step: SAP PCo on RPi as OPC UA Client
to other SAP PCo as OPC UA Server managing the
(four) resources: “get_free_resource”

!
+ <§f)

Open Integrated Factory
Generation 2017

Behind this method any
sophisticated logic could run
e.g. a machine learning
based algorithm!
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Logic on OPC UA Server RPi
proposes and allocates the
appropriate Resource

(OPC UA Method response)
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Validation by NFC,
follow up
communication/
confirmation to SAP
MES ’
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Short comment about challenges of
OPC UA ...?
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Contact information:

Rudiger Fritz

Director Product Management SAP Plant Connectivity
Dietmar-Hopp-Allee 16, 69190 Walldorf

0049 6227 740142

ruediger.fritz@sap.com
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SAP Plant Connectivity: OPC Client and OPC Server
Communlcatlon Patterns In Context of I\/Iachlne Integratlon

Insights, - Dashboards,

Alarms etc. Applications
S T

DB Record L . !
Transaction  — . : P Destination . Tag-Uuery & 5
) {li: SE”;S) (e.g. M, ME, HANA, SAP Cloud .. X = v

(Guaranteed)
Notification Delivery,
Buffer mechanisms, D i

Filter/Rule Framewark, SAP PCo Query-Interface Foundation:
Customer specific code, ... OPC A Methads. (Read/Write) i ..

* Custom Orchestration™ | T

Classical Gateway Task: Protocol conversion, Source/Destination mapping

i configuration/implementation
Device Tag (Data Point) P Data Source/Machine D Device Tag (Data Point) 5
P (e.g. OPC UA-Server) P '

..............................................................................................................

*Project specific
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SAP Plant Connectivity — more than just a simple Gateway for Connectivity

SAP Cloud/

SAP Leonardo Platform SAP Business Suite, S/4 HANA

ABAP NetWeaver, DB
SAP Data

StFEEFﬂiﬂg RFC, SOAP-WS

REST-WS + Proprietary ABAP Push Channels (WebSocket)

MQTT (TCP/IP based),
REST ODBC,ODATA, REST

Supported protocols:
OPC UA, MRTT, OPC DA, OPC HDA, OPC AGE, Citect, IP21, Osisaft P (2), Proficy Historian, File-Monitor (2), ODBC, OLE DB, Socket, Modbus
SDK for proprietary, specific agents (e.g. ifm Linerecorder, UDP, RFCIOOB. Euromap Bx. Atlas Copco Open Protocol, Katka and multiple other project specific implementations)

§ ) &

Wireless '
Historian SCADA/ HMI

© 2017 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC 35
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Each production step
documented and
available for
analytics
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Plant Connectivity — An Example of Configuration

Management Console (Administrator)
Plant Connectivity  Edit  View Tools Help
e EHO DDEH QLD

Source Systems

(3

Destination Systems

B

OpcUaCamera_Simulation ~
OpclaMettierToledo

OpcUaMettlerToledo__1

OpclaRobotaC

OpcUaRobotB

Opclakts

ualDemoCloudChipProcessing
ualemoCloudPictureTransfer
uakVPProductive

uaPCoMedsyncCaller

uaPCoPrinterLock

uaPCoRobotAlock

uaPCoRobotBlock

uaPCoRobotClock

uaPCaServerits

uaserverdts
ZZ_MyOPCUA_Source_Pointing_to_KVPBufferd
ZZ2_OPCUA_DATASource

m_1030_01_MoverArrivedAtPosM
m_1030_02_MoverArrived&tPosA

m_1030_03_RoblobDoneA_ChipToSubshell

m_1040_01_MoverArrivedAtPosM
m_1040 02_MoverArrivedAtPosB

m_1040_03_RoblobDoneB_CoverToSubshell
m_1050_01_MoverArrived&tPosM_Camera

m_1050_9%9_GetSetpointGroup
m_1055_01_MoverArrived&tSecale

m_1055_02_RoblobDone_ShellToScale

m_1055_99 Weighing

m_1060_01_RoblobDone_Disposal
m_2030_01_ChipAssemblyCompletedA

m_2030_02_MoverArrivedAtPosA

m_2030_03_RoblobDoned_ChipToMover
m_2030_%9_ChipAssemblyCompleted

m_3010_01_MowerArrivedAtPosB

m_3010_02_RoblobDone_CoverToPrinter

Agent Instances

(3

- [2] new_uaServerkis

----- £\ 0000_01_MoverStatusB
----- £ 0000_03_RoblobDoneA_RiiseMode
----- £ 0000_03_RoblobDoneB

1040_02_MoverArrivedAtPosB
1040_03_RoblobDoneE_CoverToSubshell
1050_01_MoverArrivedAtPosM_Camera
1050_01_MoverArrivedAtPosM_Camera_Pauselts
1055_01_MoverArrivedatPosM
1055_02_RoblobDoneC_ShellToScale
1060_01_RoblobDoneC_Disposal
2030_01_ChipAssemblyCompletedA
2030_02_MoverArrivedAtPosA
2030_02_MoverhrrivedAtPosA_Pauselts
2030_03_RoblobDoned_ChipToMover
3010_01_MoverArrivedAtPosE
3010_01_MoverArrived&tPosB_PauseXts
3010_02_RoblobDoneB_CoverToPrinter
3010_03_MoverArrivedAtPosE_3
3020_01_RoblobDoneB_CoverToMover

© 2017 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC

Multiple Call Destination System m_1040_02_MoverArrived AtPosB

Destination System Calls  variables and Calculations General Settings

Sequence of Destination System Calls

itep Destination System 'I(';oo Hb(ﬂc:gﬁi:; Branching Condition Description
» _uaRobotBListLocks L (= O
10 mUtilGetDependentsfc |~ | o |:| Get SFC on ring M from SFC on ring B
20 mRobotBLock = |:| if[ tempRobotBLockSuccess’, 40, 30) | Lock robot B with SFC on ring M
30 mMoverToEhrenrundeB |~ | o |:| 999
40 uaMEstartsfc L (= O
50 uaRobDolobB v =p |:| Tell robot to put printed cover onto subshell
=] o 4 |
Assignment of Variables
itep Destination cal Destination Data Type Er:‘: Cal Variable Name Data Type Vari_able\«'alue
= System System Variable Varia Assignment
3 _uaRobotBListLocks j outHandles System.String] D:, @ tempRobotBLocks ~ | System.String Assigned
10 mUtilGetDependentSfc ﬂj inSfc System.String D:, ﬂj insfcB ~ | System.String At Start
10 mUtilGetDependentSfc ﬂ inWorkcenterSource System.String D:, @ tempWorkcenterSource HMI_XTSE |~ | System.5tring At Start, Calculated
10 mUtilGetDependentSfc ﬂj inWorkcenterTarget System.String D:, @ tempWorkcenterTarget_HMI_XTSM |~ | System.String At Start, Calculated
10 mUtilGetDependentSfc j outSfc System.String D:, @ tempSfcM ~ | System.String Assigned
20 mRobotELock ﬂj inSfc System.String D:, @ tempSfcM ~ | System.String Assigned
20 mRobotBLock j outRobotBLockSuccess | System.Boolean D;, E> tempRobotELockSuccess ~ | System.Boolean | Assigned
30 mMoverToEhrenrundeB ﬂj insSfcE System.String D:, Eﬂ insfcE ~ | System.String At Start
30 mMoverToEhrenrundeB ﬂj inPosB System.Int16 D;, 'E inPosB ~ | System.Int16 At Start
40 uaMEStartSfe ﬂj inSfec System.String D:, @ tempSfcM ~ | System.String Assigned
40 uaMEStartsfc ﬂj inCperation System.String D;, E> 1040 ~ | System.5tring At Start, Calculated
40 uaMEStartSfe ﬂj inResource System.String D:, @ HMI_M4 ~ | System.String At Start, Calculated
50 uaRobDolobB ﬂ Z5FC System.String D:. @ tempSfcM ~ | System.String Assigned
50 uaRobDolobB ﬂj nlob System.Int16 D:, @ tempRobotBlob_CoverToSubshell ~ | System.Int16 At Start, Calculated
50 uaRobDolobB j ReturnValue System.Int16 D:. ~

39



» SAP PCo (OPC Client) = Cloud / Data Lake = Apply Model to Dynamic Edge Processing - SAP PCo to

Automation
Input (Edge) Machine learning (Cloud) Output (Edge)

Train

model Applied model
— Run Machine Learning Algorithm at
» the Edge
A 4

‘ — Immediate action can be taken

Prepare Apply
data model |
Sensors
Images
Production A \ Capture / b A 4
Order feedback

Master Data

... and more
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