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About Beckhoff Automation BECKHOFF

Headquarters: Verl, Germany
Production: Verl, Germany
Headquarters premises in Verl: > 452.000 sg ft
Employees worldwide: 3,350

Number of engineers: 1,100

International representation: > 70 Countries

Sales worldwide 2015 620 million € (+22 %)

Sales worldwide 2016 679 million € (+9.5 %)

as of: 04/2017



About Beckhoff Automation BECKHOFF

The IPC Company The Automation Company
= Solutions for Industrial Automation: -
— |PC, Motherboards, Display N A
Panels, I/O ; : iﬁ‘a ;
— Various fieldbus solutions 3 e .
The I/O Company The Motion Company

EtherCAT Technology
www.ethercat.org

— Scalable real-time extension for
Windows
DOS /NT /Win2K / XP [ Win7 / . .
Win8 / Win10 /
Windows Embedded
IEC 61131-3 PLC /C++/
Motion Control / HMI

(T

: 8099288800
o G

= High level of expertise in
Embedded Automation




OPC commitment BECKHOFF

Member

= 1998 May: Beckhoff becomes a Corporate Member of OPC
Foundation

Products: Early adopter of technologies
= 1999 OPC-DA Server for IEC 61131-3-PLC
= 2006 OPC-DevCon: First OPC-UA Server embedded into PLC

= 2008 First UA product available: TwinCAT OPC-UA for Data
Access

= 2011 Certified OPC-UA Server product
= 2012 First OPC UA Client embedded into PLC
= 2014 First OPC UA Server with SOA functionalities



OPC commitment BECKHOFF

Vision: Actively pushing OPC-UA
= 2008: Chair of working group “PLCopen & OPC-Foundation”
= 2010: President OPC-Europe

» 2015: Vice President OPC Foundation | Member of OPC
board
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loT Summary (with focus on communication) BECKHOFF

Simplified message:
* |T companies provide agents for all OS platforms
- Push data into their cloud systems 2ackone

» |oT starts with data in the cloud 7|

= New business with analytics in the cloud

Required:

* (Only) data transport il

= Security?

= |nteroperability? A hoen!
T e B L

K o Embeddec
&

| CRINM
Agent

Agent

ONX SOFTWARE SYSTEMS

®



14.0 Summary (with focus on communication) BECKHOFF

Simplified message:

Focus on factory & process automation

Devices become more intelligent Backbone
| “OPC UA + Relay

Communication “Service to Service”
Cloud as one option (platform to host service

d AMQ‘P-Agent |
“HOPC UA

PQ M.UA"

Requirements are higher:

= Horizontal and vertical communication

= “Ad-hoc” discovery of services

» Modeling: Information Model

= Scalability: From sensor to the cloud
= Operating system and language independent
= Security: authentication, signing, encryption

Py Windows®
K. Embedded
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Today: Top down information flow BECKHOFF

1. Direction, “How” :

* Today: Top down information flow
— upper level: always initiates communication (as client)
— lower level: answers (as server)

= Next: Network of intelligent systems
— Intelligent I/O sensor connected to intelligent camera

2. Content, “What” :
* Today: Multiple converters
— “electrical signal” - via data

— via functions —> to service
(mostly: data/property based)

= Next: Service to Service

OPC-UA




OPC UA at-a-glance

BECKHOFF

= Summary: OPC Unified Architecture stands for...

Data Modeling

Communication

Generic object-oriented modeling

Objects with variables, methods and events
Extensible type system

History for data and events

State machines, programs, alarms & condition
Complex data

Collaboration

Integrated security mechanisms

High speed UA TCP protocol

Web services for Internet

Platform independent

Built-in robustness and fault tolerance
Redundancy

New Applications and Use Cases

UAis IEC standard 62541

UA is base for other information models
EDDL and FDT

PLCopen, BACnet, MES, MDIS, ISA95

Profiles for different use cases

Scalability

Integration into embedded systems

MES and ERP systems

Specialized versions for different industries
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SOA-PLC: Overview Architecture BECKHOFF

Service Oriented Architecture (SOA)
Transport Security P L C .

Controller provides Services

Beckhoff
Models g/ Data-Services

Discovery of Services

Standardized Access

+
TwinCAT 3

Administration

Support of

— Interoperability

Standardized
Models

— Security: Rolls of access per user

— Information-Modeling
Type and Data consistency




SOA-PLC: Overview Architecture BECKHOFF

Standardized models
= Standardized Models
= Beckhoff Model

= Customer Models

TwinCAT 3

Standardized
Models



SOA-PLC: Standardized Models BECKHOFF

Standardized Models — definition of semantic simplify
engineering

= PLCopen

= MES /AutolD /

= DI/ Oil&Gas (MDIS) / ..

= CNC-HMI Hi, | am a Smart Meter
= BACnhet &

* @ Consumption ReactiveEnergy Sum
& Frequency

= @ Consumptionlinef reguency

& Power

= @ ConsumptionActiveFoweta

Hi, | am a IEC61131-3 controller
— but I also support MES profile

- - ¢ CO
PLCopen R “’%,\/

+« @ ConsumptionActivePowech

] | g
0l 11 PR
|

|
.
~

« @ ConsumplionA ctivePowecc
¢ Consumption PowerFactow

LT

||||||||| o 1ot
v Consumptica PowerFactow

| OPC UA |

= @ Consumption ReactiveFoweta

« @ ConsumptionReactivePowecc

Hi, |1 am an RFID device

i ®
Association for Automatic
Identification and Mobility



SOA-PLC: Standardized Model IEC61131-3 BECKHOFF

= Connection >to the controller <
» |[ntegrated: PLC and OPC-UA Server in embedded device
= Mapping: Supports official mapping of IEC 61131-3 to
OPC-UA
» Benefit: Secured, semantic interoperability
n
S = o n
''''''''' Jei ok S, DI
Mapping IEC61131-3 - ‘??:fg“":,nm “ZoPC UA
to OPC-UA namespace ‘?%‘Em%al f

Download

com—l
EtherCAT.




SOA-PLC: Standardized Model IEC61131-3

All information about IEC61131-3 project:

= FBs
POUs
Structures

Tasks/Resources

Beckhoff
,PLC1

AddressSpace

) Root
=) Objects

+ @0 bInitDone
= ¢y fbBoiler1
- % CC1001
' ¢ Drum1001
- & FC1001
- LC1001
' @y ParameterSet
e Pipe100t
' o Pipe1002
@ rSetFillLevel
&0 rSteamDemand
= 1) fbInputl
=1 fbFillLevel
) maxval
@ minval
@ rvalue
+ 1) fbGeneratedParameter
+ A

feud

F S

Different entry point ...
Address Space

BECKHOFF

Bosch-Rexroth
»,Logic*

€3 |o Highlight

) Root
=1 Obijects

#- g DeviceSet

-0 Logic

= & Applicatio

- g GVL

= % MAIN
# @ blnitDone
@ blight
= &% fbBoiderl
+- o CC100

& ¢ foDimmer1SwitchEco

& g% Setver
#-0) Types
&0 Views

&

@

- @ (SelfillLevel

} o Drum1001
i % FC1001

- &% LC1001

i &% Pipe1001

I o Pipe1002

@ (SteamDemand

... but semantically identical objects!



SOA-PLC: Standardized Model IEC61131-3 BECKHOFF

= Connection >from the controller <
» |ntegrated: PLC and OPC-UA Client in embedded device
» Benefit: Secured, semantic interoperability

Plant Engineering MES System %
OPC UA Server OPC UA Server el

- Vertical & Horizontal communication
- Fieldbus independent
- It’s fast — but not a fieldbus

% @ B

b ke b




SOA-PLC: Standardized Model IEC61131-3 BECKHOFF

Status: PLC function blocks for data communication and
method invocation

UA_Connect _ —|PLCopen|
BOOL __ | Execute Connectiontidl |  DWORD — e —
STRING __| ServerEndpointUrl Done |  BOOL | [ErRP][MES| [HmI | |
. STRUCT __| S_essionConnectlnfo Busy |  BOOL ] |EC 611313 [
= UA_Connect/Disconnect TIME _J Tueout Eoen | pworn | IR [
[ _|{ OPCUA | _
= UA_NamespaceGetindex —
) BOOL __| Execute - Dons | BOOL
= UA NodeGetHandle/GetHandleList DWORD | Connectionkidl Busy [ BoOL
- I_)WO_RD ] I\_odeHdl Emor | BCI?L
= UA_NodeReleaseHandle/ReleaseHandleList " me — mmet Tty [ DT
Vendor specific Variable WVariable WVendor specific

» UA_ Read/ReadList

= UA Write/WriteList BOOL _|Ewewe " Dee| Boor
- D‘J.iORD ] C_onnecuonl—ldl Busy | BOOL
= UA_MethodGetHandle/ReleaseHandle e £ [ pwoRD

TIME Timeout

UA_M ethOd Ca” Vendor specific Vanable Vanable Vendor specific

UA_MethodCall

BOOL __| Execute Done |  BOOL
DWORD __ | ConnectionHdl Busy | BOOL
DWORD __ | MethodHdl Emor | BOOL

TIME __ | Timeout EmorlD | DWORD

Vendor specific InputArsuments InputArzuments Wendor specific
Vendor specific CutputArguments CutputArguments Wendor specific




SOA-PLC: Overview Architecture BECKHOFF

Standardized models
= Standardized Models
= Beckhoff Model

= Customer Models

TwinCAT 3

Standardized
Models



SOA-PLC: Beckhoff Models BECKHOFF

Monitoring Industrial-PC / Embedded-PC:

» |[PC-Device Manager:
— Both: Monitoring (read) and Configuration (write)
— Independent from OS and device Windows CE
— HW: CPU temperature & usage, Fan speed, RAID status...
— SW: OS version, available RAM, IP, display, resolution, ...

" Windows 10
Windows 7

2 Root
=2 Objects
:
=2 Modules
=-0 CPU
=0 CPUO
#+I2 0x8nn0-CPU module header
=I5 0x8nn1-CPU info
#- @@ 0x00 - Length of array or record
=-4@ 0x01 - CPU Frequency (MHz)
#- @@ 0x02 - CPU Usage (%)
@@ 0x03 - CPU Temperature (C)
#-(30 DataStore
#- DiskManagement

¢ |6 R ; P-6|@od

'-_4@ BECKHOFF Device Manager

T Memory
— : el 150.6MB
== ™ o 605 500

5G] =

{0
2|

llllllllllll #-12 Display Device
#-2 FSO

#- Memory

#-10 Misc

-3 Nic

%2 OperatingSystem
#-2 RAS

#- SMB

#-30 Software

#-0 Time

#-2 TwinCAT

#-1 User Management

OPC UA Server
Monitoring Services




SOA-PLC: Beckhoff Models BECKHOFF

File management of controller

Administration

» Deploy binaries

“Start” : Start execution
“Stop”: Stop execution
“‘Reset”

= Scenario 1: Deploy new logic
- ,Stop” all devices in field

- Download new files e.g. binary PLC project D
- ,,Start“ all devices e.g. file transfer

»= Scenario 2: Deploy OS update, receipes, ...
= Scenario 3: Upload measurement data, log files, ...

Client for (File Transfer)

IT connection

OPC UA Service (File Transfer)

G




SOA-PLC: Overview Architecture BECKHOFF

Standardized models
= Standardized Models
= Beckhoff Model

= Customer Models

TwinCAT 3

Standardized
Models



SOA-PLC: Customer Models: Design own services BECKHOFF

= Customer to design own “my-SoA” services

— Requirement: Easy, quick, reliable, secure, international
standardized

— Define service: IEC 61131-3 for easy implementation of services
FUNCTIONBLOCK can be invoked from outside from any OPC-
UA client

— Invoke service: Remote-procedure-call (RPC)
based on international standards: IEC61131-3 + OPC-UA

Invoke service
Define service Expose service 7 Any OPC-UA-Client
_— IEC 61131-3 OPC-UA-Server s [ prr———
I I CamEvalustion.mbethetrologyResult® & X _ ) Root % = Vake DataType D thon
i = : METHOD PUBLIC mSetMetrologyResult : ERESULT * 19 Qhjects g ﬂ - -
{ .'_n_mm; eSS R | SR oip DeviceSet =] P N et UInk32
m udiTan: UDINT: i :‘LE.'I. g hal al udlratance Ulnt32
udiBesule: UDINT: < ErVER = .
m— a.-:xlna:.a..-.:c: UDINT; # oy TmePLC Transport :::2 E
i aderlcs; LhEAL i % “HOPC UA B ot
t - ““*r‘“":"}" LREAL: @ HardwareRevision <
BD_VAR 4 10 MalN 35 MM WValue DataType Descripbion
. F] ._‘i cameval REtrnishe Ulnt32
# 9 metMetrologyResult g
SDA ¥ Inputhrguments
PLC @ Outputirguments cal Claze




SOA-PLC: Customer Models: Design own services BECKHOFF

= One-click engineering to enable service as SOA-service to IT

world

= Design of SOA services available in

TwinCAT 3 PLC
IEC61131-3

TwinCAT 3 C++

Define service

F METHOD CallSumMul

\l’.'-‘lﬂ_‘IHFU'I'

a: UDINT:

b: UDINT:
E!TD_\."B.R
VRR_OUTFUT

sum: UDINT:

pro: UDINT:
END_VAR

sdulel: :CallSumMul(ULONG a,
ULT hr = 5_0K;

= a+h;
.

return hr;

Expose service

4 ) MAIN
4 Ju prg_math
¥ CallSumMul
@ numberOfCalls

Invoke service
(any OPC-UA-Client)

B [ o e o prg_rath L -
Wame Voo TalaType Drwcriphes
. ez

o I

Transport ,_“,
“S#PC UA



SOA-PLC: Increased efficiency

BECKHOFF

= Service calls vs. data/property exchange

Common practice: - _
i | | » New: service calls
MES: :

e . (RS
“I'like to send recipe data” . 2 .
MES / ERP
‘ PLC: MESt:““HeEe is new recipe”
“OK” M) PLC OK

s MES:

“Here are recipe data 1”
Here are recipe data 2. Shop floor / Machine level

& MES: 0 - Fooess
“Finished, please start ‘\ ‘ W ;ﬁ;:

production” @{l
PLC: ONE data communication to handle

“OK” : - secure transport of inputs
Time consuming handshake mechanism | [il& (R SRS ioE) (6 - code execution and wait on result

transport of outputs to caller

| . oo
! prErararess
IPREEES

=
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M2M & 10T in decentralized, intelligent equipment BECKHOFF

Success Story

- =« o8 Who?

= : Joint Water and Wastewater Authority

Vogtland, Germany

Silvio Merz, Divisional Manager, s.merz@zwav.de

What?
= Supply water to about 240,000 people
and treating their wastewater as well
» Operate almost 600 Water and Wastewater
treatment plants
— Waterworks
— Water pumps
— Water reservoirs
= Distributed over about 1400 Km?2

“The solution provided us with a saving
on the initial licensing costs of more
than 90 % per device.”



M2M & 10T in decentralized, intelligent equipment BECKHOFF

= Autonom M2M between devices — additional monitoring and control via
SCADA

SCADA Elevated Reservoir
Requests for .
process values
and state Due to problems at group1

changes ‘ supplier of freshwater has
e - changed to group 2

, -~ : —
Regquests for

process values
d stat
Flesos Closed
User Group

Quality problems
in freshwater! /—\
Please take over
filling of elevated
resenvoir -
4 e U

Waterworks 1 Pumping Plant 1 Pumping Plant 2 Waterworks 2

AN ANIINININNIIS

4
N
d Level reached!

Stopped pumping



Vertical: From shop floor to SAP top floor BECKHOFF

Who?

Elster —
, . : — =
= 7,000 employees in 38 major locations E w
= 200 million installations in E

the last 10 years Metering P alstar

What? Gas, Water, Electricity  vitalconnections
= From shop floor (Beckhoff) controller to top floor (SAP)
= OPC-UA: Direct connection from SAP into controller
Benefit

Quick: Connect machine within 30min

Easy to use for PLC and MES team

Standardized interface layer

Fast connection, include security out of the box




Smart metering: From sensor to cloud — Case 1 BECKHOFF

Who?
= Regio IT, Germany b
What?

= Smart metering project in Germany
= Decentral measurement of energy data
s LS -

= Optional local buffering of data
= Pushing data into central databases for analytics | & o &

Micresoft BECKHOFF




Smart metering: From sensor to cloud — Case 1 BECKHOFF

Decentral embedded controlier Access via OPC-UA or directly via SQL

T e N e T TN T T LY e W

Analytics App

M; i b

Cloud/VM

' P

M-Bus e

Measure & Buffer Transport Analytics & Big Data Consume & Control

UA_MethodCall
BOOL __ | Execete Doce | BOOL
DWORD __| Comectonlidl Bury | BOOL
DWORD __ | MethodHE Emee | BOOL
TIME __| Timeout EmvorlD DWORD
Vendor specific lroutAspaments LputAsgusents [ Vendor gpecafic
Veadaor specific Outpre Az pumests Outpat Arpaments Vendor specafic




Smart metering: From sensor to cloud — Case 2 BECKHOFF

Who? EBE= —

» Grundfos HOIdlng A/S ﬁvril:]r;]dlf:; BECKHOFF
= 18.000 employees in more than 55 countries o

* One of the worlds leading pump manufacturers = =

* Annual production of 16 million pump units

What?

= Smart metering project in Denmark
» Measurement of energy data in a student dormitrory

= Pushing energy data into Microsoft Azure cloud

» Goal: Scalable architecture with standardized communication




Smart metering: From sensor to cloud — Case 2 BECKHOFF

Dormitory apartments

OPC-UA

gy

- ;
B
E

Wil ﬁ OPC-UA
&
B

160 Beckhoff embedded controllers
3000 data points

AMQP

Gateway IPC

TwinCAT loT Data Agent
Provides OPC-UA Client + Server

Service
Fabric

Microsoft Azure

Azure loT Suite

Stream

. S5QL A
Analytics QL Azure

Machine
Learning

v
—

vy

S

Azure Active
, Directory

PowerBI

University and Grundfos Research

Students and Facility Management



Smart metering: From sensor to cloud - Case 2 BECKHOFF

- Amazon IBM Watson

A

MQTT MQTT

AMQP AMQP
MQTT OPC UA OPC UA
AMQP : :
OPC UA TwinCAT loT TwinCAT loT

Data Agent Data Agent
t OPC UA t OPC UA

1

New machine Existing_ machine Third-p_)artx




