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Introduction

Jukka Peltola, Process Engineer (BSc)
Background:
35 years experience in automation and integration projects, first OPC UA implementations in 2010

Last projects:
® Planning and coordination of several multi vendor integration projects using OPC UA as basic technology
® Automation project head of the case factory. Plant wide integration of process and machine control systems to central
SCADA, recipe management and MES systems
Actual project:
® Solution architect and integration coordinator for a big part manufacturing and assembly line. Integration of machine

automation, line control and MES systems

Plant4You Oy services:

g Supervision of the customer’s advantage in complex, multi vendor automation projects
- Design of automation systems, integration architecture, SCADA and recipe mgmt. systems
. Coordination of integration projects

e Automation project management
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Objectives and Agenda

The purpose of this presentation is to share some experiences of OPC UA integration projects
The case factory - How OPC UA was used in a green field factory project

But there are many possible pitfalls, like:
1. Data integrity is not automatically guaranteed
2. OPCUACClient can easily overload the server

3. Same data types are not the same

And how can you avoid them:
4. Recommendations for Testing
5. Comprehensive documentation

6. Visualizing of interfaces
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Let’s build up an smart factory!
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The case factory

® ~20 Production lines MES
® ~5o machine vendors T Reg;;;i mgnagzm‘:gf & | ;
® ~25networks control rooms |
® 1000+ Ethernet nodes ' ///
® ~100PLC's lities
ilities:
Historian SCADA servers

OPCUA:

® 9OPCUAClIients

® ~400PCUADA servers
® OneOPCUA HA Server

® OneOPCUAACServer
® 3-4000 MES events /d
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Agenda

But there are many possible pitfalls, like:
1. Data integrity is not automatically guaranteed
2. OPCUA Client can easily overload the server

3. Same data types are not the same

And how can you avoid them:
4. Testing, testing and testing
5. Comprehensive documentation

6. Visualizing of interfaces
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1. Data integrity is not automatically guaranteed!

Writing a message to a PLC data block with OPC UA DA

® Writing to tags — each tag is updated in random order!

® Writing to structured tags — the whole data block is updated in one shot!

Video 2

How to avoid this pitfall?
1. Use structured tags if possible!

2. If not, agree tight handshake protocol between vendors

Ensure that all tags have been overwritten!


before.avi
after.avi
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2. OPC UA Client can easily overload the server!

Every OPC UA Client can easily crash the OPC UA server!

If the OPC UA DA Client is requesting data faster than the server minimum publishing interval is, it will overload
the server’s communication processor from time to time. At that moment all communication to CPU will be
stuck!

Sampling & publishing intervals in OPC UA DA server

“Minimum publishing interval”: This value determines Sl & . Options

at what minimal intervals the OPC UA server is allowed General

to send data to a client via OPC UA subscriptions. v Server

“Minimum sampling interval”: This value determines at E"rﬂl Fort 4840

what minimal intervals the OPC UA server is allowed to 2L

request data changes of the CPU data management. v Security . S

| Source Siemens. Secure Channel Minirnum publishing interval: | 200 ms
User suthentication n Minimum sampling interval: 100 ms |

4

How to avoid this pitfall?
Sampling interval < Publishing interval < Subscription interval
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3. Same data types are not the same!

Unfortunately OPC UA standard variable types are not same for different automation vendors!

"There is discovered a driver issue sending from UA client to Line controller (UA server). The write command fails
when writing other than numbers, we use strings in both ends so it has been a big bump on the road as no
information could be exchanged from the client to the server. Beckhoff has found the problem and the cause so there
is work in progress to make an updated OPC driver, this is expected to be ready end September.”

"The decision is made to change the variables to number type (double integer) and from UA Client side write them
one by one to Line Controller, this decision make it possible to continue the work instead of waiting for the driver
several months.”

The root cause was "Other vendor use Little Endian and other use Big endian”.

How to avoid this pitfall?
1. Do real time tests when using different vendors!
2. Do it before starting the programming!
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Agenda

But there are many possible pitfalls, like:
1. Data integrity is not automatically guaranteed
2. OPCUACClient can easily overload the server

3. Same data types are not the same

And how can you avoid them:
4. Recommendations for Testing
5. Comprehensive documentation

6. Visualizing of interfaces
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1. Testing of vendor interoperability

N
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4. Recommendations for Testing

Data types
Data integrity

. FAT testing:

Simulate material flow
Data content and integrity
Hand shake protocols
Abnormal situations

Test all interfaces!

3. Commission testing:

Data content right

Test all interfaces!

With real material flow

Security settings activated

FAT test [ine 1 f’ Ressources needed

Interfaces and operations to be tested Auto Prid Schedul| A B E F F Operati{OT 1T omments Test results and Todo's Schedul

=|highest pria

Infeed of material to auto stock
11 Fiaft request fram B to C [auternatick stack limiti=ge] AftA |1 23.70. M, MB |PS, JP NN M beginning the request iz done manually from |best made with old structure, Should be tested again|6.71.
12 Requested raft picked from Cta D . i IH 3010, r hE. MB [PS. JP Mterrninal, DS writes to datablock and nin will tested twice, second ok, error message inC Chw4a
12b | Tranfer permizsion from Do C A r perrizsion bit ok in D interface spec missing Cwida
T1 0 Ul change i} 2910, r M, MB |PS, JP Hrofileld tuped to D has to be same as inC
13a Pretreatrment completed from Do C A 0. r hE. MB [PS. JP nading: 1 datablocks copied From D to & [actual |just connectivity tested, but daka content not A
T2 Mext raft fram D o A A 1] 3% = A Mext batch: 2. datablocks copied from Dto &
13b  |Pretreatment completed from Cto B and & g S o =nt hot A
T3 [ - A interlackings
T4 Diata batrix code marking [also spare printer] ansS P I a n, te St, a Ct
14 Raft received from Bto C all xml tags |71
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5. Comprehensive documentation

* Define an interface requirement specification
» what technology should be used between machines and upper level systems

* basic data for all machines and lines (states, alarms, counters, measurements), data types

* Hand shake method, life beats, abnormal situation handling, ...

* Draw an overall component diagram where all systems and interfaces can be seen:

Provides CA
BizTalk Signed Certificates a

* Direction (read/write, Client/Server) oo N wes ///

° Protocol Used Factory Network ERP

* Security settings, ports Mz Necwork

Warehouse

* Vendor, contact information a;\w g/ OMR f

 Request a interface specification from all vendors 7= | e warehouss

Read RFID tag

A
Scale result

- Draw data flow diagrams e e e .

Write RFID tag s7 s7
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6. Visualizing of interfaces
® System overview display (component diagram)
® Life beat monitoring (requirement for each vendor)
® Error log files (requirement for each vendor)
® Alarm messages (sms, e-mail)

o AI a rm a rc h ive 10:31:00 10:30.30 Life beat down from Line Controller 1 to Scada!
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Thank you!

Mr. Jukka Peltola
Plant4You Oy
Senior Advisor, CEO

+358 44 98 77 699
jukka.peltola@p4u.fi
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