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} How to scale? 
◦ UA Services function and features?
◦ Compatibility and compliance?
◦ Security and protocol variations?
◦ Information Models and domain extensions?

} Grouping sets of functions that logical belong together:
◦ Full Featured Profiles
◦ Profiles and Facets
◦ Conformance Units

} Exposing information about features in Address Space
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Profile

} Conformance Unit
◦ Represents specific feature
◦ Defines a list of test cases for the feature

} Profile
◦ Named grouping of features
◦ Full Featured

Combination of Profiles and Conformance Units that can be used 
stand alone

◦ Facet 
Profile that can be used only in combination with other Profiles

} Certification Test
◦ Vendor defines list of supported Profiles
◦ Certification Test executes test cases 
◦ End users can rely on tested Profiles

Conformance 
Unit

Conformance 
Unit

Test
Cases

Test
Cases

Certification Test
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Standard UA Server
min. 50 Sessions min. 5 Subscript. min. 500 Items

Event 
Subscription
Server Facet

Method 
Server Facet

Alarms & Conditions
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Full Featured Profile

Facets building on top of Full Featured Profile
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} Full Featured Profiles
◦ UDP UADP Cyclic Fixed Profile
◦ UDP UADP Dynamic Profile
◦ UDP UADP Flexible Layout Profile
◦ MQTT UADP Profile
◦ AMQP UADP Profile
◦ MQTT JSON Profile
◦ AMQP JSON Profile

} Facets
◦ Information Model Facet
◦ Message Security Facet
◦ Parameter Configuration Facet
◦ Component Configuration Facet
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https://www.opcfoundation.org/profilereporting

https://www.opcfoundation.org/profilereporting
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} ServerProfileArray
◦ Exposed in AddressSpace (ServerObject)
◦ List of UA-Profile URLs
◦ Examples: 

http://opcfoundation.org/UA-Profile/Server/StandardUA
http://opcfoundation.org/UA-Profile/Server/Methods

} OperationLimits
◦ Quantity limitation in UA-Server for certain operations
◦ Protect against resource exhaustion (memory, CPU load)
◦ Avoid long lasting operations (responsiveness)
◦ Informational, Client must adopt to limits (call again)
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} Layered Security Architecture
◦ Encrypt/Sign (transport/message)
◦ Access protection (application specific)
◦ Authentication of Applications
◦ Authentication of Users
◦ User/Role based Authorization
◦ Auditing of relevant operations
◦ Availability

} Based on established Standards
◦ AES, RSA, SHA, ECC
◦ X509: 256+ Bit, 2048+ Key Length

[graphic: copyright Unified Automation GmbH]
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} Security Policy specifies combination of
◦ Used cryptographic algorithm
◦ Used signature algorithm
◦ Used key derivation algorithm

} UA Server announces which SecurityPolicies are supported
◦ UA Client selects the SecurityPolicy it wishes to use

} UA Publisher associates SecurityPolicy with DataSet
◦ UA Subscribers must utilize this same SecurityPolicy
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} URI uniquely defines SecurityPolicy
◦ #None (lowest security needs, disable)
◦ #Basic128Rsa15 (deprecated)
◦ #Basic256 (deprecated)
◦ #Aes128_Sha256_RsaOaep (average security needs)
◦ #Basic256Sha256 (high security needs)
◦ #Aes256_Sha256_RsaPss (high security needs)
◦ #PubSub-Aes128-CTR (average security needs)
◦ #PubSub-Aes256-CTR (high security needs)

OPC Foundation may add new and deprecate weak policies over time !
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} URI uniquely defines UserToken
◦ #Anonymous (everybody, no user authorization)
◦ #UserNamePassword (user/pwd with appl. specific validation)
◦ #X509Certificate (X509 user certificates to identify users)
◦ #IssuedToken  (encrypted Kerberos token for user identity)
◦ #IssuedTokenWindows (encrypted Windows-Kerberos token)
◦ #JsonWebToken  (JSON Web Token required in OAuth2 )
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} Companion Specification
} VDMA Robotics Specification
} AIM RFID Specification
} PLCopen UA Functions Blocks

} OPC UA Core Specification
} Full Featured Profiles
} Additional Facets
} Security Profiles

} Quantity Measures
} Data Volume
} Speed

Requirements – Call for Bidding
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Precise functional 
description of OPC 

UA Application

Call for Bidding
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} Different quality standards
} Different understanding of requirements
} Low quality in UA core functionalities
} Everybody can claim support for a specification

} Those issues remain with self-certification as
◦ Test applications can be tricked
◦ Interpretation of the results may vary
◦ Automatic testing can’t cover all test cases
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Compliance

• … to 
OPC UA Core 
Specifications

• … to 
Companion 
Specifications

Interoperability 

• With products 
of other 
vendors’

Robustness

• Recovery from 
disaster

Efficiency

• CPU, Memory 
and bandwidth

Usability

• Good user-
experience
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• Test all REQUIRED functionality

• Test all OPTIONAL functionality

• Conduct test-to-pass and test-to-fail use-cases

• Validate behavior for multi-step processes

• Servers handle & respond to invalid Client requests

• Clients handle & report invalid Server responses
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} Validates OPC UA Services
} Validates AddressSpace
} Validates Security
} > 1000 Test Scripts

} Extendable by users
◦ Adding settings
◦ Adding test scripts

} Available to all members of the OPC Foundation
(including logo members)
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• All products are tested against 

5 products from other vendors

• All OPC UA services are tested

• All DataTypes are tested

• SecurityPolicies are tested

• IdentityTokens are tested
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• Handling lost communication

• Test communications recovery

• Problems are self-contained

• Quality codes are reported 

correctly

• Audit events log sufficient data

• End-user has access to critical 

information
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• Place the product under some “load”

• Connect to 5 products from other vendors

• Force intermitted communication to one device

• Force intermitted communication to one partner

• Measure CPU, RAM, Threads, Handles

(and more) for 36-hours
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• Record how products are delivered

• Validate product documentation accuracy

• Verify product uses OPC correctly (as-intended)

• Verify product behaves as an end-user would expect

• Ensure the end-user experience will be positive!
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