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OPC UA = Toolbox of Features

» How to scale?
> UA Services function and features?
o Compatibility and compliance?
> Security and protocol variations?
> |Information Models and domain extensions?

» Grouping sets of functions that logical belong together:
> Full Featured Profiles
> Profiles and Facets
- Conformance Units

» EXxposing information about features in Address Space
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OPC Profiles — Scale for Embedded

» Conformance Unit

- Represents specific feature

> Defines a list of test cases for the feature
» Profile

o Named grouping of features

> Full Featured

Combination of Profiles and Conformance Units that can be used
stand alone

- Facet
Profile that can be used only in combination with other Profiles

» Certification Test
> Vendor defines list of supported Profiles
o Certification Test executes test cases P
- End users can rely on tested Profiles i

Profile

Y X

Certification Test

L
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Example: OPC UA Server Profiles 3
N S
Facets building on top of Full Featured Profile 2 O
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Subscription Server Facet @ = o’ > oo n=_5 g
Server Facet L @ Q

min. 5 Subscript. 8 min. 500 Items
Protocol UA TCP Address Space | Read/Write/Subscribe

ull Featured Profile
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Overview: Profiles for Pub/Sub

» Full Featured Profiles

- UDP UADP Cyclic Fixed Profile
UDP UADP Dynamic Profile
UDP UADP Flexible Layout Profile
MQTT UADP Profile
AMQP UADP Profile » Facets
MQTT JSON Profile
AMQP JSON Profile

(o]
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(o]
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(o]

o Information Model Facet

- Message Security Facet

o Parameter Configuration Facet
o Component Configuration Facet
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OPC Foundation Website

https://www.opcfoundation.org/profilereporting

OPC UA Profiles 1| "Standard 2017 UA Server Profile" Profile

Followir:jg are ﬂ;? cutrret:tly deﬁ';.edt!)mﬁlet‘"’ This Profile is a FullFeatured Profile that defines a minimum set of functionality required for PC based OPC UA servers. Compared to
arranged according to their application category. Description the embedded profiles, the Profile requires higher limits for Sessions, Subscriptions and Monitored Items. It also requires support of
diagnostic information. This profile supersedes the "Standard UA Server Profile”.
= Server Category -
© Facets URI http://opcfoundation.org/UA-Profile/Server/StandardUA2017

# Core Characteristics

_ This page lists the conformance units of the selected profile with their name and description.
# Data Access

Conformance units that are inherited via included Profiles are not listed by default. Use the following radio buttons to change this default
# Event Access behaviour.

# Alarm & Condition

# Generic Features © Show only explicitly included conformance units

# Redundancy

# Historical Access

# Aggregates
Programs Model

m

© Show also conformance units from included profiles
© Show all existing conformance units

© Show relationship of Conformance Units with Units and Profiles for Clients / Servers

Query
= FullFeatured CiiEdeEs GiE
# (&3 Nano Embedded Device 2017 Server Profile Include | Name Opt. | Description From Profile Test Cases
# (3 Micro Embedded Device 2017 Server Profile Support the NodeClasses with their Attributes and
—— References as defined in Part 3. This includes for
# (23 Embedded 2017 UA Server Profile Address Space Base T G T e T Core 2017 Server Facet Open
= (3 Standard 2017 UA Server Profile VarisbleType, References and DataType.
# & Enhanced DataChange Subscription 201 Support external dictionaries by relating OPC UA
. ) Address Space Dictionary Entries Nodes to dictionary entries using the Core 2017 Server Facet Open
& User Token — X509 Certificate Server Fac HasDictionaryEntry ReferenceType.
# (23 Embedded 2017 UA Server Profile Support setting the NonatomicRead and
——— - m NonatomicWrite flags in the AccessLevelEx
# (I3 Global Discovery Server 2017 Profile b \farinbl indi
. ) . Address Space Atomicity for iiodesio whether | e 2017 Server Facet Open
# (3 Global Discovery and Certificate Mgmt 2017 Read or Write operations can be performed in
o . atomic manner. If the flags are set to "1", atomicity
= Client Category cannot be assured.
= Facets Support setting the WriteFullArrayOnly flag in the
- c b AccessLevelEx Attribute for Variable Nodes of non-
& Core Characteristics Address Space Full Amray Only scalar data types to indicate whether write Core 2017 Server Facet Open
# Data Access operations for an aray can be performed with an
IndevRanncs
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https://www.opcfoundation.org/profilereporting

Server Capabilities & o

4 ) Objects
) Demo
oo DeviceSet

4 S e rve rP rOfi IeA rray o DeviceTopology

oo NetworkSet

- Exposed in AddressSpace (ServerObject) « & sever

. . ¥ Auditing
> List of UA-Profile URLs rArereimie
© ExampleS: ¥ NamespaceArray

oo Namespaces

http://opcfoundation.org/UA-Profile/Server/StandardUA : & simpiesventitiier

http://opcfoundation.org/UA-Profile/Server/Methods + & ServerCapabiltie

I AggregateFunctions
¢ LocaleldArray

. . . MaxArrayLength
} OperatIOn LI m ItS : MaxBrovilseCgr:tinuationpoints
. . . . . . . ¥ MaxByteStringLength
> Quantity limitation in UA-Server for certain operations @ MastistoryContinuationPaints

¥ MaxdnactiveLockTime

> Protect against resource exhaustion (memory, CPU load) ¢ Veueycontinuationtoints

¥ MaxStringLength

> Avoid long lasting operations (responsiveness) i
> Informational, Client must adopt to limits (call again) 22 Opmtontimit:

¢ SoftwareCertificates
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Build-In Security Concept

4 Layered SeCU”ty ArChiteCture Core Security Features of OPC UA
> Encrypt/Sign (transport/message)
> Access protection (application specific) -
> Authentication of Applications
> Authentication of Users
> User/Role based Authorization
- Auditing of relevant operations
> Availability
» Based on established Standards
- AES, RSA, SHA, ECC
o X509: 256+ Bit, 2048+ Key Length

®
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OPC UA Security Policies - Concept

» Security Policy specifies combination of
- Used cryptographic algorithm
> Used signature algorithm
- Used key derivation algorithm

» UA Server announces which SecurityPolicies are supported
> UA Client selects the SecurityPolicy it wishes to use

» UA Publisher associates SecurityPolicy with DataSet
> UA Subscribers must utilize this same SecurityPolicy
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Security Policies - Transport

» URI uniquely defines SecurityPolicy

> #None (lowest security needs, disable)

o

o

o

#Aes128 Sha256 RsaOaep

- #Basic256Sha256 (high security needs)
o #Aes256 Sha256 RsaPss (high security needs)
o #PubSub-Aes128-CTR

o #PubSub-Aes256-CTR (high security needs)

OPC Foundation may add new and deprecate weak policies over time !
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Token Policies - Authorization

» URI uniquely defines UserToken
o #Anonymous (everybody, no user authorization)
#UserNamePassword (user/pwd with appl. specific validation)
#X509Certificate (X509 user certificates to identify users)
#lssuedToken (encrypted Kerberos token for user identity)
(
(

(o)

(o)

(o)

(o)

#lssuedTokenWindows encrypted Windows-Kerberos token)
#JsonWebToken JSON Web Token required in OAuth2 )
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Requirements — Call for Bidding

» Companion Specification @

»  VDMA Robotics Specification "3

» AIM RFID Specification @ @

» PLCopen UA Functions Blocks 9 9
» OPC UA Core Specification

» Full Featured Profiles - > ’ * I I I I

» Additional Facets

» Security Profiles M > [ Machine ] <= n
» Quantity Measures *
» Data Volume

» Speed Precise functional Call for Bidding

description of OPC
UA Application . ,..
'0 g
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Issues without certification

» Different quality standards

» Different understanding of requirements

» Low quality in UA core functionalities

» Everybody can claim support for a specification

» Those issues remain with self-certification as
- Test applications can be tricked
o Interpretation of the results may vary
- Automatic testing can’t cover all test cases
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OPC Certification

» With products * Recovery from » CPU, Memory » Good user-

OPC UA Core of other disaster and bandwidth experience
Specifications vendors’

-...to
Companion

Specifications

16
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OPC Certification

Test all REQUIRED functionality
Test all OPTIONAL functionality

Compliance

-...to .
OPC UA Core « Conduct test-to-pass and test-to-fail use-cases
Specification ( _ _

. to » Validate behavior for multi-step processes
Companion : : .
Specri)ﬁcations » Servers handle & respond to invalid Client requests

Clients handle & report invalid Server responses

T ®
17 T
'.::0‘1

FOUNDATION




Compliance Test Tool (CTT)

777 OPC Unified Architecture Compliance Test Tool - C: 304350 8 ¥

Validates OPC UA Services 530N hns }

(8] ) Adoress Space Model UA CompRance Test Tool (CTT)
8] £ Arbute Senvices
8o Check Updates

0 & Auiting
(et the test verson o the 0PC Eundation websie

Validates AddressSpace o

£ £ Method Senvices
) £ Monitored tem Senvices
® t L Confguring the CTT

] 5 Node Management Services 2. Compiance Tesing
8 £ Protocol snd Encoding

3. Debucana
Client Testing

Validates Security —

[ E3 UserDefinedCG.
8] £ View Services

Objects  Objects Propertes | riep

> 1000 Test Scripts et —

vV v v v

TestCaze Timestamp, Meszage
v © Debug Runt 20171124 161741422

© beforeTests 2017-11-24 16:17:41.482

© Address Space Model  2017-11-2416:1745.505 Defines C: the OPC

L AtrbuteSenvices  2017-11:24 161808490 Includes or Wrte current or

. Base Information 2017-11-24 16:18:16.735 Base Information. optional)

< use of automation
L Data Access 2017-11-24 1611848082

in Part 8 of the OPC UA specfication.

2 DiscoveryServices  2017-11-24 16:20:24.755 ConformanceUnits with focus on Server Endpoint Discovery
© Method Services 2017-11-2416:20:26.349 Method: bj the

» Extendable users
© Session Services 2017-11-24 1629:47.436 An (OPC UA) Session is an application layer connection,

View Services 2017-11-24 16:32:10555 C) througha

- Adding settings ET L |
> Adding test scripts

Available to all members of the OPC Foundation
including logo members)

Ready

v
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OPC Certification

All products are tested against

Int bilit
5 products from other vendors

» With products )
of othper All OPC UA services are tested

vendors’

All DataTypes are tested

SecurityPolicies are tested

|ldentityTokens are tested

o ®
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OPC Certification

« Handling lost communication
« Test communications recovery

 Problems are self-contained

- Recovery from  * Quality codes are reported
disaster

correctly
 Audit events log sufficient data
» End-user has access to critical

information

20
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OPC Certification

Place the product under some “load”

Connect to 5 products from other vendors

_ _ cts . « CPU, Memory
Force intermitted communication to one device and bandwidth

Force intermitted communication to one partner
Measure CPU, RAM, Threads, Handles

(and more) for 36-hours

T ®
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OPC Certification

Record how products are delivered Usability

Validate product documentation accuracy « Good user-
experience

Verify product uses OPC correctly (as-intended)

Verify product behaves as an end-user would expect

Ensure the end-user experience will be positive!

T ®
22 0oy
i 0‘1
FOUNDATION




Certified “Marks”

(CERTIFIED

S0

DL

Certification Testing Laboratory Presents in the Year 2012, the

.

Award of @39@ Certification

Certified OPC Profiles:

i OPC Foundatlon
UA DataAccess Server %

UA Generic Client
UACTT 1.00.00 Successfully demonstrating OPC Excellence in Compliance,

Data Access Server Interoperability and Robustness in the OPC Foundation
UACTT 10000 Certification Test Lab for the following OPC Product

Data Access Client
ACTF 10000

e
|u|\m[|1v
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UA Compliance Test Tool
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Certified Products
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The Industrial Interoperability Standard™

Admin + MyAccount * Log Out * ContactUs HEE

Powerful
OPC Clients

LET OUR OPC UA COMPLIANT Yo 4
P Auoommuns poTuE work FoR vou  Harcon
al

Search

About ~ Membership ~ Products ~ Certification ~ Markets & Collaboration Resources ~ News & Events ~

Technip FMC UCS Server

Member: TechnipFMC

. Newest Members

Hireawiz
Product website: fmc com/er trol/Products. KEB Automation KG
Y TechnipFMC This product enables TechnipFMC's UCOS control system to interface with OPC UA Monokot
clients by acting as a Data Gateway on the UCOS side, and as UA Server for external XISOM Inc
network devices. It’s certified to support the MDIS profile v1.01. Seidenader Maschinenbau
GmbH

V1.03 Attended IOP Workshops

Certified Profile: Embedded UA Server

Additional Facets: Method Server Facet

Data Access Server Facet

Security Policies: SecurityPolicy - Basic256Sha256

SecurityPolicy - Basic256

User Identity Tokens: User Token - Anonymous Facet
User Token - Username
Password Server Facet

User Token - X509 Certificate
Server Facet

Companion Facets: MDIS Solution Server Profile
MDIS Instrument Out Model
Server Facet

MDIS Discrete Out Model Server
Facet

MDIS Digital Out Model Facet
MDIS Redundancy

MDIS ExtensionObject

(&

B certified Products

Technip FMC UCS Server
SCADA system SIMATIC WinCC
Open Architecture

Certificate Number:
1812080082 uaTookit Embedded

Certification Date: 12/10/2018 DeviceGateway

Expiration: 12/31/2021

CTT Version: 1.03.341.380 2 Twitter Timeline

Opening ceremony for the new loT
and Al Lab from @Microsoft in
Shanghai - Sam DeKey from
@OPCFoundation China intro.
Nitps:/7t.co/cZNBHINLXI

Chicago @automationworid: Bryan
Griffin from @PMMiorg preaches
operational excellence leveraging
open standards inc.

hitps:/1t coldx2Jlisnjs

meeting of @LNI40 testbed for
@VDMAonline #opcua based
companion specs at University
Ravensburg-Weingarten in hist
hitps://t coenKyrcXe9




Certified Products
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ANSI C Based OPC UA Server SDK/Toolkit
[P—— . V1.03 (1712CE009C) V1.02 (1405CS004C) Attended IOP Workshops
L

2009: OPC UA North American IOP Workshop

2009: OPC UA European IOP Workshop

2010: OPC UA European IOP Workshop

2011: OPC UA European IOP Workshop

2012: OPC UA North American IOP Workshop

2012: OPC UA European IOP Workshop

* HitonyRead, HetorUpdste
e

scption,ModiySubscrpen DeeleSusberton

2013: OPC UA North American IOP Workshop

ottontoretiems, Dotehontoreatens

2013: OPC UA European IOP Workshop

2014: OPC UA North American IOP Workshop

s cens * 2014: OPC UA European IOP Workshop

e 2015: OPC UA European IOP Workshop

e 2016: OPC UA North American IOP Workshop
e 2017: OPC UA European IOP Workshop

e 2019: OPC UA North American IOP Workshop




Certification Test Reports
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® -
eyt N (it passmageyisyiei e RIRI [N pipeasosmpprioyoicee RS [yt pesmgei e e
FOUNDATION Introduction Behavior Testing Server UA Test Case SV_UASTT: ConplanceTestToo!
he formationcntined it the et provi srupishundoun: | st oras Crat o e Colans Ts Tot k. s UACTTVisn 1.
OPC UA Server Certification " ez
. aaon s om0 ey Passed
| bt = —_— ) Ric200
s o [Comermbedes | aertecre contguraton o O Teser ey
Esaennes
erary e, [ — T
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. . o 20000
OPC Certification OPC Certification Test Lab Test Report
Summary
The following values are based on the data obtained by the 15000 180000000
Windous Performance Monitor.
start Time 8/10/12
StopTime 8/11/12 16000 160000000
Resource average
1\% Processor Time 40000000
% Processor Time 39 14000 u
Performance Stress and Lo| %5 user Tme
Reports based on Windows Perform \% user Time 2 20000000
% User Time 16 aad B
indle coun
0nC soundation certcation Tes Handle count
Handle Count 17¢ | 10000 100000000
prority Base
onsenatr eriorty Base
prority Base 5000 20000000
Thread count
et “hread count
Thread Count 13 6000 50000000
working set
— working set
s working set 1| om0 20000000
% processor Time 32
3% user Time s
2000 20000000
° °
u — EEEFEEIIETTEIIIIIIIIIIIIT IIFEEIIIIIIIEIEIEEIIIIIIIIIIIIIIIIEEEIEEEEEEEiaa:
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Thank your for your attention !
Unified

L[|:' Automation

Uwe Steinkrauss
Unified Automation GmbH
< uwe.steinkrauss@unifiedautomation.com >
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CERTIFICATION LAB

Alexander Alilmendinger
OPC Foundation Certification Test Lab
< alexander.allmendinger@opcfoundation.org >
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