| Dn W@Ifgang Mahnke
ascolab / Unified Automation
wolfgang mahnke@ascolab com

' \_/ FINNISH SOCIETY OF AUTOMATION

3 SUDHEN AUTOMAANTIQSEURAE RY

SPONSORS:

L " = ki mifie
$! atvise® BECKHOFF ASTNRPCON o prosrs@opc  SIEMENS (] sueoriificn Valmet >



2 | OPC UA - Technical Overview

ascolab.

automation systems communication ClbOfClTOfy [

> Consulting
> Services

FOUNDATI ON

© Unified Automation GmbH — All rights reserved.

Unified

LI}] Automation

Unified

L';:' Automation

> Products
> Toolkits

JAVA SDK

C++ SDK
rformance SDK

=i imeid "n

bare metal, FreeRTOS, Euros, QNX, embedded Linux,VxWorks, WinCE, Win32, Win64, Linux, Solaris




: : r:l Unified
3 | OPC UA - Technical Overview lJ Automation

Overview OPC UA

Industrial Communication Functionality

« Secure by Design * Finding OPC UA Applications

» Reliable « Connecting Applications

» Scalable » Authentication and Authorization
* Interoperable » Discovering content

- Vendor-independent (Browsing)

 Instances and Type Information

Information Modelling * Reading and Writing Data
* Notification on Data Changes

* Object-oriented  Notification on Events
» Extensible « Alarm and Condition handling
« Real-time related data » Accessing History of Data

* Timestamps « Accessing History of Events

* Quality (e.g. communication lost)
» Base for Companion Specifications
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OPC Unified Architecture — The Big Picture

Vendor Specific Extensions

Companion Information Models

Field Devices, PLCs, Robots, Vision Systems, CNC Machines, Injection
Molding Machines, Engineering Data, various field bus mappings, etc.

Core Information Models
(Analog Data, Alarms, State Machines, File Transfer, etc.)

Information Model Building Blocks (Meta Model)

Basic rules for exposing information with OPC UA

Information Model Access

Client-Server m
Use-Case specific Protocol Mappings

© Unified Automation GmbH - All rights reserved.
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OPC UA Information Modelling (in a Nutshell)

Browse Browse

Call
Browse BaseType

Object

Type

Method Information

Generates
References Objects Events

ObjectType

Type
Hierarchy

[GPCIUAEKERS ~ Subscribeto  Read/Wiite

ObjectType Structure (Variables and Methods) and Semantic of Objects
VariableType Structure (Sub-Variables and DataType) and Semantic of Variables
DataType Structure and Semantic of DataTypes

ReferenceType Semantic of References, ReferenceType Hierarchy

EventTypes Structure (Event Fields) and Semantic of Events
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ObjectType (Class)

> AnalogMeasurement is example for combining the
Core Information Models Data Access (Part 8) and
Alarms and Conditions (Part 9)

ObjectTypes ObJ ectType Va ri a b I o
Organizes—» BaseObjectType /_ O bJ eCt /7
/ /

AnalogMeasurement // :[ Measurement '——H{ InstrumentRangeJ
7 EURange ]

f SystemAlarm [

—H—{ EngineeringUnits

Object Type
AnalogMeasurement

HH_Level

LevelAlarm
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ObjectType and Instances (Objects)

> Programming against Types — Defined on Type and
applied on Instances

Objects / ol M&"’lm_l l .
> P
VL reasure

[ M urement ]——N{InstrumentRa Level Alarm
10:23:31.250 - Waming: High Value Exceeded
EURange,|
Temperature_1 SystemAlarm
Temperature_2 LevelAlarm

Cument Measure
1024  hecto Pascal

C

max

very high
LL_Level
) i high
Organize: BaseObjectType
JAN
AnalogMeasurement } eeeeeeeee
SystemAlarm
low
LevelAlarm

very low

mm - oo

LL_Level |
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Companion Information Models

OPC Foundation collaborates with organizations and domain experts
» OPC UA defines HOW
» Domain experts define WHAT

o Robotics, Vision Systems, Injection Molding
» Organizations define WHAT

o PLCopen, FDI, FDT YoU mmp
BACnet, MDIS, ISA95

VDMA =)
AutomationML, MTConnect
IEC 61850/61400 —
VDMA, and more coming

» YOU define WHAT

Vendor Specific Extensions

(0]

Companion Information Models

(@)

Core Information Models

(0]

(@)
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> Analogy: Phone Call vs. Webinar
Client / Server Publish / Subscribe

Client
- Broker

Server
C - ¢
C Different Use Cases !

Both covered by OPC UA

‘ Subscrlbe;
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Client/Server Communication
> Services — Protocol Independent

> Request/Response (SOA)

[e]

Client-friendly, abstract API to access information
in the Server

Small number of generic Services

Connection/session context required
(peer-to-peer)

Reliable transport, acknowledgement of every
message

Long polling for “DataChange”, keep alive
,Private” subscription for each client
Higher resource consumption when many ERP/MES, SCADA/HMI,

connections (>500) o IT/Cloud Communication!
Use Case: asynchronous communication of

huge amount of flexible data

> Protocol Mappings

[e]

[e]

Mandatory: UA-TCP (Binary Encoding, UA
Secure Conversation, TCP based Protocol)

Optional: HTTPS or Web Sockets

© Unified Automation GmbH — All rights reserved.
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Publish Services — Notify on Change
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Unified

Lrj] Automation

Publish/Subscribe Communication

» Extension to Client/Server
> Optimized ,public” Subscription
> Only subset of Client/Server functionality

(e]

Configuration via Client/Server

» UDP based Pub/Sub

(e]

Connection-less, broadcast-style
communication, unidirectional

Fire and forget transportation (no ack)
“Public” subscription, same data for all clients

Low resource consumption many subscribers
(>1000) consume same data

Cyclic publish of “all” data
(deterministic via TSN)

Use Case: synchronous communication
small amount of fixed data

© Unified Automation GmbH — All rights reserved.
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Publishing in Publish/Subscribe

OPC UA specific selection of
events or life data to be
included in messages

»

DataSet
MetaData

|

|

|

|

|

|

| :
I Server’s
|

|

|

|

|

|

OPC UA
Information
Space
Filtered
List of
Values
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Messaging protocol specific
encoding and transport

Different protocols can be
supported e.g. AMQP, MQTT

Network
Message
Writer

sol 4

Different
Encoding
Options

Released Profiles 4

» UDP UADP
» MQTT UADP
» MQTT JSON

»

Unified

LI;:' Automation

Network

I Message

Future

Controller
/O Device

Cloud
IT System

» TSN UADP for
deterministic real-
time communication
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OPC UA Communication Framework

Subscriber N
@ O

OPC UA OPC UA Subscriber A

ClientA | |ClientN ol
Subscribe

Message-oriented
Middleware

OPC UA
Publisher

OPC UA

------------------- OPC UM
Client

Subscriber

Controller to Controller
+ Cyclic
* Deterministic (TSN)
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Summary

ONE - Information Model
Obiject-oriented, flexible, extendable
TWO - Communication Models

Client / Server
- service oriented, request/response, on demand

Publish/Subscribe — multicast, unidirectional, ,cyclic”
THREE - Protocols
Client/Server: UA-TCP — TCP-based, Binary, Port 4840
Broker-less PubSub:
UADP — UDP based, UA Binary, TSN deterministic
Broker-based PubSub: MQTT-based, JSON/Binary, Cloud

© Unified Automation GmbH - All rights reserved.
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OPC UA Training & Seminars

> Check out Unified Automation Website

unified-automation.com,

> —
From Unified g

Expe rts L[;' Automation

Home | Solutions l Products | Services ‘ Downloads , Support ‘ Partners ‘

> I o O services OPC UA Training O Upcoming Events

In small groups we provide seminars, workshops and hands-on classes that cover everything you need for jump start

E x e rts © Consulting OPC UA. Training 2019
© Integration View Full Training Schedule Kalchreuth, Nov 12-15

»Contact =Sitemap > Location

.

© Training Together with our contracted service partner ascolab GmbH we offer expert courses for OPC Unified Architecture. L
0 Introduction S Ascolab’s main activities are manufacturer and industry independent consulting, design and development services Training 2020
nroduction seminar regarding OPC based solutions. From the very first beginning ascolab is part of the core development group of OPC Kalchreuth, Jan 28-31

© Developer Workshop Unified Architecture. They were involved in the specification work and they are the lead development group of the

official OPC Foundation ANSI C Communication Stack. The offered Seminars and Workshops allow you to profit from Kalchreuth, Mar 24-27
© Jumpstart OPC UA 5 = Thi i

the experience of over five years of OPC UA definition, evaluation and product development. Kalchreuth, May 26-29
© UA Webinar Seminars

= Kalchreuth, Jun 23-26
© In-House'Iraining conferences with larger auditorium B Kalchreuth, Jul 21-24
© Schedule/Locations Workshops - '

Workshops Kalchreuth, Aug 18-21

o specially for developers, hands-on, exercises Kalchreuth, Sep 22-25

Training

Kalchreuth, Oct 20-23

small groups, also available in-house

The first OPC Kalchreuth, Nov 17-20

Unified Webinars

Architecture ~ S
21’&!‘{2&5& Book, written web-based seminars giving an overview of selected topics related to OPC UA i‘;‘l’;’s’ Fairs, Exhibitions

by Wolfgang

Mahnke, SPS IPC Drives, Nov 26-28

Craeant
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Questions?

Dr. Wolfgang Mahnke
ascolab GmbH
wolfgang.mahnke@ascolab.com

© Unified Automation GmbH - All rights reserved.
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