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}Industrial Control System (ICS) Cyber attacks are accelerating
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Key Concepts
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} Trusted Information (CIA triad)

ƁConfidentiality

ƁIntegrity

ƁAvailability

} Access Control (AAA principle)

ƁAuthentication

ƁAuthorization

ƁAccounting (Auditability)

Information 

Security

Availability



OPC Foundation 11-2019

11

Data Security 
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Data at Rest Data in Process Data in Motion



OPC Foundation 11-2019

Secure by Design


