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Cybersecurity legislation — examples — sources of vulnerabilities

There are plenty of cybersecurity

standards in different domain

S

Machinery security: IECTS

63074:2023, |Legislation related to products and systems
ISO/TR 22100-4:2020, prEN 50742
Cybersecurity in nuclear PP IEC 62645

Cybersecurity standards

Finnish criminal law (39/1889)

Cybersecurity legislation

Cyber Resilience Act 2024/2847 1{1.12.2027

Data Act: (EU) 2023/2854 1

Automation security
requirements for
components IEC 62443-4-2

New Product Liability Directive

NIS2: Directive (EU) 2022/2555

Directive (EU) 2024/2853 2024...2026

Machinery Regulation (EU) 2023/1230

20.1.2027

\

Al Act
(EU) 2024/1689

Automation security

IEC 62443-4-1

requirements for lifecycle

Radio

Equipment

Directive (2014/53/EU), 1.8.2025

OT security

NIST cybersecurity standards
NIST SP 800-82r3...

Cybersecurity risk assessment
standards IEC 62443-3-2, ISO 27005

Risk assessment

2.9.2025

IT security

IEC 27000 family

IT security



Some main differences between
functional safety and cybersecurity

Topics Safety viewpoint Security viewpoint

Primary Injury/accident prevention, health| Negative impacts like, service problems,

objectives Safety integrity is related to the | confidential information leak, integrity,
probability of specified preventing or minimizing cyberattack
performance. effects.

Victims, User (direct effect), bystanders | Asset owner, user, service provider,

stake customers, etc.

holders,

Important Safety integrity (safety functions | OT systems:

attributes operate as planned), Availability, Integrity, Confidentiality
Availability (safety function T systems:
available as planned) Confidentiality, Integrity, Availability




Mindmap of cybersecurity and functional safety and examples
of their relation to specific subjects

SL

Categorization PL/SIL
Cyberattack prevention | Primary | Accident
and mitigation objective | prevention
Cyber risk Safety risk Process Functional safety
Cybersecurity L —— | identification identification phases

Common technological interests

Remote control

Data integrity checking
Access control, etc.

Cyber I
Resilience Act

NIS2 etc.

~

Operator, customer, i
other stakeholders

Stakehorers N

Machinery Directive

New Machine regulation

Manufacturer

User

\
1
\
\
\
\
\
\
\
\
1
\
\
\
\
\
\

Work Equipment Directive
(2009/104/EC)




Risk and risk reduction process parameters in safety and cybersecurity
Risk

Safety Cybersecurity
Severity of harm Probability of occurence of Possible negative impact || Likelihood of that negative impact
that harm
that can result from ) . ..
the considered hazard £ f bersons to the hazard that (_:an RS UIEwEl i In relatlon_ '[_O existing
Xposure ot persons to the haza considered threat vulnerabilities that can be

the occurence of hazardous event
the possibility to avoid or limit the
harm

exploited by a threat

|
I Threat Circumstance or event effects
Hazard identification I
Hazard I Vulnerability Weakness that can be exploited by threat
Severity Criticality estimation I Impact
Probability | Likelihood
LimitS, . Risk reduction related to use I ASSGtS, Items that have an effect on Cybersecurity
properties controls
Protective measures | Residual risk : Countermeasures = Residual risk

28/03/2025



Dependability and security taxonomy in programmable control systems

Risk

+ Probability
+ Severity of harm
— risk related to hazard

+Threat;

Malicious person,
Inadvertent mistake,
Equipment failure,
Natural disasters...
+Vulnerability;

inherent weaknesses

+ Negative impact;
reduced integrity,
availability,
confidentiality, reputation
— risk related to threat

Defense

MV

N\
Z

Fault
¢

Error
¢

Failure

Fault prevention
! Fault tolerance
Fault removal

Fault forecasting

3

Information
leakage,

Service
denial
attack

Risk modification:
reduce risk

Risk retention:
acceptable risk

Risk avoidance:
avoid the risk

Risk sharing:
select party to
manage the
specific risk

Risk effects on

Attribute
Reliability
‘a Dependability
Safety
Maintainability RAMSS
Integrity Cybersecurity
[ Availability

Confidentiality

Reputation

RAMSS (Reliability, Availability, Maintainability, Safety, Security)

Ref. Algirdas Avizienis, Fellow, IEEE, Jean-Claude Laprie, Brian Randell, and Carl Landwehr. Basic Concepts and Taxonomy of Dependable and Secure Computing
ISO/TR 22100-4 Guidance to machinery manufacturers for consideration of related IT-security (cyber security) aspects
IEC 27005:2018. Information technology. Security techniques. Information security risk management



Safety/security properties and risk analysis

1
3

Safety function fails:
Hazard

] Integrity
safety implications

Continuous control fails:

1
I
1
|
1
1
. ol . o 1
N Avallat?lllty. . Aval|ébl|!ty o '
Hazard safety implications security implications Servaice '
\ y. denial |
EER T TR AR A A s s s e i Information attack |
Z . . ang 1
. Safety function availability decreases * leakage !
// . . 1
y ¥ Security analysis
/ /
4 ’
'\' New safety/security || Leaked information may N Confidentiality ,/'
Y| situation increase cyberattack threat security implications | ,*”

S~ o
TR e e



Cyber-attack effects on safety

Cyberattack

Environment
changes
Other systems
cause new
attacks

Limits of the
original system
may be
changed
Configuration
leaks

Threat and/or
vulnerability
increase

A

Integrity impaired

Diagnostics detects integrity reduction and initiates safety
function or redundancy keeps the situation safe
- Safe state

Impaired integrity (failure) is not detected and handled.
— Hazardous situation

Availability (timing) weakens

System stops because heartbeat of communication is lost
or failure is detected
- Safe state

A

Cyberattack consequences are
minimized by deliberately
reducing availability
(authorization), also
confidentiality status may
change

Failure is not handled or system requires continuous
control (e.g. stability, cooling, ventilation, fire fighting)
- Hazardous situation

Limiting access to systems may reduce access to safety-
related control or information
- Hazardous situation

I
1
v

Confidentiality impaired

Not a safety issue, unless it has indirect effect on
information leak (e.g. passwords, threat vectors) about
safety configuration

- Back to the cyberattack block;

increased threat/vulnerability




Risk assessment (machinery) safety/security

Machinery safety risk assessment Information security risk assessment

f —~ v

Determination of limits, v
user, intendeduseand F===== === === Context establishment
= R%) foreseeable misuse v
o 2
= <3 # Identification of assets, controls, threats
% = C< —-— - I iliti
o X Hazard e - - and vulnerabilities
o identification v
i) < i _ - — = | ldentification of consequences
_ Risk estimation < 2 _ _ $
S - A ] ]
Ss o = | Assessment of consequences and incident likelihood
~
~
~. o R ¢
=~ 4 Level of risk for incident scenarios
Risk tolerable?

K Risk evaluation F====== === ===~ Risk evaluation

A A

Risk reduction fm= m= = - -— -— - Rjsk treatment

10
28/03/2025 Ref. 150112100 Ref. IEC 27005:2018



RI S k assessme nt secur | ty Automation security risk assessment

Information security risk assessment ZCR 1 Identify the system under control
2. Initial cybersecurity risk assessment, identify worst case risks
@ 3. Partitioning to zones and conduits,
Separate safety related assets,
Separate temporarily connected, external and wireless
v devices/networks
Context establishment 4. Compare risk to tolerable risk
v 5. Perform a detailed cyber security risk assessment
dentification of assets, controls, threats | Identify threats, vulnerabilities,
and vulnerabilites | T T ===—___ Determine consequences and impacts
7 - */; Determine unmitigated likelihood
. _-=" 4 Determine unmitigated cybersecurity risk
Identification of consequences o ) i BemErne SLT
v g 7 " ) ) .
Assessment of consequences and incident likelihood ’/,’ /,‘ Compare unmitigated risk with tolerable risk
v P PR ’ Identify and (_eva!uate existi_ng countermea_sures _ _
Level of risk for incident scenarios ,’ e Reevaluate I|!<eI|h0(_)d an_d impact, det_ermlne residual risk
L .~ | Compare residual risk with tolerable risk
v Pid e Identify additional cyber security countermeasures
Risk evaluation r e
e ‘ 6 Overall Cybersecurity documentation
A e 7 Asset owner approval
Risk treatment ¢
IEC 62443-3-2:2020 Security for industrial automation and control 11

et [ 2ra0s0ie systems - Part 3-2: Security risk assessment for system design



Security/safety steps to improve system with examples

Identify

Protect

Detect

Respond

Recover

Hazard identification

Risk assessment > Risk reduction by safeguarding
- Risk reduction by safety functions

\ 4

Functional || Security risk
safety assessment

Protective measures:
Safety functions

Safety functions
Check cybersecurity effects

Countermeasures (security)

A

| May not reduce safety

Design situational

awareness (safety)

\ 4

Design situational awareness (security)
Cooperation with functional safety

Safety functions trigger

e.g. machine stops, reduced performance

Activate countermeasures
e.g. limited access, degraded mode

Minimize damages,
repair damages

Maintain resilience, restore capabilities and services
apply back-up if needed, return access rights

Functional safety | | Cybersecurity

Machinery safety

ISO/TR 22100-4:2020. Relationship with ISO 12100 — Part 4: Guidance to machinery
manufacturers for consideration of related IT-security (cyber security) aspects.

12



Several reasons, why safety and m
security analysis should be separate

= Objective is different: hazard/accident — negative impact
= Different requirements, categories (SL, SIL/PL) risks, objectives

= May be different: stakeholders, experts, liability, analysis intervals

(cybersecurity analysis more often), system to be analysed, defence
methods

= Separate or unified analysis:
In bottom-up approach laborious due to many initial items.
In top-down approach the no essential difference.

= However,
= Hazard/Threat/VVulnerability identification and risk reduction phase need cooperation.
= Cooperation in management and risk reduction methods

28/03/2025
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28/03/2025

Conclusions

= Select risk assessment method according to the needs

" |n hazard/threat/vulnerability identification phase apply as many
methods as needed, apply checklists.

= Check that risk reduction methods do not cause cybersecurity or
safety problems.

14



Thank you for your attention!

Questions?

Timo Ma
Senior Scientist, MSc. (Tech) 28/03/2025

System Safety

Tel. +358 20 722 3224
Email: timo.malm@uvtt.fi



http://www.vttresearch.com/
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