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Architecture models

 Different models eqg. Purdue, IEC 62443, |IAEA Cyber Security

* Not to be confused with data protection/classification levels
* In some examples there are protection level 1-4 where level 1 is lowest and 4th is highest
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Fortinet Enhanced ISA99 Purdue Model

Based on IEC 62443 Guidance
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IEC 62443 Compliant Solution Architecture
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IEC 62443 Compliant

Support asset owners & system integrators with Defense-In-Depth Cybersecurity

IEC TR 62443-1-4

IEC 62443-1-3

IEC TS 62443-1-1 IEC TR 62443-1-2

Master glossary of System security IACS security lifecycle
terms and abbreviations conformance metrics and use-cases

Concepts and models

General

IEC 62443-2-1 IEC 62443-2-2 IEC TR 62443-2-3 IEC 62443-24

Security program
requirements for IACS
service providers

Security program

Patch management in
the IACS environment

Implementation guidance

requirements for IACS IACS protection levels for IACS e

asset owners
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IEC 62443 Zones, Conduits and Security Levels

« SL 4: Protection against intentional violation using sophisticated means with
extended resources, IACS specific skills, and high motivation

« SL 3: Protection against intentional violation using sophisticated means with
moderate resources, IACS specific skills, and moderate motivation

« SL 2: Protection against intentional violation using simple means with low
resources, generic skills, and low motivation

« SL 1: Protection against casual or coincidental violation

« Zones: A grouping of logical or physical assets that share common security
requirements based on factors such as criticality and consequence.

« Conduits: Groupings of assets dedicated exclusively to communications and which
share the same security requirements. Conduits can also be used to describe
tunnels communicating between zones.

AR
-.w © Fortinet Inc. All Rights Reserved.




Security Level
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Requirement Relations

Purdue
Pitukri

Security Level 4 TLIV Level 4
Security Level 3 TL I Level 3/3.5
Security Level 2 TLII Level 2

*Cloud Locations
Finland

EU
World
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Practical
Network Design
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Segmentation

Fine grained control
enforcement on FortiGate with
the traffic subjected to IP

Firewall Policy, Application
FortiGate Control & IPS.

Firewall

Switch FortiSwitch
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| PLC L] | PLC L[]
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Normal VLAN routing vs. microsegmentation using Fortinet FortiSwitch and FortiGate.
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Network Layer 3

Layer 3 Segmented

-Critical components in own segment
-only management access thru firewall @
-monitoring, access by SIEM and NAC
-OT functionality not FW dependant NAC

segmentation

Layer 3 Segmented

-Critical components in own segment
-only management access thru firewall
-monitoring, access by SIEM and NAC
-OT functionality not FW dependant
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Conclusions

Architectural model and data protection model must be defined

Architectural design should contain target state and states between current and
target

Architectural changes are allowed

Do not focus on techology solutions.
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