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OPC Foundation https:/opcfoundation.org
 Vision Organizational Overview

- Secure & reliable L : th
- Vendor, platform, and domain agnostic Membership: 852 (Status: Nov 16%, 2021)

o interoperability from sensor to enterprise and beyond

» Global Profile ‘ K B ;
- Non-profit organization (founded 1995) 1 G 56%

EUROPE/
EMEA

o Companies from Automation & IT
o Internationally recognized: OPC UAis IEC62541

» Deliverables
o Specifications: openly available
GitHub - Tools and code examples: open source for faster, easier

adoption (AnsiC/C++, C# .NET Standard, Java) Board of Directors (elected for 2021/2022)
> Certification: OPC Labs open to everyone Microsoft Honeywell Rockwell
o Marketing: Evangelize solution in various markets SAP Yokogawa Schneider
Siemens Mitsubishi  ABB
» Ecosystem with toolkits and education Beckhoff ~ Ascolab Emerson

Modern IPR policy
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From Automation Pyramid to Information Network

Universal Industrial Network

OPC UA is not a protocol!

External Q

World

Management Level

Instead it is a collection of technologies to ensure a
secure exchange of standardized information from
the sensor to the cloud (and back).

Planning Level

Supervisory Level T
l

Control Level / T \Ll

;, Field Level /DDDLDDD\LO

VDI (2013), MDPI (2019)

OPC UA over ...
TCP, UDP, MQTT, ... APL, SPE, 5G, TSN, ...

Network segments O Function —— IT-related

——— — O related

« Challenge to transformation from an Automation Pyramid (with proprietary protocols between all layers) to an
Information Network (providing standardized information exchanged secured end-to-end and be able to bypass layers)

« OPC UAis an open framework delivering end-to-end secured, standardized information exchange
Openess is key: Open Specs, Open source (GitHub) and Open Labs for certification (without be paying member)

* OPCF defines with 63+ partners standardized information models for verikals like pumps, motors, robots, coffee machines,

s __OPC Foundation is the ,Collaboration Organization® S -
")X
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OPC Foundation: Promise for OPC UA based, secured Industrial Interoperability

Interoperability
Robustness & Security

66+ Joint Working Groups
Data Modelling/Harmonization

Vendor, Platform, Market and OS
Independent

Graph Support, preserves source context

Vendor extendable data model via
Companion Specifications

Scalable From Sensor to Cloud

Discoverable Services Oriented
Architecture

Relevant: Enables domain specific

information models

Independent of transport protocol Discrete: Robotics, Machine Vision, ...

Non-Profit (OPC Foundation) Process: FDI, FDT, PA-DIM, MDIS,

_ _ NOA..
Widely Adopted: >50M install base

_ Energy: IEC61850, ..
Open Source on GitHub
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[ The Fduzinal Intempsesbing Slancand 10 Lawal A .

Energy

Factary Autamabion
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Validating / Certification
Online Reference

Validation of Companion Specs

Compliance Test Tool (CTT): Open available

1800 test scripts for the OPC UA core functionality
and for the Companion Specifications

e.g. for PA-DIM / PLCopen / MDIS / ...

Online Reference: Public reference with all models

D> HMeNEB

Online Reference




OPC UA OPC UA

OPC UA =8 Companion Specs — Pub / Sub Security
Promize for Industrial Interoperability OPCUA OPCUA
- [OPC UA: Collection of technology bricks ]

»  Discovery, Connectivity, different protocols like TCP, UDP, MQTT, ..
»  Security, built-in by design, end-to-end
» Information modeling capabilities

> [Companion Specifications: Collection of bricks for different markets]
» Information modelling to describe specific market
>  Field devices need TCP, UDP, Safety, Motion, real-time, ... X
>  Gateway & Cloud services need UA over MQTT, 5G =

—— AT,

> [ OPC UA + Companion Spec guarantee 100% Interoperability ]
»  Mandatory bricks guarantee interoperability
»  Optional bricks allow flexibility

. »  OPCF: Tools and infrastructure for certification

OPC UA +CS
Certification

OPC UA over
APL / TSN

Modelling

Robotic
Pumps




Status of Companion Specifications

»

M
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Additive Manufacturing
Lasers and Laser Systems
Machine Tending (=9
Melting Furnace
OPC UA for Machinery

» Energy Management (9
Plastics and Rubber Machinery

» Particle Foam Machines (23
Printing and Paper Technology

» Dryer

» Printing Machines

» Winding Machines
Surface Technology

» Plasma-Surface Technology (=)

» Shot-Blasting Technology =9
Textile Dying and Finishing
Wire Processing - Crimping =9

»

»

»

»

»

»

»

»

»

»

Cranes and Hoists
Drive Technology
Gripper
High Pressure Die Casting
Geometrical Measurement Systems
M2X Intralogistics Communication
Machine Tools Il + CNC Systems
Machine Vision Il
Mining
OPC UA for Machinery
> Engineering Units
> Job Management (E&v)
> Machine State
> Result Transfer
> Temperature Control
Plastics and Rubber Machinery
» Injection Moulding/Robots
» Material Supply
Process Air and Filtration Systems
Robotics Il
Surface Technology
» Material Supply Systems
Textile Testing Devices
Woodworking Machinery Il

v

v

v

v

v

-

\

» Compressed Air Systems
» Glass Industries Initiative
» Industrial Joining Technologies
» Machine Tools
» Machine Vision
» OPC UA for Machinery
» ldentification
» Listing of Machinery Items
» Plastics and Rubber Machinery
> General Types
» Extrusion
» LSR Dosing
» Hot runner
» Injection Moulding /MES
» Temperature Control
» Pumps and Vacuum pumps
» Robotics
» Weihenstephaner Standards
» Weighing Technology
» Woodworking Machinery

NA

* Development = Working Group is registered at OPC Foundation as

Joint Working Group.
** All these groups are continuing to work on the OPC UA standards.
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Levels of Interoperability

£ OPC UA for

Cross domain harmonized
information models

Machinery

Interoperability

Q _______________

q_

L

- Domain specific harmonized

"J-'-, information models

>

o

< = e e e
Meshed communication
network

O - . .

o™ e Q" ‘ Proprietary communication
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VDMA | Andreas Faath | Project Management OPC UA



Examples of OPC Applications with QoS Requirements

€) T/ OT Communication

e Cloud Integration
Satellit >
*,
§

e Secure Remote Access

o
3B,
3

o Local OT Communication

Reliable Streaming

of Data & Events e Controller to Controller

o Controller to Field Device

5G URLLC

_mawlgg
Fieldbus A ool . .
(Ultra Reliable o Wireless Integration (5G)
P Dat l Low Latency)
r Y %
press Laia : 0 Future Ready

Exchange WS ‘4

K
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Conclusions

» TSN and IEC/IEEE 60802 enable determinism and network convergence for OPC UA FX
» We are preparing for an early integration of IEC/IEEE 60802 into OPC UA FX
» Upcoming OPC UA FX C2C Release as meaningful first step towards Plug & Produce TSN

pa——— P— , SHOPC SHOPC OPC UAFX
%PC st il EORC gzc Zroaloon S Controller-to-
Controller
Interoperability
Demo planned
for SPS 2021
>15 vendors

uopeayoedg ¥ 240

>20 prototypes

Looking for more information? Brochures, Recordings, Slides, ...
https://opcfoundation.org/

https://opcfoundation.org/flc

https://opcfoundation.org/apl

11

November 16%, 2021 - OPC Foundation


https://opcfoundation.org/
https://opcfoundation.org/flc
https://opcfoundation.org/apl

OPC UA + semantic: Gravity Center for your business

OPC UA down to field for Factory Automation - Combine strength

OPC UA Framework:
- Information Models
- Semantic

- Security

- IT Connectivity

-

-

Solution Approach

Semantics
- Global Machine Language
- B0+ semantic groups

OPC UA FX extensions
OPC UA

Ethernet + TSN
IEEE 802.1, 803.3

OPC UA down to field for Process Automation - Combine strength
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OPC UA Framework:
- Information Models
- Semantic

- Security

- IT Connectivity

Solution Approach

Semantics

- Global Machine L
- PA-DIM, NOA, MTP, FDI, FDT
- PRODML, WITSML, ...

O-PAS Framework

-

OPC UA FX extensions

Collaboration: 60+ joint working groups

OPC UA

Ethernet + APL
IEEE 802.1, 802.3

4 e Uelmvideriie
THE Op{.’?ﬁ;.m,.r H.. &-_‘FG“F
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Collaboration: 60+ joint working groups

World largest OPC UA Eco-System:
800+ Companies inlcuding the OPCF FLC Initiative

November 16, 2021 - OPC Foundation

OPCF liaison with IEEE

_A

Ensure a single,
converged TSN network
approach is maintained so
that OPC UA can share
one common multi-vendor
TSN network
infrastructure together
with other applications.

IECAREE B9 TB Pty
=

i TELUS i by

World largest OPC UA Eco-System:
800+ Companies inlcuding the OPCF FLC Initiative

OPC UA

N

OPCF joined Ethernet APL group

i
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| https://www.ethernet-apl.org '.

plus OPC UA FX specification extensions for harmonized field (FA + PA)

plus collaborations for semantics

= the gravity center for your business in next decates




Activities 2021: OPCF Press Release

June 15, 2021 ARC report with focus PA for Achema

JunEe 15, 2021

OPC UA Momentum Continues to Build

ARC report: OPC UA Momentum Continues to Build

Keywords

Device Management, Industry 4.0, Interoperability, OPC UA, OPC UA FX,
Process Industries

“I...] OPC UA has become the most important

OPC UA has become the key technology for several next-generation automa-

tion standards, including Industry 4.0, NAMUR NOA, the Open Process | n tero p erab | I |ty teC h n O | O g y | n to d a_y'S | n d u St r | al

Automation Forum, and Ethernet APL {which represents the next generation

of process field-level communications). OPC UA thus is extending to become

S . landsc ape, an dit appears po ised to extend this lead even

cluding Safety, Motion, and Real-time.
Automation end users benefit from: 1) a vast f t h ”
ecosystem working for greater interoperability, u r e r [ ]

2) OPC UA as a single framework for secure in-

teroperability and information exchange, 3)

standardized information models and seman-

tics via OPC UA Companion Specifications, 4)

the combination of Ethernet APL and OPC UA providing a common interop- R e aS O n S fo r t h e ReC e n t G r O Wt h Of O P C U A

erability technology from cloud service providers all the way to process field
devices. OPC UA has begun to appear in many new areas and applications

and its growth is outpacing other industrial interoperability technologies. - Ve n d O r I n d e p e n d e n C e

A major advancement in market position for OPC UA came from its inclu-

sion in the European Industry 4.0 interoperability road map for industrial - St an d ar d | Zatl O n , SeC u r | ty’ SC al e

manufacturing. This brought OPC UA awareness to a much broader set of
decision makers. As part of Industry 4.0, software developers in many areas

needed to learn about and use OPC UA. As the Industrial Internet of Things - O p e n n eS S an d A C C eS S i b i | i ty

(lloT) emerged, OPC UA became a common part of industrial factory-to-

cloud technology and also industrial edge software applications. EXt e n S i b i | i ty

Today, OPC UA is on a path to further increase its scope to include field

measurement devices in the process industries (and for that matter in factory CO | | ab O rati O n

Advisory'Group VISION, EXPERIENCE, ANSWERS FOR INDUSTRY

November 16%, 2021 - OPC Foundation




SPS 2021: Motto

Visit us at: OPC Booth // Hall 5 - 140

_A
B0 U N DA T I 0 N 2 X
Condition Monitoring

Efficiency/Process Optimization

Predictive Maintenance

ONE HARMONIZED | “cpcua
SOLUTION FOR OPC UA Factory Automation ~ OPC UA 1| \

PROCESS & FACTORY FOR FIELD Process Automation FOR CLOUD T3 Security
SCALING FROM OPC UA over MQTT

FIELD TO CLOUD e, il immw‘:%"ﬁ

SPE | || safty TSN Moto
AVAILABLE = " > a
P &
,;.a"‘
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OPC UA lloT Starter Kit: Availlable

VISIOn ] Condition Monitaring %EI%A%&I
© Educat|0na| purpose Only Eificiency/Process Optimization B s e
> Show easy user experience Predictive Mainténance ﬁgﬂgﬂRS‘&D’W

for OPC UA PubSub incl. semantics DICHAL RS

=25PC UA

o Strategy: KISS (keep it simple stupid)

Steps done
- Hardware platform based on Raspberry
> OPC UA Server based on .NET Standard reference code
> GitHub landing page for OPC UA lloT Starter kit

Digilaliz tionI et
e |
OPC.UAIIOT
STAR TR

’ -QPG-"UA over MQTT
Security

I A "
: Rl N .
November 16%, 2021 - OPC Foundation FOUNTD T 1 0N



Activities 2021 — OPC Day International 2021

Real world: OPC UA sucess stories for end users: Experience shared by and for vendors and end-users

Login » Create Account « ContaciUs [l (@] BS

FOUMNDATION
The Industrial Interoperability Standard ™

- Certification ~ Markets & Collaboration Resources -

Material

Multimedia

Multimedia

Leam more about OPC technology with these free webinars, videos and podeasts provided by the OPC Foundatiof
its members.

OPC Day Intemnational 2021 Samples and Tools

Issue Tracking

Emationa

SharePoint Access

Online Reference el

OPC Day International - Day 3: Adaption & Solutions (Target Group: End-Users)

Y
® BASF 2.& equinor % 4 bla L)
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Multi-vendor demo: OPC UA + Ethernet-APL + PA-DIM

ACHEMA Pulse 2021: Multi-vendor including Endress+Hauser, Pepperl+Fuchs, SAMSON, Microsoft

.

5 |
www.opcfouigiation.or|) |

1

- [ . Founuarlow
OPC UA Web Dashboard @ Microsoft @ “#PC UA
OPC Unified Architectl.ure

1 SAMSON Trows SelVaivePosdion (=6102) [ SAMSON Trovs ActDynStressFactor (=8076) SAMSON Trowves ActPressureCOutl (=6061) The Ind UStrial Interoperabﬂity Stand%j

] SAMSON Trovis ActPressureDut2 (i=6066) [ SAMSON Trovis Diagn SON Trovis ActSugspl

shcStatus (=6112) 5
[ SAMSON Trows ActVaivePosition (=6082) [ SAMSON Trovis ActConlrolDeviation (i=6067)

lyPressure (=607 1)

OPC UA Node ID Latest Value Time Stamp

SAMSON Trovis ActDynStressFactor (i=6076) 36 11.06.2021 10:31:15
SAMSON Trovis ActPressureQut1 (i=6061) 2,35 11.06.2021 10:31:15
SAMSON Trovis ActPressureOut2 (i=6066) 2,22 11.06.2021 10:31:13
SAMSON Trovis DiagnosticStatus (i=6112) 0 11.06.2021 10:31:13
SAMSON Trovis ActSupplyPressure (i=6071) 3,45 11.06.2021 10:31:16
SAMSON Trovis ActValvePosition (i=6092) 51.7 11.06.2021 10:31:13
SAMSON Trovis ActControlDeviation (i=6097) 0,6 11.06.2021 10:31:12
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Real world: OPC UA scaling up into cloud equinor %

WHO WHY WHAT
Equinor - data in context (information) OPC UA implemented and proven in use
We are Equinor, a broad « relations between objectsto ~ at scale at Johan Sverdrup
energy company Wlth 21 000 understand how things are https://www.equinor.com/no/what-we-do/johan-sverdrup.html
colleagues committed to connected
turning natural resources into
energy for people and " D & g vt
progress for society in more & et
than 30 countries worldwide. Pl
We are dedicated to safety, i Go
equality and sustainability. v & et
As the largest operator in > & o
Norway, a leading > & InWells
international offshore operator YO & oo
and a growing force in e e  Started production October 2019.
renewables, we are shaping ' § conosiontickness erage » This field alone will produce 30% of Norway'’s total production.
the future of energy. = 33::2::Ei:ztier:ﬁme « OPC UA a central part of the digitalization strategy since 2015.
» @ LeakageDetector 19 OPC UA servers on the plant floor aggregated into one
[g; )\ a0q = cent_ral OT/IT Gateway using OPC UA Aggregation
hid /J S ? @ Sndiephaie architecture pat’Fern. _ _
s P s R . & sencors « 180.000 datapoints connected via OPC UA to Microsoft Azure
i penm ot > & Will'be extended to 1.000.000 now
@ maar
November 16%, 2021 - OPG Foundation =il
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SPS 2021: OPC UA Cloud Solutions

OPC UA lloT Starter Kit

Learn vertical cloud communication via
OPC UA over MQTT in less than 1 hour

52 x 32 cm

OPC UA lloT " g
STARTER KIT g

Trna e s a1 her
S 3Sws
am e
Consags o Uiimid
lessars Kamat
8upa W i Do 2EWp D werbo BT
1 Rutnng e W Ay 1. Obcover
2 Chosa tha baormatin 2 Bubsring o dan
B = T Sukgerting 1 Msalu
t gy rchlig h

OPC UA Success Stories

Process & Factory

OPC UA to GoogleCloud and Microsoft Azure

52 x 32 cm
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OPC UA Cloud Solutions

One harmonized solution for

Process & Factory
scaling from field to cloud

OPG UA
FOR CLOUD

H | seourmy!
i OP(: LA over MOTT

OPC UA
FOR FIELD

Factory Automation
Process Automation

oo
W it M A

OPC UA Cloud Solutions

OPC UA over MQTT

OPC UA cloud applications
One solution scaling from field to cloud

52x 32¢cm

EEREEN e

WS mcosew DB r..—,m.”.ng
...

EtimaFrae

OPC UA

FOR CLOUD m T'JWT“I

SIEMENS

Toolkits supporting OPC UA over MGTT

B eunbr RO HINS Fa

OPC UA Cloud Library

Internet-hosted database containing
OPC UA information models

ok Working Grup

E - .

52x32cm

Industrial Cloud Federation

Enabling data-driven services

in industrial ervironments Joire Woskng Amup

52 x 32 cm
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SPS 2021: OPC UA Cloud Solutions

First controller with integrated ,OPC UA over MQTT* ,,out of the box*

Criterta to get listad

Featuro available./ on roadmap Real control loop application with interaction from user
.Lamp heating temperatur sensor, fan cooling*®

aWS_' a) Google Cloud EEEE ¥ Microsoft Azure

What is so special here?

Efficilency/Process Optimization ~ Condition Monitoring

Pradictive Maintanancs

OPC UA T T T 1. From cloud vendor point of view
FOR CLOUD I ) [ h i - All cloud vendors support MQTT — but everybody different flavor
TT T - ,OPC UA over MQTT" available in 2 different pattern
| Spmntics |y Seburity JSON binding for quick cloud integration
D'g”a'““’;a lloT ﬁ OPC UA over MQTT BINARY binding for large dataset
— W mpp o3 D L - Major cloud suppliers like aws, GoogleCloud, IBM, MS Azure,
AUTOMATION APL SPE  Safey TSN Mofin  AUTOMATION Mindsphere, SAP confirmed to support ,,OPC UA over MQTT*
(mostly JISON)
=PC BECKHOFF @ien  SIEMENS &l _ _
smpconramn o [EE B = 2. From controller vendor point of view

e - agree on one common bhinding pattern: OPC UA over MQTT
e - How to offer: Gateway or integrated in controller?

3 Steps to publish Data 3 Steps to subscribe Data prorai il

T R 3. From user (e.g. machine builder) point of view

rrmmmmmmm—— = - One single solution to connetc to all cloud suppliers

OPC UA IIOT °
STARTER KIT
AVAILABLE

November 16%, 2021 - OPC Foundation



eBook — 3rd edition published

» eBook https://opcfoundation.org/resources/ebooks/

Markets & Collaboration Resources ~ News & Events ~

“HOPC

EXPERTS
PODCAST

Presentations

Logos
Brochures

eBooks
T : 2] OPC Experts Interview:The Technology Behind OPC UA
e : GrEamies by Michael Clark | Feature

Samples and Tools Technology Artides

rview with Darek Kominek of Matrikon about the concepts of built-in security, the IT-OT gap,
hacker/malware attacks, and many other features that have made OPC UA the secure data-exchange
standard it is today. his is the third in the series of OPC Experts Interviews.

Issue Tracking Whitepapers

o N ow avail able! SharePoint Access Books

OPC Experts Interview:The Technology Behind OPC UA

by Michael Clark | Feature

https://opcloundation.org/resources/ebooks/ Online Reference

Forum

olkit

e of the open platform communication standard, OPC LA, is applied across the

OPC UAcademic sector from an interview with Uwe Steinkrauss, CEQ of Unified Automation. This

r

Welcome to the World of OPC

In today's complex economy, information is the key to business success and profitabiity. OPC technologies were R

created to allow information to be easily and securely exchanged between diverse platforms from mulfipte vendors and ¥
{@0OPCFoundation welcomes

to allow seamless integration of those platforms without costly, fime-consuming software development. This frees

» Concept
> Re-use podcasts as series of articles

- eBook — reuse of articles in compact PDF
distributed via Automation.com / AutomationWorld / CFE Media

- eBook — Edition 1 published Nov 2020
> eBook — Edition 2 published March 2021
- eBook — Edition 3 published Sept 2021
- eBook — Edition 4 published Nov 2021

» Next: Articles are available for OPCF Hubs - re-publish authorized content in local channels

November 16, 2021 - OPC Foundation
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OPC Foundation: The United Nations for Industrial Automation

Thank you! - Questions? Please contact us!

Stefan Hoppe

President & Executive Director
pe OPC Foundation
Stefan.hoppe@opcfoundation.org

Looking for more information?
https://opcfoundation.org/

ducts ~ Certification ~ Markets & Collaboration Resources - News & Eveniz -

E-_:; inkormation erchang: Minute OPC U A SUBSCRIBE NEWSLETTER >

l’d“.‘"l‘:ﬂ-l Compmai Cal
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