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Client/Server Model g3 ¢
= Browser simulationServer@prosys02 X | ==
1 . Connect a C||ent to a server Running ¢ || opcicp://prosys02:53530/0PCUA/SimulationServer
- Create d SESSIOn Cllent - 0, > Attributes and References +
»  Security Context v B Objects
B I Aliases
2. Browse AddressSpace Créat¢sebsidhn b v
- To find what is available - - v ¥ MyDevice » Nodeld ns=6;5=MyObjectsFc
Browse > € MylLevel NodeClass Object
3. Read ' CloseSeSSion r MereveIAIarm b BrowseMame f:-Mjl'ijEC‘tE
d. Variable Values Rebd : gﬂ:gﬂjﬁﬁd » DisplayName  MyObjects
b. Metadata Write b @ Server > Description
] » B Simulati WriteMask Mone
4’ erte Ca | - S::;r’lcliJcZEIE UserWriteMask Mone
a. Variable Values Hist OryRead » B Types | » EventNotifier  [HistoryRead] ]
b. (Meta data) v Severily SourceNode Message Time EveniType

5 . C 3 I I M et h 0 d S |?DD MyLevel () Level exceeded  11/03/21 15:20:27.5260000 GMT  ExclusivelLevel AlarmType
500 MyLevel () Level exceeded  11/03/21 15:20:46.5250000 GMT  Exclusivel evelAlarmType

6. Read Histo ry 500 MyLevel () Level exceeded  11/03/21 15:21:06.5380000 GMT  ExclusivelevelAlarmType
a. Varia b | es 500 MyLevel () Level exceeded  11/03/21 15:21:47.5250000 GMT  ExclusivelevelAlarmType

700 MyLevel () Level exceeded  11/03/21 15:22:07 5250000 GMT  ExclusivelevelAlarmType

b . Events 500 MyLevel () Level exceeded  11/03/21 15:22:26.5250000 GMT  Exclusivelevel AlarmType

7. Disconnect when done e Simulation Server | 500 MyLevel () Level exceeded  11/03/21 15:22:46.5260000 GMT  ExclusiveLevelAlarmType

- Close the Session Status: Siiccess
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Client/Server Subscriptions

1. Create a Subscription

&,  #0PCUA-#0PCDAY #0PCDAYFINLAND #AUTOMAATIO

NotificationMessage

MyLevel = 90.7
2. Create Monitoreditems )
: . ExclusiveLevelAlarmType: J
a. Variables CreateSulpscr{ption [ Message="Level exceeded”
b. EventNotifiers CreatgMohitoredltems
3. Call Publish to receive Publish
4. NotificationMessages with NotificationMessage
a. Data Changes Subscription
b. Events

Server Variable: MyLevel

EventNotifier: MyDevice
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Client/Server Main Scenario

« Supervisory Control

o MES Historian
« Data Acquisition

Client Client
+ MES
+ Historian
+ Even PLC-to-PLC! Server

SCADA
Client

Server Server Server

PLC Sensor PLC
Client
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Client/Server Scaling

e More Clients OPC UA | MES
PROSYS &)

B #0PCUA-#0PCDAY #OPCDAYF‘iNLAND #AUTOMAATIO

Browser

— More subscriptions
* More Servers

QOPC UA Client

* How many connections
can we handle?

OPC UA ! M sy
PROSYS ) —

Modbus Server

Subscription =

ol

Subscription =

il
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Client/Server Pros & Cons

« Session-based
+ Security context

— Requires a steady connection —> Suffers from network interruptions

— Requires resources per connection -> Does not scale
« Client-specific Subscriptions

+ Fully customized per client

— Requires resources per connection -> Does not scale
Synchronous services

+ Read, HistoryRead
+ Write, Method Call
 |Information Models

+ Data and Metadata (Types) Discovery via Address Space
« Security

#OPCU.A#OPCDAY #OPCDAYFINLAND #AUTOMAATIO

+ Flexible for fine-grained ruling per application and user
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Publisher/Subscriber Model

1. Create DataSets with
a. Variables

. #OPCUA-#0PCDAY #OPCDAYF'iNLAND #AUTOMAATIO

Subscriber

DataSetMessage
b. EventNotifiers
. MyLevel = 90.7
2. Publish .
DataSetMessages to [ ExclusiveLevelAlarmType: ]
Network with Message="Level exceeded”
a. Data Changes
b. Events

Publisher

3. Subscriber can filter
what it needs

PublishedDataSet PublishedDataSet

Variable: MyLevel EventNotifier: MyDevice
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Publisher/Subscriber Scalmg

1. Any number of Publishers
2. Any number of Subscribers

» Highly Scalable

Verified: 2 Publishers, 31 Subscribers,
40000 variables = 3.5 MB/s (by both publishers)
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Publisher/Subscriber Networks

1. Local network 2. Message Queue Broker
0 UDP Broadcast . O MQTT
- Ethernet-APL J  AMQP
s UADP Messages % JSON Messages
(optimized binary) < (or UADP)

? ethernet-apl™
aaaaaaaaaaaaaaaaa
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Publisher/Subscriber Securlty

1. Local network

n Security
Key Server

2. Message Queue Broker

‘ a |[a] SSLSecurity
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Publisher/Subscriber Pros & Gons '

« No Sessions

+ No connection management
+ Flexible at unreliable networks

— Requires an external shared Security Key Server with UDP/Ethernet APL
« Multicast

+ Deliver big amounts of data to many receivers
« Fixed Datasets

+ Fixed resource management -> Scales to large networks

— Static configuration

No Synchronous services
— No Write

— No Method calls
— No HistoryRead
« Configuration

— Especially in large networks
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PubSub Scenario: Smart Manufacturing
Enterprise — The Old World: Industrie 3.0
\g;:rers . u DEX + Hardware-based structure

* Functions are bound to hardware

Station Loy, U Eirzrdal:zx?;j:fezommmication JRISNET/oUDSCriDel
The New World: Industrie 4.0 Connected
SZC.ZZ' AL i; World
* Flexible systems and machines
Fleldbevice g -1 ol - Functions are distributed
throughout the network
Product e e o * Participants interact across Smart
oY% [®] : Bl ek hierarchy levels Factory
» Communication among all
participants
. S » Product is part of the network
(Martin Hankel, Plattform Industrie 4.0 / Graphics © Anna Salari, designed by freepik) Smart
Products
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PubSub Scenario: Improved Cllent/Server Applications

SubscriberClient . SubscriberServer

Subscriber Subscriber

Publisher Publisher

PublisherClient . PublisherServer

Publisher

Subscriber
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PubSub Scenario: Synchronlzed Servers
« MylLevel * MylLevel
UDP UADP R .

Publisher Publisher

Tank 1 Tank 2

Subscriber

cal Network

Subscriber

e Tank 2 « Tank 1
— Level — Level
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PubSub Scenario: Edge- to Cloud

« One way data delivery

« Non-reversible JSON encoding
— for non-OPC UA Subscribers

« Secure connection
— SSL

Subscriber
Cor —

MQTT JSON

Publisher

Edge Server
Client

Server Server
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PubSub Demo #1: Azure MQTT
AAzure

Microsoft Azure DataSetMessage

Power Bl V"MyLevel":{
5 "Value":73.0,
"SourceTimestamp":"2021-07-07T17:36:29+0300"
.NET Core on App Service 3
"MyLevelDisplayName":{
4| "Value":"MyLevel"
loT Hub }
[ I ] MQTT/ JSON

>samplepublisherserver.bat
Publisher application on a local server --address ssl/<loT Hub hostname>:8883

——encoaina_1SOn

--username <loT Hub hostname>/<device id>/?api-version=2018-06-30
--password <device SAS token>

a ==Clierit-1d <aevice -
OPC UA Publisher ( PFDS}’S OPC UA SDK for JENEIJ --queue-name devices/<device id>/messages/events/
C-;maﬁdamueu&na%deviceskdevice id>/messages/events/
--non-reversible-json

https://prosysopc.com/blog/azure-mqtt-demo/
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PubSub Demo #2: Amazon AWS MOT

« MQTT Client Authentication
with SSL Certificates
(verified)

« Parallel MQTT connections for

extgnded throughput (to be am azon

verified) webservices

ORIy

| e I Publisher application on a local server

OPC UA Publisher (Prosys OPC UA SDK for Java)

(Blog article coming up soon)
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PubSub Demo #3: Globally Distributed Prduction

Finland

OPC UA
Browser

g

Z diac
IEC 61499
PLC

Runtime

UDP UADP

IEC 61499 XML

Edge Gateway

Subscriber

Publisher

Publisher

Device Gateway

FORTE
B

MQTT JSON China

Subscriber

MQTT JSON

Pa—

Assembly

Line

,, Aalto University
School of Electrical

Engineering

https://research.aalto.fi/en/publications/

opc-ua-information-model-and-a-wrapper-for-iec-61499-runtimes
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PubSub Demo #3: Information Models Finland

b i Aliases
¥ i DevicaSet
¥ W DEV1 Attribute Value
» 5| AssetID » Nodeld ns=5:5=DEVI_..

O P C 3 O O 8 1 » ? Device diagnostic status NodeClass Variable
EventSet
ven » BrowseName 4:AnalogSignal

=] Hardware revision

Edge Gateway

» DisplayName AnalogSignal

»
»
Process Automation | iveeue " cescopon
H » [E=| Product code WriteMask  None
Device > |
. » [EZ] Serial number [
| f t M d I v iy SignalSet s 1y -
n O rm a I O n O e > @ H_POSITION ValueRank Scalar
(PA DI M) LI LS ArrayDimen...
- YT

» B2 Tag » Accesslevel [CurrentRead, ...

Publisher

Useriritatd

=/ Revision counter

Subscriber

<L
-
ON-

u 08 » UserAcces.. [CurrentRead,
e DataSetMessage
v @ Resources "Messageld":"8f11e408-77b3-409d-843f-7a5b5b835d9c",
Mo Atibute value "MessageType":"ua-data”,
b @ LiftingControl » Nodeld  ns=4s=DEVI_. "Publisherld":“EdgePublisher",
v W Model_Logic NodeClass  Variable "Messages":[{
» i CNF » BrowseName 3:LuggPosX n 7 mn n
| EC 61 499 » €3 H_POSITION » DisplayName LuggPosX D_ataSeterterId "432",
] b T b Description "Timestamp":"2021-10-04T12:21:41.863Z",
Information Model Lo WiteMask None IEC “Payioad™
User H f “ H ",
b €3 LiftExtended Model Logic ‘ ( DEV1.LuggPosX.AnalogSignal":{
(Proposal) S L] T T RETORE ‘ "Value":-334.0,
» € LiftRetracted N RE CNF o AT o o / . AR 7 ¢
» € Lugglifted ValueRank  Scalar _%,’.: Q Model.t oaie O (1) dllnp 0, -10-04 *3874857
» €3 Luggloaded ArrayDimen }
b Accesslevel [CurrentRead, ... _.: }
» €3 LuggPosY » UserAcces.. [CurrentRead, .. -3
v ) PushExt Minimums.. 0.0 1

> e PushExtended

» €3 PushRetracted

» W REQ

» €3 V_POSITION
b W START

Historizing false

Runtime  \ il
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Conclusions

« OPC UA Client/Server is still useful and required for
— Synchronous operations (Read, Write, Method call, etc.)
— Information models

« OPC UA Publisher/Subscriber model will enable new application scenarios
— Improved scalability towards smart manufacturing networks
— Improved performance in local networks -> Field Exchange
— Connectionless data delivery: Edge-to-Cloud

« Tricky issues with PubSub
— Configuration
— Security (UDP/Ethernet APL)
» Centralized Management Tools Required
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