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> OPC UA Security Management with GDS

> OPC UA FX Development and Configuration Demo
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OPC UA Security with self-signed Certificates

PC 2: MyClient PC 1: MyServer
OPC UA Client OPC UA Server

Server Connection List opc.tcp://MyServer:48001

opc.tep://MyServer:48001 Trust List . Basic256 Trust List

* Basic256 ¥
+ SignAndEncrypt " » SignAndEncrypt ”

» Username/Certificate » Username/Certificate

opc.tcp://MyServer:48004

. Rejected
» Basic128Rsal5 List
+SigaA&ridencrypt
» Username
Pro
»  Easy to configure for point to point connections
Con

»  No automatic update of certificates
»  No central management — no central revocation of certificates
»  Not manageable for many clients talking to many servers
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Company
level
Root CA m
Factory —
level Factory CA Signed by Root CA
Fleld Automation Equipment H
level ) Production Line CA Signed by Factory CA
+[] b =52 — g
m Iﬁ m Signs Equipment Certs UaGDS
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Global Discovery Server (GDS)

GDS - OPC UA Security Services
»  Full OPC UA Server (all OPC UA security features)

»  Provides different UA security management services
OPC UA server discovery

Central Server

Public Key Infrastructure (PKI) for certificate management GDS
PubSub Security Key Server (SKS)
User management DirectoryType . .
i ) . List of registered
»  PKlis base for ALL security features UA Applications
GDS as Certificate Authority for PKI Pull/Push
»  Central CA for certificate management CeTf'Cath
»  CertificateDirectoryType is interface with UA Methods ° CA h h
r A Certificate A B
»  Certificate signing DirectoryType h h

»  Trust list and revocation list distribution
»  Automated certificate renewal
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GDS - Application Setup
Chained CAa)

h Central Server
w OPC UA
Client GDS
min RegisterApplication :
OPC UA No’ryype List of registered
W Server UA Applications

StartSigningRequest

Pull/Push
Certificates

. ca BB

Application Setup S =
»  Application registration with GDS during setup DirectoryType h '1
»  Signing of application certificate
»  Setup requires security
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GDS - Application Security Update — PULL

Puli
»  Applications are clients for GDS

01218 E/A0 - GetTrustList

Application Security Update

»  Frequent update of trust list and CA
revocation list

»  Update requires security
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Central Server

GDS

DirectoryType
AL List of registered

UA Applications

Pull/Push

Certificates
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o CA BF
Certificate
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DirectoryType h h




. . . r:| Unified
8 | OPC UA Security Management and FX Configuration lJ Automation

GDS - Application Security Update — PUSH
Chained CAa)

Central Server

ServerConfigurationType GDS
OPC UA TrustListType — Client
(] e
Server Update TrustList DirectoryType

UpdateCertificate ~ List of registered
UA Applications

Push Pull/Push

. Certificates
»  Server implements E H
ServerConfigurationType and TrustListType Cemﬁcat CA KK
A A
»  GDS Client updates server trust list with latest DirectoryType l.1 h

setting from GDS
»  GDS Client can update server certificate
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UaGDS Product Components

UaGDS
Config
Tool

Pull

v | pki
v issuer

OPC UA Applications

with GDS support o

> rejected
> trusted
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UaGDS Service

Configuration using OPC UA
>

Unified Automation defined

>
>

Standard Interfaces

PUSh/

GDS management

Registered

Directory UA Applications

Pull/Push
Certificates

“A BR

PUSH
"
TrustListType

ServerConfigurationType

PULL

Certificates
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> OPC UA Security Management with GDS

> OPC UA FX Development and Configuration Demo
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Interaction Model / FX Automation Component

Automation Component

Offline Descriptor General Metadata Health Status

Asset Model Functional Model

Hard assets Functional Entity

| Identification properties |

Relationships Relationships Relationships

-
-
References . q
Controller Input Output \ Input data Dlagnostlc event
Module Module L4

Conflguratlon N Processmg
B B B
Controller Firmware Input Module Output Module
Firmware Firmware Output data Dlagnostic data

Soft assets
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FX Functional Entity + Communication Connections

Functional Entity

Identification properties

Input data

Configuration
data

[ Output data

o

Diagnostic event

%

[
|f‘>c } Processing

«

-

N

[ Diagnostic data ’
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OPC UA FX Development Tools from Unified Automation

OPC UA FX Model :
UaExpert with
OPC UA FX Connection Management

\ UaModeler |

Device Model _ Product specific ° o Test
é A, code generated 'M
for SDK e Sevel product
evelop

JAVA SDK product

OPC UA FX enabled product

OPC UA SDKs
ready for OPC UA FX

ANSI C SDK
rformance SDK

=T 13 )]

bare metal, FreeRTOS, Euros, QNX, embedded Linux,VxWorks, WinCE, Win32, Win64, Linux, Solaris

© Unified Automation GmbH



) } _ H Unified
14| OPC UA Security Management and FX Configuration U Automation

Demo

UaExpert with
OPC UA FX Connection Management

FX Connection configuration
and establishment

FX Connection FX Connection

C++ SDK High Performance SDK
Unified Automation SDK Demo Servers

- _ _ Automation Components
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