0 PC DAY o WA W
a9z o iy WULA AN

OPC UA PubSL b' AN
Hands -on De AN '

pnosvs@&opc A v e

Jouni Aro 3 S ERNER SRR v
Chief Technology Officer ‘ AR R R B,

jouni.aro@prosysopc.com [l O AN R

B\ N \J FlNNISHSUCIETY UFAUJU ATION

5 § 'SUOMEN A‘U'TUMAAIIU RA RY\?

SPONSORS: Lo i 8 | o A\ i A E——

AWS  peckHoFF [® inray  /3/wpcoN NOKIA  Novotekd “HOPC Gren mous PROSS@OPC | aeoificd  Valmet > @ Wapice
brightly B i



mailto:Jouni.aro@prosysopc.com

OoOPC DAY S e
FINLAND. 2022 saiigiees .
Content
«  OPCUA PubSub Model
 OPC UA PubSub Configuration
— Connection
— DataSets
* PubSub Demo
— OPC UA Simulation Server as Publisher
— OPC UA Browser as Subscriber
« Open Industry 4.0 Demo
— Open Edge Computing Guideline
« MessageBus based on OPC UA PubSub MQTT
— Simulated Device
« Vendor Nameplate - Master Asset Model
« Device Health

PROSYS £Z) OPC



OPC DAY
FINLAND 2022 29.11.2022

f’.

OPC UA PubSub Mo

1. Create DataSets with
a. Variables
b. EventNotifiers

2. Publish

DataSetMessages to
Network with

a. Data Changes

Subscriber

DataSetMessage
MyLevel = 90.7

1 b4

|

ExclusiveLevelAlarmType: J
Message=”LeveI exceeded”

b. Events

3. Subscriber can filter
what it needs

Publisher

PublishedDataSet

Variable: MyLevel
(OPC Day Finland 2021: OPC UA PubSub Explained)

PublishedDataSet

EventNotifier: MyDevice
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Configuration

| PubSubConfiguration ‘

l
: I

Connection l DataSet ‘
| WriterGroup ‘ | ReaderGroug ‘ Field ‘

| -

| DataSetWriter | | DataSetReader ‘
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Configuration
’ PubSubConfiguration ‘
VariableDataSet > DataSet a EventDataSet

|

S IR cvered
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PubSub Demo - —

[Othgr OPC UA ?rl e o U
* Prosys OPC UA Simulation Server SR B ook

« Eclipse Mosquitto MQTT Broker
* Prosys OPC UA Browser

JSON/
UADP

MQTT Broker

(%) mosavitto

?

JSON/
UADP

Publisher Publisher

(Other OPC UA or Prosys OPC UA
generic Publisher) g Simulation Server
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Simulation Server as Publisher

[ ] ® Prosys OPC UA Simulation Server

Status | Objects | Types | Namespaces

OPC UA
Simulation Server

Server Status: Running
PubSub Status: Stopped

Connection Address (UATCP):  opc.tcp://jaro-mac.local:53530/0PCUA/SimulationServer [[]
Connection Address (UA HTTPS): No endpoint configured for HTTPS protocol.
PubSub Connection Address:

Current Server Time: 2022-11-25 11:43:14+0200
Server Starting Time: 2022-11-2511:36:47+0200
Edition: Free

https://www.prosysopc.com/products/opc-ua-simulation-server/ -
P prosysop P P PROSYS £Z) OPC
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Publisher Connection

@ Prosys OPC UA Simulation Server Help

[ ] [ ] Switch to Expert Mode Status | Objects | Types | Namespaces = Address Space | Endpoints | Certificates Users | Sessions | Connection Log | Reg/Res Log PubSub
) Show Open Industry 4.0 Mode

Status | Objects | Types | Names; aces’ Stopped
2 s * Preferences... ) il

a
Publisher = Variable DataSets | Event DataSets

* Name Enabled v/
v Connection1 Publisherld urn:jaro-mac.local:OPCUA:SimulationServer Da
1)

v WriterGroup1(id: 1) [ JON ) Publisher Connection Settings F—
VariableDataSetWriter(ld: 1) gure...
EventDataSetWriter(ld: 2) maqtt v |7/ localhost . [ 1883

Client Id
Username
Password

Test Connection

Cancel OK

Install and run

(®) mosauvitto

https://mosquitto.org/download/ PROSYS@OPC
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VariableDataSet & VariableDataSetWriter

[ ] [ ] Prosys OPC UA Simulation Server

Status | Objects | Types | Namespaces | Address Space | Endpoints | Certificates | Users | Sessions | Connection Log | Reg/Res Log | PubSub

) Stopped [ NON ) Prosys OPC UA Simulation Server

Variable DataSets [¥Event DataSets Status | Objects | Types | Namespaces | Address Space | Endpoints | Certificates | Users | Sessions | Connection Log | Req/Res Log | PubSub | Device | Ol4

Free version - Editing DataSets is limited

Variable DataSe Variable DataSet Name

’ Publisher| Variabje DataSets | Event DataSets
SampleVariableDataSet

Published variables Refresh Variables
DataSetWriter Name Id| 1 Enabled v/
Field Name Description Source Nodeld Value Edit h
v Connection DataSet KeyFrameCount 5
Counter ns=3;i=1001 10 Edit. v wWriterGroup1(ld: 1)
Random ns=3;i=1002 1.813964 Edit. VariableDataSetWriter(ld: 1) DataSet Message Content Mask
) v/ | DataSetWriterld StatusCode
) mia 2 EventDataSetWriter(ld: 2)

Sawtooth ns=3;i=1003 0.8 Edit. SourceTimestamp
Sinusoid ns=3;i=1004 -0.8134734 Edit.. SequenceNumber ServerTimestamp
Square ns=3:i=1005 20 Edit. V/| Timestamp SourcePicoSeconds

Status ServerPicoSeconds
Triangle ns=3;i=1006 -0.5333334 Edit., MessageType RawData

Use (@ Default Names Custom Names
Queue Name prosysopc/json/data/urn:jaro-mac.local: OPCUA:SimulationServer/WriterGroup1/VariableDe

Metadata Queue Name prosysopc/json/metadata/urn:jaro-mac.local:OPCUA:SimulationServer/WriterGroup1/Varia

Set Json Extra Fields...

PROSYS

@) OPC
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Simulation Server: PubSub Running

@ @ Prosys OPC UA Simulation Server

jacts  Types | Namespaces | Address Space | Endpoints | Certificates | Users | Sessions | Connection Log | Reqg/Res Log PubSub|Device ol4

ariable DataSets | Event DataSets [ ] [ ] Prosys OPC UA Simulation Server

Status’Objects Types | Namespaces | Address Space | Endpoints @ Certificates | Users | Sessions | Connection Log | Req/Res Log | PubSub | Device Ol4

g Name
v Connectionl Publisherld urn;jaro-mac.local:0PCUA:SimulationServer
v WriterGroup1(ld: 1)
VariableDataSetWriter(id: 1) Connection Address mqtt://localhost: 1883
EventDataSetWriter(ld: 2) Encoding JSON ~

OPC UA
Simulation Server

Add WriterGroup

Server Status: Running

PubSub Status: Running

Connection Address (UA TCP): opc.tcp://jaro-mac.local:53530/0PCUA/SimulationServer [[]

Connection Address (UA HTTPS); TPS protocol.
PubSub Connection Address: maqtt://localhost:1883 ()

Current Server Time: 2022-11-25 18:38:54+0200
Server Starting Time: 2022-11-2518:18:47+0200
Edition: Free

PROSYS 'z OPC
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OPC UA Browser as Subscriber

[ ] [ ] Prosys OPC UA Browser

New Connection X | =

Disconnected mqtt://localhost:1883/# O O Prosys OPC UA Browser

Quick Links PubSub-MQTT@localhost X | ==

SimulationServer Connected | Yy | maqtt//localhost:1883/# v [ X
urn:UADEMO:OPCUA:SimulationServer

OP( : l | ﬁ opc.tep://uademo.prosysope.com:53530/0PCUA/Simulé | pubSub | Log
DataSetWriters

SimulationServer Data | Events
urn:jaro-mac.local:0PCUA:SimulationServer v prosysopc/json/data/urnijaro-mac.local | o pjicherid | DataSetwrit... Name 4 Value SourceTime... ServerTimes... StatusCode Graph *

5 ! : v EventDataSetWriter r
B rowse r opc.tep://jaro-mac.local:53530/0PCUA/SimulationServe urn:jaro-mac... 1 Counter 22 GOOD (0x00...

w urn;jaro-mac.local:OPCUA:Simulatic -
’m’s Ve e e, # DataSetWriterld: 2 urn;jaro-mac... 1 Random 0.1626155 GOOD (0x00...
€ Inv+opc.tep:/fjaro-maclocal:61610 w VariableDataSetWriter urnzjaro-mac... 1 Sawtooth 1.6 GOOD (0x00...
w urn:jaro-mac.local:OPCUA:Simulatic ' urn:;jaro-mac... 1 Sinusoid -0.4158234 GOOD (0x00...
» Connecting to a Server €9 DataSetWriterld: 1 urnjaro-mac... 1 Square 20 GOOD (0x00...
¥ Subscribing to an MQTT broker (PubSub) urn;jaro-mac... 1 Triangle -0.2666667 GOOD (0x00...

1. Type the broker connection address to the address bar at the top of
the window in format "maqtt[s]://<hostname>:<port>".

2. Press =» to connect to the broker.

3. Enter a topic filter and user credentials.

» Subscribing to an OPC UA UDP address (PubSub)

Support: uabrowser-support@prosysopc.com

https://www.prosysopc.com/products/opc-ua-browser/ PROSYS

@) OPC
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Open Industry 4 O Simulation

« OEC Message Bus
— OPC UA PubSub MQTT

————— FIREWALL _.______._.._.__.__.________-____ISecureCIoudToEdgeConnector————————

RUNTIME & DOCKER FRAMEWORK

Data Visualization Partner App Customer App OEC Registry 0OOC Connector

Message Bus

o Protocol Adapter Data Aggregation
o (OPC UA,
PROFINET, .
o Modbus, HART, ...) Custpm~specnhc/
- : : proprietary Adapter
(18
8
= =
» SEN E |
NI OPC UA Server HART 10 Link PROFIBUS B PROFINET Modbus EtherCAT
PHYSICAL THINGS oic E Q - s Machines, Compounds, PLCs, Vehicles, Gateways

Devices, Sensors & Actuators, Historians

PROSYS £Z) OPC
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Open Industry 4 O Simulation

Master Asset Model (mam) DataSet
— OPCUA Vendor Nameplate

Health (health) DataSet
— OPC UA Health

IVendorNameplateType

C HardwareRevision )—H—

( SoftwareRevision )—H—

(_ DeviceRevision -
( SerialNumber )+

( ProductinstanceUri )—H—

—H—( Manufacturer )
—H—( ManufacturerUri )

o n( Model )
—H—C ProductCode )
—H—( DeviceClass )

( Revision Counter )—H—

—H-( DeviceManual )

* #OPCUA #UPCDAY #OPCDAYFINLAND #AUTOMAATIO |

IDeviceHealthType
S— DeviceHealth )
FolderType
DeviceHealthAlarms

PROSYS £Z) OPC
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Simulation Server Pro License

Status | Objects | Types | Namespaces | Address Space | Endpoints | Certificates | Users | Sessions | Connection Log | Req/Res Log | PubSub | Device | Ol4

[ ] License for Prosys OPC UA Simulation Server
Edition: Free
Licensee:
License Key:
Hostname:

Expiration Date:
To receive evaluation or commercial license to unlock Professional Edition

features, please contact sales@prosysopc.com. 'e r

The Application is licensed per installation and tied to the Hostname of the computer
in which it is being run.

Order License...

Serve
Pubs Enter here the license data that you received to activate your license.
Conn| Import License File... | or fill in the fields below and then click Enter License: ver (O
Conn
Licensee EvalAutumn2022
PubS
License Key: | OF18-EOB6-4CAC-2262-235E-9788
Curre

Serve Enter License

Editia
Close

PROSYS £Z) OPC
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Add Device Information Model

[ ) [ ] Prosys OPC UA Simulation Server

Status | Objects | Types | Namespaces | Address Space Endpoints @ Certificates Users | Sessions = Connection Log Reg/Res Log PubSub | Device Ol4

+

Add Namespace... #N URI Version Types Instances Color
Import NodeSet... #l UA/ v.1.04.11 (29/03/2022) 570 538 White
:SimulanonServer 0 0 White
a 2 http://www.prosysopc.com/OPCUA/SimulationServer/ 10 1 White
3 http://www.prosysopc.com/OPCUA/SimulationNodes/ 0 7 White
a 4 http://www.prosysopc.com/OPCUA/SimulationNodes/SimulationConfiguration/ 0 28 White
a 5 http://www.prosysopc.com/OPCUA/StaticNodes 0 209 White
a 6 http://www.prosysopc.com/OPCUA/SampleAddressSpace 0 48 White

PROSYS £Z) OPC



OPC DAY . ': - . (AU .7

FINLAND. 2022 zanaise 45 L, * HOPCUA #OPCDAY #OPCDAYFINLAND #AUTOMAATIO

@ Prosys OPC UA Simulation Server Help | e b
o o Switch to Basic Mode 1 I I I I | | a t I O I I
Show Open Industry 4.0 Mode |

Status | Objects | Types | Namespaces | Address'

Preferences...

@ @ Prosys OPC UA Simulation Server

Status | Objects | Types | Namespaces | Address Space | Endpoints | Certificates | Users | Sessions = Connection Log A Req/Res Log | PubSub | Device | Ol4

Vendor Nameplate CIVICE Fiatt [ ] [ ] Prosys OPC UA Simulation Server

Name SimDevice L NORMALLO Objects | Types | Namespaces | Address Space | Endpoints | Certificates | Users | Sessions | Connection Log | Reg/Res Log | PubSub | Device | Ol4
Manufacturer Prosys OPC Health Score 100

Manufacturer Uri prosysopc.com 014 Identifier

Model SimulationServer Connection Addresd T
Product Code SiM 014 DataSets

Hardware Revision 540 v/| Master Asset Model (mam)

Software Revision 54.0 Publishing Interval (s) | 10

Device Revision 540 v/| Device Health (health)

Serial Number 180912 Publishing Interval (s) = 10

Revert

PROSYS ) OPC
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PC UA Browser as Ol4 Subscriber

[ ]

PubSub-MQTT@localhost X | ==

Connected | Y || mqtt://localhost:1883/# v | X
PubSub | Log
DataSetWriters Data B
v 0i4/0TConnector/prosysepc.com/Simu Publisherld A DataSetWriterld Name Value *
v health/prosysopc.com/SimulationSer = = — = —
. OTConnector/prosysopc.com/SimulationServer/SIM/180912 1 Description This OT connecti...
v OTConnector/prosysopc.com/Simt
6 DataSetWriterld: 2 OTConnector/prosysopc.com/SimulationServer/SIM/180912 1 DeviceClass 014.0TConnector
v mam/prosysopc.com/SimulationServ.  OTConnector/prosysopc.com/SimulationServer/SIM/180912 1 DeviceManual TBD
v OTConnector/prosysopc.com/Simt  OTConnector/prosysopc.com/SimulationServer/SIM/180912 1 DeviceRevision 54.0
6 DataSetWriterld: 1 OTConnector/prosysopc.com/SimulationServer/SIM/180912 1 HardwareRevision 5.4.0
v prosysopc/json/data/urn:jaro-mac.local OTConnector/prosysopc.com/SimulationServer/SIM/180912 1 Manufacturer Prosys OPC
v EventDataSetWriter oTC tor/ /SimulationS /SIM/180912 1 ManufacturerUri
v urnijaro-mac local:OPCUASimulatic onnector/prosysopc.com/SimulationServer, anufacturerUri  prosysopc.com
g DataSetWriterld: 2 OTConnector/prosysopc.com/SimulationServer/SIM/180912 1 Model SimulationServer
v VariableDataSetWriter OTConnector/prosysopc.com/SimulationServer/SIM/180912 1 ProductCode SIM
v urn:;jaro-mac.local:OPCUA:Simulatic  OTConnector/prosysopc.com/SimulationServer/SIM/180912 1 ProductinstanceUri prosysopc.com/...
€) DataSetWriterld: 1 OTConnector/prosysopc.com/SimulationServer/SIM/180912 1 RevisionCounter 1.0
OTConnector/prosysopc.com/SimulationServer/SIM/180912 1 SerialNumber 180912
OTConnector/prosysopc.com/SimulationServer/SIM/180912 1 SoftwareRevision  5.4.0
OTConnector/prosysopc.com/SimulationServer/SIM/180912 2 health NORMAL_0
OTConnector/prosysopc.com/SimulationServer/SIM/180912 2 healthScore 100.0
urn:;jaro-mac.local:OPCUA:SimulationServer 1 Counter 25
urn:;jaro-mac.local:OPCUA:SimulationServer 1 Random -1.831495
urn:;jaro-mac.local:OPCUA:SimulationServer 1 Sawtooth 0.8
1 Sinusoid 08134733 v

Prosys OPC UA Browser

urnsiaro-mac local'OPCUA-SimulationServer
<

PROSYS £Z) OPC
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Thank youl!

® © ® & Biog- Prosys OPC X + v
¢« C @& prosysopc.com/blog/#PubSub @ M S » 0O
PubSub

e Open Industry 4.0 Simulation (02.11.2022)
e OPC UA PubSub to Cloud via MQTT at SPS 2022 (02.11.2022)

PROSYS Q?‘; OP(' e Connecting OPC UA Simulation Server and OPC UA Browser to an OPC UA
= PubSub Network (20.10.2022)

Jouni Aro e Connecting OPC UA Publisher to Azure loT Central with MQTT (20.07.2022)
Chief Technology Officer e OPCUA and Open Industry 4.0 (24.05.2022)
o e OPC UA PubSub to Cloud via MQTT Demo at Hannover Messe 2022
jouni.aro@prosysopc.com (23.05.2022)

e OPC Day International 2022 - All Presentations (18.05.2022)

e OPC UA Manufacturing Gateway Demo (16.12.2021)

e OPC UA PubSub Explained (14.12.2021)

e Connecting OPC UA Publisher to Amazon AWS loT with MQTT (26.11.2021)
e Connecting OPC UA Publisher to Azure with MQTT (14.07.2021)

e Azure and Power BI - Updated Weather Station Demo (03.09.2019)

e Connecting OPC UA to Azure - Weather Station Demo (04.05.2017)
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