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Industrial IoT Use Cases

Predictive Quality Asset Condition Monitoring Predictive Maintenance



Industrial customers face unique challenges

Data Access
& Ingestion

SecurityScale



• 5000 datapoints from on facility
• 1KB avg message size
• Send 1 per second

• è 5MB/s or 12.9TB/month

Back-of-the-envelope calculation to understand 
scale

Data Access
& Ingestion



OPC UA PubSub for Cloud Connectivity powered by AWS 
IoT

AWS CloudIndustrial site

PubSub
AWS IoT Core





AWS IoT Identity Service

AWS Cloud

AWS IoT Core

- TLS 1.2/1.3
- X.509 based authentication
- Bring your own root or client certificates
- Fine grained access control down to 

MQTT topic level
- Just in time provisioning



AWS IoT Device Gateway

AWS Cloud

AWS IoT Core

- MQTT 3.11 and 5.0
- Customizable MQTT topic space
- Retained messages 
- Qos 1 and Qos 2
- Binary payload support
- Scales automatically with usage
- Custom endpoints
- VPC Endpoints



OPC UA PubSub Publisher - PubSubConnection

PubSubConnection WriterGroup DataSetWriter

- PublisherId
- AWS IoT endpoint
- Device certificate/key
- TLS settings
- Transport: MQTT
- Encoding: UADP/JSON



Single Publisher

AWS Cloud

Industrial site

AWS IoT Core

OPC UA
PubSub

Publisher

MQTTOPC UA



Distributed publisher

AWS Cloud

Industrial site

AWS IoT Core

PubSub

MQTT

OPC UA

PubSub

PubSub
Internet

private
network



Zero Trust



OPC UA PubSub Publisher - WriterGroup

PubSubConnection WriterGroup DataSetWriter

- PublisherId
- AWS IoT endpoint
- Device certificate/key
- TLS settings
- Transport: MQTT
- Encoding: UADP/JSON

- WriteGroupId
- PublishingInterval
- NetworkMessageSize



• Publisher control message throughput and consumed bandwidth 
• AWS IoT can also throttle bandwidth used per connection on cloud side

OPC UA PubSub Publisher control bandwidth
6.2.5.2 PublishingInterval The PublishingInterval with the DataType Duration

defines the interval in milliseconds for publishing 
NetworkMessages and the embedded DataSetMessages
created by the related DataSetWriters.

6.2.5.5 MaxNetworkMessageSize The MaxNetworkMessageSize with DataType UInt32
indicates the maximum size in bytes for 
NetworkMessages created by the WriterGroup



1. Json payload : 8632 B
2. UADP : 2180 B (-75%)
3. PublishingInterval -> 2s

On DataSet level:
1. KeyFrameCount: 5

Size reduction sample

…
Measurement00 (Double)

Measurement99 (Double)

Measurement01 (Double)

Measurement98 (Double)
PubSub



OPC UA PubSub Publisher - DataSetWriter

PubSubConnection WriterGroup DataSetWriter

- WriterId
- MQTT topic for messages
- MQTT topic for meta data
- QoS
- OPC UA NodeIds
- OPC UA Events
- KeyFrameCount

- PublisherId
- AWS IoT endpoint
- Device certificate/key
- TLS settings
- Transport: MQTT
- Encoding: UADP/JSON

- WriteGroupId
- PublishingInterval
- NetworkMessageSize



MQTT topic space
AWS CloudIndustrial site

AWS IoT Core

PubSub
MQTTOPC UA

PubSub

pub/Publisher01/wg/1/w/1

pub/Publisher01/wg/1/w/1/meta

pub/Publisher02/wg/1/w/1

pub/Publisher02/wg/1/w/1/meta

pub/Publisher02/wg/1/w/2

pub/Publisher02/wg/1/w/2/meta



MQTT retained messages



Cloud Side OPC PubSub Subscriber

AWS Cloud

PubSub

AWS IoT Core



OPC UA PubSub Subscriber - DataSetWriter

PubSubConnection ReaderGroup DataSetReader

- ReaderId
- MQTT topic for messages
- MQTT topic for meta data
- QoS

- ReaderGroupId- SubscriberId
- AWS IoT endpoint
- TLS settings
- Device certificate/key
- Transport: MQTT
- Encoding: UADP/JSON



OPC PubSub Subscriber Publisher discovery
AWS CloudIndustrial site

AWS IoT Core

PubSub
MQTTOPC UA

PubSub

pub/Publisher01/wg/1/w/1

pub/Publisher01/wg/1/w/1/meta

pub/Publisher02/wg/1/w/1

pub/Publisher02/wg/1/w/1/meta

pub/Publisher02/wg/1/w/2

pub/Publisher02/wg/1/w/2/meta

Subscriber

DataSetReader1

DataSetReader2

DataSetReader3

GetRetainedMessages()

Subscriber



Scale the Subscriber? AWS IoT Rule Engine
AWS CloudIndustrial site

AWS IoT Core

PubSub

MQTT

OPC UA

PubSub IoT Rule
SELECT *

FROM ‘pub/+/wg/+/w/+’

GetRetainedMessages()
UADP decoder

IoT Action AWS IoT
SiteWise



AWS IoT SiteWise



Thank You! 
Q&A


