OPC UA as large scale aggregation server
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Aggregation server
Merge multiple servers & address spaces into one server (and alarms & conditions + historial data)

» Use cases:
— DNA contains multiple servers for training systems
— Profinet segment can contain 50-100 SimoCode motor controllers with embedded OPC UA Server
— Multiple DNA-OPCUA-Server 5000-10000 tags => Target to provide 100000 variables, large Mill / Marine ship
* One DNA-OPCUA-Server with dna-interconnect starts fast & response time with DNA good
* Aggregate server will connect to 10 DNA-OPCUA-Servers to provide one large address space

* Useless to use own client for each server

* Implementation:
— Pure OPC UA Server & client program (binary protocol, 64-bit program code & memory management)
— Connect, crawl, "clone address space” and subscribe alarms & conditions
— Address space divided into own namespaces / sub-server
— Subscription/read/write to aggregation server will be done on demand to sub-server
— Sub-server can crash/stop, server will re-connect
— Alarms are cloned run-time as each alarm is received from the sub-server

Valmet >
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Aggregate - principle

* A reduction of load on OPC UA Client application
» Multiple data sources can be used as a single connection
« Easy accessibility and control on multiple OPC Servers

Cloud data lake

Azure / AWS / Google

DNA-OPCUA-

Aggregator One merged address space:

- Subscribe / Read / Write variables

- One sub-server can be started, back online
- Alarms & Conditions

- Historical Data Access

DNA-OPCUA-

Server 1 DNA-OPCUA-
Server 2

DNA-OPCUA- Small address spaces:
Server N - Fast to start
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Left: without aggregation — right: with aggregation server
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Figure 2. Resulting connection mesh.

Figure 3. Aggregation server.

Published in Proceedings of the 2014 |IEEE Emerging Technology
and Factory Automation (ETFA) 2014 and Factory Automation (ETFA) 2014

OPC UA server aggregation — The foundation for OPC UA server aggregation — The foundation for
an internet of portals an internet of portals

Published in Proceedings of the 2014 IEEE Emerging Technology
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OPC UA Server — Client — Aggregate for the Mill & Cloud integration

Safe way to share values over OPC UA

Aggregate as client Digital Twin
Subscribe values DMZ on-site aggregation
client & server:

Aggregate as client
Write values

Mill on-site server:
' Subscribe values

UA

v

Cloud server:

Mill on-site client:

Client will read or ValmetXR 3D Digital Twin / MetaVerse
subscribe values: Embedded OPC UA Client
Condition / forecast Show live values inside Virtual Model

/ Setpoints etc.
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Configuration
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Aggregation server — simple configuration
Simple text file — example for 3 “sub-servers”

* Line contains 3 values:
“Server-endpoint” “root-nodeld” “filter”

opc.tcp://H7Q8Q13.mshome.net:53538/0PCUA/SimulationServer ns=3;5=85/0:Simulation ns=3;
opc.tcp://H7Q8Q13.VSTAGE.C0:26545/ ns=0;i=85 ns=1;s=
opc.tc

p://H7Q08Q13.mshome.net:53538/0PCUA/SimulationServer ns=5;s=Dataltems ns=5;s=

» Similar way to connect DNA OPC UA Servers (no filter):
opc.tcp://ATUA:62544 ns=1;s=DNA
opc.tcp://A2UA:62545 ns=1;s=DNA
opc.tcp://[A3UA:62546 ns=1;s=DNA
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Limitations: Methods, Views, Types & Event hierarchy

* Methods are NOT cloned / supported, aggregator will not support method call to sub-server
* Views are NOT cloned / supported
* Types are NOT cloned / supported (sub-server custom types)

* Events are not cloned from original address space, instances are created during runtime
— New events are created under AllCollectedEvents and under sub-server hostname

Address Space
3 |No Highiight
) Root
4 () Objects
4 |2 AllCollectedEvents
4 [ C2017DEMO
) ac:ns=1:s=ae/82PIZ-44016
@ acns=1;s=ae_32LC643/meha
I @ acns=1;s=ae_82PIZ-44014/ha
I @) acns=1;s=ae_82PIZ-44015/ha
P @ acns=1;s=ae_82PIZ-44016/ha
P @ acns=1;s=ae_ ACUNIT1T4/ha
P @ acns=1;5=ae_M2-LTANK2-PMP3
P @ acns=1;s=ae_TOSI-FSA-0519
P @ ac:ns=1;s=ae_TOSI-FSA-0520
P @ acns=1;s=ae_TOSI-LCS-0084/mela
b @ acns=2;s=Mylevel
b & Server
4 |2 ServerQ|DNA
4 [ DNA
4 2 DPO1
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Testing
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Testing: OPC UA aggregation server

1. Basic functionality:

—  Clone address space variables (sub-server must be running)

—  All Types working (at least needed basic types & tables):
. DA read/write (with same hierarchy as at original sub-server, folders/sub-folders/objects)
*  A&C with acknowledge/comment (Acknowledge/Comment/Confirm with comment is write to sub-server)
. HA (History trend data is read from sub-server)

—  Permissions are set as default DNA permissions

2.  Communication:
— Sub-server (one of multiple) re-started / shutdown for a while, Status code of variables, re-connect

3. Long term functionality:
— No memory leaks / no crashes
— Steady & solid communication without any breaks
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Testing: Basic functionality - Aggregated address space
Separated namespace for each sub-server

Bl Unified Automation UaExpert - The (

C Unified Architec

DePBE %= NG Qe RO

Project & X  Data Access View Event View Server Diagnostics View Server Diagnostics View-1
v [ Project # Server Node Id Display Name Value Datatype source Server Ti S de
v [3 Servers 1 SimulationServer@H7Q8Q13 NS3|Numeric|1001 Counter 22 Double 18.56.33 18.56.33 Good
12; SimulationServer@H7Q8Q13 2 SimulationServer@H7Q8Q13 NS3[Numeric|1002 Random 0.530028 Double 18.56.33 18.56.33 Good
Q} Val DNA Simulation S 3 SimulationServer@H7Q8Q13 INS5|String|FloatDataltem FloatDataltem 0 Float 18.46.25 18.56.16 Good
almet imulation Sesver 4 SimulationServer@H7Q3Q13 NS3|Ni ic[1001 Counter 22 Double 18.56.33 18.56.33 Good
12, Valmet DNA Aggregate Server 5 SimulationServer@H7Q8Q13 NS3|N 1002 Random 0.530028 Double 18.56.33 18.56.33 Good
v (3 Documents 6 SimulationServer@H7Q8Q13 NS3|N 1003 Sawtooth 1.2 Double 18.56.33 18.56.33 Good
. 7 SimulationServer@H7Q8Q13 NS3|Numeric|1004 Sinusoid 1.17557 Double 18.56.33 18.56.33 Good
[ Data Access View 8 SimulationServer@H7Q8Q13 NS3|Numeric|1005 Square 2 Double 18.56.33 18.56.33 Good
[3 Event View 9 SimulationServer@H7Q8Q13 NS3|N ic|1006 Triangle 0.8 Double 18.56.33 Good
a Server Diagnostics Vi 10 Valmet DNA Simulation Server NS1|String|TEST-AM/av TEST-AM/av 99 Float 18.56.32 Good
gnostics Yiew 11 Valmet DNA Aqgreqate Server NS2|Numeric|0 Counter 2 Double 18.56.33 Good
ﬂ Server Diagnostics View-1 12 Valmet DNA Aqgreqgate Server NS, ic|1 Random 0.530028 Double 18.56.33 Good
13 Valmet DNA Aggreqate Server NS2|N ic2 Sawtooth 12 Double 18.56.33 Good
14 Valmet DNA Aggreqgate Server N i Sinusoid 1.17557 Double 18.56.33 Good
15 Valmet DNA Aggregate Server NS2|Numeric|4 Square 2 Double 18.56.33 Good
L 16 Valmet DNA Aggreqgate Server NS2|N icl5 Triangle 0.8 Double 18.56.33 Good
N a m eS pa Ce n a m I n g - 17 Valmet DNA Aqggreqgate Server NS2|N icl6 ns: Counter Null 18.56.16 Good
. 18 Valmet DNA Aqgregate Server NS3|N ic[7 14L016AC001/me 5.33 Float 18.56.31 Good
Address Space & X |19 Valmet DNA Agqgregate Server INS3|N i ECB10DS202/av 616 Float 18.56.31 Good
" 3 | yo Highiight - 20 Valmet DNA Aqggregate Server NS3|Numeric|9 ECB30DSO001/av 626 Float 18.56.31 Good
u rn . S e rve ro : + e n d O I n t 2 g 21 Valmet DNA Aqggreqgate Server NS3|Numeric[10 ECB30DS002/av 646 Float 18.56.31 Good
. . Root 22 Valmet DNA Aqgreqgate Server NS3|N ic|11 FCV-1103/av 66.6 Float 18.56.31 Good
£ Object: 23 Valmet DNA Aqgreqgate Server NS3|N 12 FI-1203K/av 889 Float 18.56.31 Good
. Vbjects 24 Valmet DNA Aggreqate Server NS3|N 13 FI-1206K/av 666.4 Float 18.56.31 Good
> [ Aliases 25 Valmet DNA Aqgreqgate Server NS3|NI 14 HFD10AC001/av 2266 Float 18.56.31 Good
a l I l eS a Ce I n eX S a S rol I l > [ AllCollectedEvents 26 Valmet DNA Aqgreqgate Server NS: 15 HKA10CP001/av  66.4 Float 18.56.31 Good
27 Valmet DNA Aqgregate Server NS3|Numeric|16 PDI-1226/av 665 Float 18.56.31 Good
> & Server 28 Valmet DNA Aqgreqgate Server INS3|N ic|17 PI-1329/av 66 Float 18.56.31 Good
P Server0|Simulation 29 Valmet DNA Aqggreqgate Server INS3|N ic|18 Ql-3103/av 66 Float 18.56.31 Good
> B s 1|0bject: 30 Valmet DNA Aggreqgate Server INS3|N ic|19 QT-1271/av 188 Float 18.56.31 Good
) Serverl|Objects 31 Valmet DNA Aqgregate Server NS3|Numeric|20 SIR-1268K/av 66 Float 18.56.31 Good
> [ Server2|Dataltems 32 Valmet DNA Aqgregate Server NS3|N icj21 SIR-1269/av 66 Float 18.56.31 Good
> D Types 33 Valmet DNA Aqggregate Server NS3|Numeric|22 TDI-1215KA/av 66 Float 18.56.31 Good
~ . 34 Valmet DNA Aqggreqgate Server NS3|Numeric|23 TDI-1515MN/av 66 Float 18.56.31 Good
> DD Views 35  Valmet DNA Aggreqgate Server INS3|N icl24 TEST-AM/av 88 Float 18.56.31 Good
36 Valmet DNA Aqgregate Server NS3|N 25 T-1233/av 5589 Float 18.56.31 Good
37 Valmet DNA Aqgreqgate Server NS3|N 26 TI-1290/av 66 Float 18.56.31 Good
38 Valmet DNA Aqgreqgate Server NS: 27 T-1330/av 466 Float 18.56.31 Good
39  Valmet DNA Aggregate Server N 28 TI-1366/av 266 Float 18.56.31 Good
Addfess Space 40 Valmet DNA Aggregate Server N: 29 TI-1659/av 866 Float 18.56.31 Good
4 Valmet DNA Aqggreqgate Server NS3|Numeric|30 TIC-1302.2/me 8 Float 18.56.31 Good
(_ 42 Valmet DNA Aggreqgate Server INS4|N ic|31 BooleanDataltem true Boolean 18.56.14 Good
i i v 43 Valmet DNA Aggreqgate Server INS4|NI 32 ByteDataltem Byte 18.56.15 Good
j No H'ghl'ght 4 Valmet DNA Aqggreqgate Server INS4|N 3: ByteStringDatal... 00 ByteString 18.56.15 Good
— 45 Valmet DNA Aqggreqgate Server INS4|NI 34 DateTimeDatalt... 2021-06-01T15:... DateTime 18.56.15 Good
llj 0 qQ qQ 46 Valmet DNA Aqgregate Server INS4|N icl|54 Definition Test definition o... String 18.56.15 Good
. 47 Valmet DNA Aqgreqgate Server INS4|N 5: Definition Test definition o... String 18.56.15 Good
0: http://opcfoundation.org/UA/ 48 Valmet DNA Aqqreqate Server NS4INumeric|> Definition Test definition o... String 185615 Good
v 49 Valmet DNA Aqgreqate Server INS4|NI 55 Definition Test definition o... String 18.56.15 Good
1: urn:H7Q8Q13:DNA-Aggregate-Server 50 Valmet DNA Aqareqate Server NS4INumeric|50 Definition Test definition o.. String 1856.15 Good
- - 51 Valmet DNA Aqgreqate Server INS4|NI 5. Definition Test definition o... String 18.56.15 Good
2: urn:server0:H7Q8Q1.. PCUA/SimulationServer 2 Velmet DNA Agareaate Server s 57 Defnion Test defintion ... Strng 183615 Good
Valmet DNA Aqgreqgate Server NS4|Numeric|61 inition est definition o... String 18.56.1 ood
3: urn:server 1:H7Q8Q13.VSTAGE.CO: 26545/ 54 Valmet DNA Aqgreqate Server NS4|Numeric|56 Definition Test definition o... String 185615 Good
. - 55 Valmet DNA Aggreqgate Server INS4|N 60 Definition Test definition o... String 18.56.15 Good
4: urn:server2:H7Q8Q 1.. PCUA/SimulationServer 56 Valmet DNA Aqgreqate Server NS4IN 58 Definition Test definition o... String 185615 Good
¥ 57 Valmet DNA Aqggreqgate Server INS4|N 49 Definition Test definition o... String 18.56.15 Good
58  Valmet DNA Aqareqate Server NS4|N 59 Definition Test definition o... String 18.36.15 Good N
< >
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Testing: Aggregator address space cloned from DNA-OPCUA-Server

Project @ X DotaAccess Vww  Mstory Trend View  Evert View  Server Disgnostics View O Attributes o x
v B Project . Server Display Name Vo Datatype uceTim¢ & w D ® ©
v B Senvers n Vaimet DN.. N ingIN ST-AM-av OPCUA-TEST-AM/av s Float 3412057 | Anribute Value ~
2 Valmet DNA Aggregate Server [|2  VaimetDN.. N: ST-AM/_. adu 1 Ulnt16 100
v 1 Documents 3 VametDN.. NSSSwingN ST-AM/av av 51 Float 3412057 | v Nodeld a53eNS =15 «OPCUA-TEST-AM
4 VaimetON.. ST-AM/fa fa 0 Uint16 1001029 Namespaceindex $
B Data Access View S  VaimetDN.. N ingIN ST-AM/L... fmask 140 Uint16 1001030 j T o
B History Trend View 6 VaimetDN.. NSSISwinaINS=1S=OPCUA-TEST-AMM h 0 Float 1001027 dentifierType -
B Eventv. 7 ValmetDN.. NSSS¥IngINS=1:S=OPCUA-TEST-AM/Ma ha 0 Uint16 1001029 IGentitier NS=15=0PCUA-TEST-AM
s Vet View 8 Vaimet ON.. Nsssmmmsns-onm-;zsgﬂw_ hamask 0 Uint16 1001030 | NodeClass Object
Server Disgnostics View 9 VaimetDN.. NSSI =15=0PCUA-TEST-AM/.. haem true Bookean 1001030 - .
|10 Valmet DN NSSSwingINS=1:5=OPCUA-TEST-AM/ hatd 0 Float 1001030 | BrowseName 5. "OPCUA-TEST-AM
Adsress Space @x |11 Vaimet DN.. NSSSuingINS«1S«OPCUA-TEST-AM/MA th &0 Float 1001027 | DisplayName ~, "OPCUA-TEST-AM*
p 12 Vaimet DN... NSSISwri =15=0PCUA-TEST-AM/.. hha 0 Uint16 1001029 Dexcription -
D Mo Ngpight T 13 VaimetON.. NSSSuingINS=1S«=OPCUA-TEST-AM/_. hhed 0 Float 1001028 "
© Root Al |14 VaimetDN.. NS «15«OPCUA-TEST-AM/_.. hid 0 Float 1001028 | WriteMask 0
15 Vaimet DN.. NSSIS¥ingINS=15=OPCUA-TEST-AM/.. hyst 1 Float 1001029 | yserWriteMask 0
v O Objects 16 Vaimet ON.. NSSS&ingINS=1S~OPCUA-TEST-AMA 1 (] F 1 . Arrayi]
> © Alisses 17 Vaimet DN.. NSSSwingINS«1.S«OPCUA-TEST-AM/la 1a 0 Uint16 1001029 ype Arrayl
> @ AlColectedE vents 18 VaimetDN.. NS 15=0PCUA-TEST-AM/L. lamask 0 Uint16 1001030 | v [0} RolePermissionType
19 Vaimet DN.. NSSS&ingINS 15 +OPCUA-TEST-AM/L. Llaem true Bcolean 1001030 > Roleld = 15644 [WellK nownRole_Anonymous)
» & DeviceSet 20 Vaimet DN.. NSSSwingINS=1.S=OPCUA-TEST-AM/L. laad 0 Float 1001030
> & DeviceTopology 21 VaimetDN.. NSS5uingINS=1.S=OPCUA-TEST-AMM ¥ 0 Float 1001028 Browse, Read
S e e 2 umon Wmmmenom I . : - I
' Vaimet DN. inGINS = 1.5 = TEST-AM/L. Mg loat
> & NetworkSet Valmet ON.. N 15=OPCUA-TEST-AM/L. 0 Float 1001028 RiNchd I s Ao o
> & Server 25  VaimetDN.. NSSiStingINS«1.S+OPCUA-TEST-AM/_. out $ Float 1001028 Browse, Read, )
o OHA 2% VametDN. N =15=0PCUA-TEST-AM/m 0 Uint16 1001029 | v [2) RolePermissionType
Serverd; 27 VaimetDN.. NSSSwingINS=15=OPCUA-TEST-AM-.. Detevtion String 1003101 ) 15680 IWel o )
v QO DNA 28 VaimetDN.. N «15«OPCUA-TEST-AM-_. EURange Double click to display value ExtensionObject - Range 1003101 Roleld bo IKnownRole_Operator]
v © AP4O 29 ValmetDN.. NSSISwingINS=15=0OPCUA-TEST-AM-.. EngineeringUnits Dowbile chick to display value ExtensionObject - EUinform... 10:03:10.1 Browse, Read, Write, Read
vOpr v 3 RolePermissionType v
v & OPCUA-TEST-AM < 2
> @ OPCUA-TEST-AM/av References o x
o Ly 3 TR °
pos Vviale
an Reference Target DisplayName a
@ fmask HasTypeDe.. BaseObjectType
an HasCompo... hyst
@n HasCompo.. wn
@ hamask HasCompo.. hh
@ harm HasCompo.. h
a hatd HasCompo... |
@ hh HasCompo.. W
@ e HasCompo... out
@ hntd HasCompo.. hha
@ hd HasCompo.. ha
@ wynt HasCompo... 1
L A HasCompo... B
L HasCompo... fa
@ lamask HasCompo... harm
@ larm HasCompo... larm
© latd HasCompo... hatd
an HasCompo... laad
@ HasCompo... adu
@ g HasCompo... fmask
@ d HasCompo... hamask
aon HasCompo... lamask
@ un < > HasCompo... hhed
w3 APRY o HasComoo... hid d
Log . x
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Testing: Aggregator address space cloned from DNA INFO Server

NOTE: Nodeld is changed to DNA according the variable name
Original opaque nodeld is hex based string (hard to remember & configure)

Project @ X Dota Access View  History Trend View  Event View  Server Diagnostics View ©  Anrdutes LR
v [ Project . Server Node Id Display Name Value Datatype weeTimd 2 o B @ )
v [ Servers 1 ValmetDN.. NS6IStingl6TCO1-AMODY:av Meaturement 402857 Float 2432700 | Atvribute Valoe ]
Valmet DNA Aggregate Server
v ’?)ocumen: v Nodeld nsefs=&TCO1-AMOO v
B Data Access View Namespacelndex 6
B History Trend View IdentfierType String
B Evernt View IGenttier &TCO1-AMOOY:av
B Server Diagnostics View NodeClass Vanable
BrowseName 6, "Measurement”
Address Space ax DisplayName =, "Measurement”
D e Hgpighe - Dexription . “server o s 20 s AMAAAAEAAAARE W/
& ProcessorTime(3) ~ WriteM ask 0
& ProcessorTimencuds UserWriteMask 0
& ProcessorTimepcsift v RolePermissions RolePermissionType Array(6)
& SQUNUX-DOSX1Fint v o} RolePermissionType
& SQUNUX-DOSX1Fin2 1 Rolelg i=15644 [WellKnownRole _Ancaymous]
& SQUNUX-DOSX1Fin2 2 _Permom Browse, ReadRolePermissions, Read
& SQUNUX-DOSX2Fint v RolePermisponType
& SQUINUX-DOSX2Fin2_1 > Roleld = 15656 [WellKnownRole_AuthenticatedU:
& SQUNUX-DOSX2Fin2 2 Permasions Browse, ReadRolePermissons, Read, Read!
& SefectionOut! . v 2 RolePermisuonType
& SelectionOu2 Roleld i= 15680 [WellKnownRole_Operator)
& SelectionOut3 Permasions Browse, ReadRolePermissions, Read, Write
& SelectionOutd v 3 RolePermissionType ~
& TAS-AMIme < >
& TASPID I me Rel %
& TAS-PIDYpos - = =
& TAS-PID13pa D || | | Forwerd °
& TC-PORTSANY Reference Target DisplayName
v & TCO1-AMOOTav HasTypeDe.. AnalogltemType
» B Measurement MasHistoric.. MA Configuration
& TCO1T-AMO02:av HasProperty Defiibon
& TCO1-AMOOZ:av MasProperty EURange
& TCO1-AMOOL:av HasProperty  EngineeragUnits

& TCO1-AMO0G:av
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Testing: Address space — alarms in own server specific folder
All variables collected same way to own server specific folder & namespace

\Address Space Address Space & X
% | 1: urn:H7Q8Q13:DNA-Aggregate-Server |3 urn:server 1:H7Q8Q13.VSTAGE.CO: 26545/ v
(3 Root > & Server ~
v D Objects > [ Server0|Simulation

> () Aliases

v [2) AlicollectedEvents

v [) Server1|Objects

v ) H7Q8Q13.mshome.net > 14L016AC001/me
> @ acMyLevel ECB10DS202/av
> & ev:Mylevel ECB30DS001/av

> & Server ECB30DS002/av
> 2 Serverd|Simulation FCV-1103/av
> [ Serverl|Objects FI-1203K/av
> I Server?|Dataltems FI-1206K/av
> O Types HFD10AC001/av
> D Views
HKA10CP001/av
PDI-1226/av
PI-1329/av
€% | 2: urn:server0:H7Q8Q13.mshome.net: 53530/OPCU, v QI-3103/av
i) Root : QTI-1271/av
v [ Objects SIR-1268K/av
> [ Aliases SIR-1269/av

v [ AliCollectedEvents

v (2 H7Q8Q13.mshome.net
ac:Mylevel

> &% ev:Mylevel
&% Server
) Server0|Simulation
Counter

A~
.

Sinusoid

> 0 Square

> @ Triangle

ns=3;s=Counter
> [ Serverl|Objects
> [ Server2|Dataltems

> 12 Types

> [ Views
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TDI-1215KA/av

TDI-1515MN/av

TEST-AM/av

TI-1233/av

TI-1290/av

TI-1330/av

TI-1366/av

TI-1659/av

TIC-1302.2/me

Server2|Dataltems hd

>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
]

Address Space & X
€% 4 urn:server2:H7Q8Q13.mshome.net: 53530/OPCU, v

i) Root
v ) Objects
> 12 Aliases
v [ AllCollectedEvents
v [ H708Q13.mshome.net
> @ acMylevel
> & ev:Mylevel
&% Server
I Server|Simulation
[ Server1|Objects
|2 Server2|Dataltems
BooleanDataltem
ByteDataltem
ByteStringDataltem
DateTimeDataltem
Definition
Definition

{ vvyv
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[l Unified Automation U t
File ew Server Document Settings Help
) v ~
DgPBO #=°XKa D
Project & X Data Access View Event View Server Diagnostics View Server Diagnostics View-1 0
v [3 Project # Server Node Id Display Name Value Datatype source Timestamy Server Timestamp Statuscode
v B Servers 1 SimulationServer@H7Q8Q13 NS3|Numeric|1001 Counter 16 Double 18.57.29 18.57.29 Good
2, SimulationServer@H7Q8Q13 2 SimulationServer@H7Q8Q13 NS3[Numeric|1002 Random -0.7190085 Double 18.57.29 18.57.29 Good
% Valmet DNA Simulation S 3 SimulationServer@H7Q8Q13 NS5|String|FloatDataltem FloatDataltem 0 Float 18.46.25 18.56.16 Good
aim imulation Server 4 SimulationServer@H7Q8Q13 NS3|Ni 1001 Counter 16 Double 18.57.29 18.57.29 Good
Q Valmet DNA Aggregate Server 5 SimulationServer@H7Q8Q13 NS3|N ic|1002 Random -0.7190085 Double 18.57.29 18.57.29 Good
v [ Documents 6 SimulationServer@H7Q8Q13 NS3[N ic|1003 Sawtooth -04 Double 18.57.29 18.57.29 Good
. 7 SimulationServer@H7Q8Q13 NS3|N ic|1004 Sinusoid -0.4158235 Double 18.57.29 18.57.29 Good
B Data Access View 8 SimulationServer@H7Q8Q13 NS3|Numeric|1005 Square Double 18.57.28 18.57.28 Good
3 EventView 9 SimulationServer@H7Q8Q13 NS3[N ic|1006 Triangle -0.2666667 Double 18.57.29 18.57.29 Good
{3 Server Diagnostics View 10 Valmet DNA Simulation Server NS1[String|TEST-AM/av TEST-AM/av v Float 18.57.28 18.57.28 Good
n Valmet DNA Aggreqgate Server NS2|N 0 Counter 15 Double 18.57.28 18.57.28 Good
{3 Server Diagnostics View-1 12 Valmet DNA Aqgreqate Server NS2|N ic|1 Random -1.077334 Double 18.57.28 18.57.28 Good
13 Valmet DNA Aqgreqgate Server NS2|N icl2 Sawtooth -0.8 Double 18.57.28 18.57.28 Good
14 Valmet DNA Aqgregate Server NS2|N ic|3 Sinusoid -0.8134733 Double 18.57.28 18.57.28 Good
15 Valmet DNA Aqggreqgate Server INS2|N icld Square Double 18.57.28 18.57.28 Good
16 Valmet DNA Aqqreqate Server NS2|N ic|5 Triangle -0.5333333 Double 18.57.28 18.57.28 Good
17 Valmet DNA Aqgreqate Server NS2|N icl6 ns=3;s=Counter Null 18.56.16 18.56.16 Good
18 Valmet DNA Aqgregate Server NS3|Numeric|7 14L016AC001/me 5.38 Float 18.57.27 18.57.27 Good
‘Address Space & X |19 Valmet DNA Aqqgregate Server NS3|Numeric|8 ECB10DS202/av 717 Float 18.57.27 18.57.27 Good
5 [No Highlight - 20 Valmet DNA Aqgregate Server NS3|Numeric|9 ECB30DS001/av 27 Float 18.57.27 18.57.27 Good
£ ighlig 21 Valmet DNA Aqqreqate Server NS3|Numeric|10 ECB30DS002/av 747 Float 18.57.27 18.57.27 Good
) Root al|22 Valmet DNA Aqggregate Server NS3|Numeric|11 FCV-1103/av Al Float 18.57.27 18.57.27 Good
v © Obij 23 Valmet DNA Aqqgregate Server NS3|Numeric[12 FI-1203K/av 667 Float 18.57.27 18.57.27 Good
- jects 24 Valmet DNA Aqgreqgate Server NS3|Numeric|13 FI-1206K/av 776.3 Float 18.57.27 18.57.27 Good
> 2D Aliases 25 Valmet DNA Aqqreqate Server NS3|Numeric|14 HFD10AC001/av 2277 Float 18.57.27 18.57.27 Good
v [ AllCollectedEvents 26 Valmet DNA Aqgregate Server NSSINumeric 15 HKA10CPO01/av 774 Float 18.57.27 18.57.27 Good
- 27 Valmet DNA Aqgreqate Server NS3|Numeric|16 PDI-1226/av 776 Float 18.57.27 18.57.27 Good
v [ H7Q8Q13.mshomenet 28 Valmet DNA Aqgreqate Server NS3|Numeric|17 PI-1329/av n Float 18.57.27 18.57.27 Good
> @ acMylevel 29 Valmet DNA Aqgregate Server NS3|Numeric[18 Ql-3103/av 7 Float 18.57.27 18.57.27 Good
> & ev:MyLevel 30 Valmet DNA Aqgregate Server NS3|Numeric|[19 QT-1271/av 166 Float 18.57.27 18.57.27 Good
evivyLeve 31 Valmet DNA Aqgreqate Server NS3|Numeric|20 SIR-1268K/av 77 Float 18.57.27 18.57.27 Good
> & Server 32 Valmet DNA Aqqreqate Server NS3[Numeric|21 SIR-1269/av v Float 18.57.27 18.57.27 Good
v ) Server0|Simulation 33 Valmet DNA Aqgreqgate Server NS3|Numeric|22 TDI-1215KA/av 77 Float 18.57.27 18.57.27 Good
34 Valmet DNA Aqgregate Server NS3|Numeric|23 TDI-1515MN/av 77 Float 18.57.27 18.57.27 Good
> @ Counter 35  Valmet DNA Aqggregate Server NS3|Numeric|24 TEST-AM/av 66 Float 18.57.27 18.57.27 Good
> @@ Random 36 Valmet DNA Aqgregate Server NS3|Numeric|25 T-1233/av 566.8 Float 18.57.27 18.57.27 Good
> @ Sawtooth 37 Valmet DNA Aqgregate Server NS3|Numeric|26 TI-1290/av 7 Float 18.57.27 18.57.27 Good
N N 38 Valmet DNA Aqqgregate Server NS3|Numeric|27 T-1330/av 477 Float 18.57.27 18.57.27 Good
> @ Sinusoid 39 Valmet DNA Aqggreqate Server NS3|Numeric|28 TI-1366/av 217 Float 18.57.27 18.57.27 Good
> @ Square 40 Valmet DNA Aggregate Server NS3[Numeric|29 TI-1659/av 877 Float 18.57.27 18.57.27 Good
N Triangl 41 Valmet DNA Aqgregate Server NS3|Numeric|30 TIC-1302.2/me 6 Float 18.57.27 Good
rangle 42 Valmet DNA Aggregate Server NS4|N ic|31 BooleanDataltem true Boolean 18.56.14 Good
> ns=3;s=Counter 43 Valmet DNA Aqgregate Server NS4|N ic|32 ByteDataltem 0 Byte 18.56.15 Good
v D Server1|Objects 4 Valmet DNA Aqgreqgate Server INS4|N ic|33 ByteStringDatal... 00 ByteString 18.56.15 Good
45 Valmet DNA Aqgreqate Server INS4|N ic|34 DateTimeDatalt... 2021-06-01T15:... DateTime 18.56.15 Good
> @ 14L016AC001/me 46 Valmet DNA Aqgreqate Server NS4|Numeric|54 Definition est definition o... String 18.56.15 Good
> ECB10DS202/av 47 Valmet DNA Aqgregate Server NS4|N ic|53 Definition Test def .. String 18.56.15 Good
48 Valmet DNA Aqgregate Server NS4|N ic|51 Definition Test def String 18.56.15 Good
> @ ECB30DS001/av 49 Valmet DNA Aqreqate Server NS4[Numeric|55 Definition Test def ~ Sting 185615 Good
> ECB30DS002/av 50  Valmet DNA Aqgreqate Server NS4|N 50 Definition Test def .. String 18.56.15 Good
> @ FCV-1103/av 51  Valmet DNA Aqggreqate Server :::: :: 2 Definition Test defi String 18.56.15 Good
> @ R0 33 Valmet DNA Aagreqate Server NSdiNumende! Defimtion  Tot defintion . Stng 183615 Good
> @ FI-1206K/av 54  Valmet DNA Aqgregate Server NS4|N 56 Definition Test def .. String 18.56.15 Good
NS4IN h i i
@ HrDIACOUv Y T — T L —Y YT S m—)
> @ HKA10CP001/av 57  Valmet DNA Aqgreqate Server NS4|N |49 Definition Test def no... String 18.56.15 Good
> @ PDI-1226/av 58  Valmet DNA Aqareqate Server INS4IN 59 Definition Test definition o... Strina 18.56.15 Good ~
/ < >
> @ v

PI-1329/av
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Testing: Aggregator address space cloned from Siemens RFID reader
NOTE: Some of AutolD type structures are not supported => no DNA type available

Propa
v B Project
v [ Servers
2 Valmet DNA Aggregate Server
v B Documents
B Data Access View
B History Trend View
B Event View
B Server Diagnostics View

Address Space
O Mo Hgpight

Q Root
v (D Objects
> 1 Allases
> QO AlCollectedt vents
> & DeviceSet
> & DeviceTopology
> QD License status
> & NetworkSet
> & Server
> 3 ServerODNA
> 3 Server1)DA
v QO Server2iDeviceSet
v & DeviceSet
v & Readpoint_11
G AuvtoldModelVersion
@ Deviceinfo
@ Devicel ocationName
@ DeviceManual
@ DeviceName
@ DeviceRevision
@ DeviceStatus
@ HardwareRewision
& 10Data
@ LastScanData
@ Manufacturer
@ Model
@ RevisonCounter
& RuntimeParameters
@ SeriaiNumber
G SoftwareRevision
> & ServerCommands
> 2 Types
3 Views

15 9 December 2022

O@NON AW -

Vaimet DN...

Hestory Trend View Event View Sarver Diagnestics View

Node id
NSTIStringINS «41 « 6009
NSTIStingINS =41 =6010
NSTIStingINS =41 #6027

. NSTIStringINS =41 6001

NSTISUingINS =41 =6011

. NSTIStringINS =41 » 6002

NSTIStringINS =41 <6012
NSTIStingINS =41 =6003
NSTIStringINS =41« 6030

. NSTIStringINS =41 =6004

NSTISUinGINS =41 =6005

. NSTIStringINS =41 « 6006

NSTStringINS =41 =6007

. NSTIStingINS =41 =6008

NSTIStingINS =41 +6248

. NSTIStingINS =41 =7237

NSTISUInGINS =41 26234

. NSTIStringINS «41 6249

NSTIStrinGINS =41 26249-EnumStrings

. NSTISUInGINS =41 = 6261

NSTIStingINS =41 « 6262

. NSTISUINGING =41 26251

NSTISUInGINS =41 6252
NSTIStringINS «41 #6253
NSTISUingINS =41 26254
NSTIStringINS =41 »6258
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Display Name

AutoldModelVersion
Devicelnto

Devicel ocationName
DenceManusl

Value Datatype

100 String
Autol D imeqgration 10 Node'RED String
Tampere Sting
http//19216875.175/Default mwsi®page=16 String
Reacopoint_11 String

String
0 Ine32
1 Stng

String
“en-US", “Siemens AG* LocalizedText
“en-US”, "SIMATIC_RF 360R" LocalizedText
-1 Ine32
VPKNT65462 String
V01.00.00.00,02.12.01 String
false
viio String
0 Ulmt16
1 Ulmt32
Double click 10 valve LocalizedText
2022-10-28T07.23:33.459+00:00 | COMMON | Reade... | Sting
Date_Time ; Type ; Entry ; Command_Type; Readpoint... Stning

String

Stnng

String
0 Ine32

String

O anviutes LE]
weelim¢ & o & ® (]
1118055 2
1118055 Attribute Value
11:18055 | v Nodeld w13 NS &1 » 5002
1118055 amespacel
1118055 o —

1118055 identifierType  Swing

Il:!%.‘; Identfier NS =il 5002

"

Nagges | NoceClass Obyect .

2402117 BrowseName 7, "Read_point_1

2402197 DisplayName =, Readpone 11°

1118055 - e

1118055 | Dexription ’

1118055 WriteM ask 4]

11118055

yiapon ol o UomwihcMak S T

1118055 ¥ ol e Type Arrayl6]

1118055 | v [0 RolePermissionType

Lo > Roleld 1215644 [WellKnownRole_Anomymous)
1118055 Permissicns  Browse, ReadRolePermissions, Read
1118055 v (1 RolePermissionType

Lo > Roleld 115656 (WellKnownRole_AuthenticatedUser]
11118055 Permasions  Browse, ReadRolePermissions, Read, ReadH iston
1M18055 | v 2 RolePermissionType

> Roleld 1=15680 [WellKnownRole_Operator]
Permissions  Browse, ReadRolePermissions, Read, Write, Read
v 3l RolePermissionType v
References LE]
G A @ e - °
Reference Taeget DisplayName

HasTypeDe.. BaseObjectType
HasCompo.. AutoldModelVersion
HasCompo.. Deviceinfo
HasCompo.. Dewvicel ocationName
HasCompo.. DeviceManual
HasCompo.. DeviceName
HasCompo.. DeviceRevision
HasCompo.. HardwareRevision
HasCompo.. Manufacturer
HasCompo.. Model

HasCompo.. RevisionCounter
HasCompo.. SerialNumber
HasCompo.. SoftwareRevision
HasCompo.. DewiceStatus
Organizes  10Data
HasCompo.. LastScanData

Org B D, s
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Testing: Basic functionality
Clone address space (not Views/Methods/Types, only configured part of the address space)

DNA-OPCUA-SERVER: ns=1;s=DNA hierarchy cloned

Project 8 x
4 1 Project
4 [3 Servers
Kb Valmet DNA Aggregate Server
2, DNA-OPCUA-Server
O SimulationServer
4 [3 Documents
[3 Data Access View
Address Space & X
3 [No Highlight .
[ Root A
4 [2) Objects
b ) Alarms
4 3 DNA
4 3 ppP01
4 D pr
> & 1HNA10CQO01
b & 25LIC-100
> & 724PC-7014
b & 82PIZ-24014
> & 82PIZ-44015
> & 82PIZ-44016
3 G8QC13P002XH04
b @ G8QC13P002XH04 [
3 G8QC13P003XHO4
3 G8QC13P003XHO4
b @ G8QC13PO04XHO4
> G8QC13P004XHO4
b & M3-TANKI-MTR1
b &% M3-TANK1-MTR2
b & M3-TANK2-MTR1
b &% M3-TANK3-MTR1
b & M3-TANK4-MTR1
b & M3-TANK5-MTR1
3 MA-2-MEAS.RS_AL
b @ MA-2-MEASRS_AL
b % TABLETEST2_ANA444
b & TABLETEST2_BINS
b &% TABLETEST2_BNE3
b & TABLETEST2_CHA33
b % TABLETEST2_CHA333 o
16 9 December 2022

© Valmet

Project

4 [ Project
4 [3 Servers

% Valmet DNA Aggregate Server
2, DNA-OPCUA-Server
@ SimulationServer
4 [3 Documents
[ Data Access View

Address Space

2 [No tighiight

12 Root
4 ) Objects
b & Server
4 (2 Server0]DNA
4 3 opP01
4 @ pr
> & THNA10CQO01
& 25LIC-100
& 724PC-7014
& 82pIZ-44014
& 82PIZ-44015
& 82PIZ-44016
&% M3-TANK1-MTR1
&% M3-TANK1-MTR2
& M3-TANK2-MTR1
& M3-TANK3-MTR1
&% M3-TANK4-MTR1
&% M3-TANK5-MTR1
&% TABLETEST2_ANA444
&% TABLETEST2_BINS
&% TABLETEST2_BNE3
&% TABLETEST2_CHA33
&% TABLETEST2_CHA333
&% TABLETEST3_ANA444
&% TABLETEST3_CHA33
&% TABLETEST3_CHA333
&% TABLETEST_ANA44
&% TABLETEST_ANA444
&% TABLETEST_ANAG
&% TABLETEST_BINS
b @ elem

MY VY YTV YYYVYVYVYYYYYYYYYYw

| Mika Karaila / OPC UA Aggregation server

Prosys UA Simulation Server: ns=5;5s=85/0:Simulation hierarchy cloned

o 8 x aroject 8 x
4 [3 Project 4 [3 Project
4 3 Servers 4 [3 Servers
{2y Valmet DNA Aggregate Server {2} Valmet DNA Aggregate Server
12, DNA-OPCUA-Server () DNA-OPCUA-Server
2, SimulationServer [y SimulationServer
4 [ Documents 4 [3 Documents
[3 Data Access View [0 Data Access View
Address Space g X address Space g x
3 [No Highight - o |No Highlight -
2 Root [ Root
4 (2 Objects 4 [2) Objects
b [ MyBigNodeManager b & Server
3 D MyObjects [} Server0|DNA /
b [ NonUaNodeComplianceTest 4 |2 Serverl|Simulation
b % Server Counterl
D Expression
Counterl Expressionl
Expressionl Random1
Random1 Sawtooth1
Sawtooth Sinusoid1
b @ Sinusoidl S
quarel
b @ Squarel Trianglel
b @ Trianglel nenge
| Iriang VariableLinks
b 2 StaticData .
VariableNames
b 2 Types
b 2 Views

Address space folder:
Server index + Cloned hierarchy name
Description contains server endpoint

Attribute Value
4 Nodeld ns=3;i=1000
Namespacelndex 3
IdentifierType  Numeric
Identifier 1000
NodeClass Object
BrowseName 3, "Server[Simulation”
DisplayName **, *Serverl|Simulation”
[Description ™", “opc.tcp://C2017DEMO:53530/0PC
WriteMask 0
UserWriteMask 0
4 RolePermissions RolePermissionType Array(5]
4 [0] RolePermissionType
b Roleld i=15644 [WellKnownRole_Anonymous]
Permissions  Browse, ReadRolePermissions, Read
an RolePermissionType
b Roleld i=15656 [WellKnownRole_AuthenticatedUser]
Permissions  Browse, ReadRolePermissions, Read, ReadHistory
42 RolePermissionType
b Roleld i=15680 [WellknownRole_Operator]
Permissions  Browse, ReadRolePermissions, Read, Write, ReadHistory
413 RolePermissionType
b Roleld i=15716 [WellnownRole_ConfigureAdmin]
Permissions  Browse, 3 3 g, Read, Writ
4 RolePermissionType
b Roleld i=15704 [WellKnownRole_SecurityAdmin]
Permissions  Browse, issions, i it issions, WriteHistorizing, Read, Wit
4 UserRolePermissions RolePermissionType Array[1]
400 RolePermissionType
b Roleld i=15644 [WellKnownRole_Anonymous]
Permissions  Browse, ReadRolePermissions, Read
AccessRestrictions  None
EventNotifier None
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Testing: Basic functionality
Address space structure/hierarchy: Folders & Objects

* Prosys UA Simulation server variables:

Data Access View ‘ 0
z Server Node Id Display Name Value Datatype source Timestamg Server Timestamg Statusco
1 Valmet DNA Aq... NS3|String|ns=5;s=Counterl iCounter] :42 Int32 2022-03-31T06:... 2022-03-31T06:... Good
2 Valmet DNA Aq... NS3|String|ns=5;s=Expressionl Expressionl 1.99999936187 Double 2022-03-31T06:... 2022-03-31T06:... Good
3 Valmet DNA Aq... NS3|String|ns=5;s=Random1 Random1 0.691233637362 Double 2022-03-31706:... 2022-03-31T06:... Good
4 Valmet DNA Aqg... NS3|String|ns=5;s=Sawtooth1 Sawtoothl 0 Double 2022-03-31T06:... 2022-03-31T06:... Good
5 Valmet DNA Aqg... NS3|String|ns=5;s=Sinusoid1 Sinusoid1 -6.38133827377... Double 2022-03-31T06:... 2022-03-31T06:... Good
6 Valmet DNA Ag... NS3|String|ns=5;s=Squarel Squarel =7 Double 2022-03-31T06:... 2022-03-31T06:... Good
7 Valmet DNA Aq... NS3|String|ns=5;s=Trianglel Trianglel -4,06248611925... Double 2022-03-31706:... 2022-03-31T06:... Good
8 SimulationServer NS5|String|Counterl Counterl 43 Int32 2022-03-31T06:... 2022-03-31T06:... Good
g SimulationServer NS5|String|Expressionl Expression1 2.8158228538 Double 2022-03-31T06:... 2022-03-31T06:... Good
10 SimulationServer NS5|String|Random1 Random1 0.869825432848 Double 2022-03-31T06:... 2022-03-31T06:... Good
11 SimulationServer NS5|String|Sawtooth1 Sawtoothl 0.39999961853 Double 2022-03-31T06:... 2022-03-31T06:... Good
12 SimulationServer NS5|String|Sinusoid1 Sinusoid1 0.415823235265 Double 2022-03-31T06:... 2022-03-31T06:... Good
13 SimulationServer NS5|String|Squarel Squarel -2 Double 2022-03-31T06:... 2022-03-31T06:... Good
14 SimulationServer NS5|String|Trianglel Trianglel 0.266666571403  Double 2022-03-31T06:... 2022-03-31T06:... Good
Address Space & X
5 [No vighiiht

b @ Sample Instrument Int32Analogltem
b @ Ulnt16Analogltem
b @ Uint32Analogltem
b @ Ulinté4Analogltem

:
* Deep folder / parent object: e
N (2 DeepFolder

4 & DeepObjectdl
4 & DeepObject02
4 & DeepObject03
4 & DeepObjectd4
4 & DeepObjectds
4 & DeepObject0s
4 & DeepObjectd7
4 & DeepObject0s
4 & DeepObject09
4 & DeepObject10
4 & DeepObject11
4 & DeepObject12
4 % DeepObject13
4 & DeepObjectl4
4 & DeepObject1s
4 & DeepObjectl

N

4 & DeepObject17
4 & DeepObject18
4 & DeepObject19

~

& DeepObject20

b D MultiStateltems

b [ StaticArrayVariables
b [ StaticVariables
=]

4 [0 TwoStateDiscreteltem

@ FalseState
@ TrueState

17 9 December 2022 © Valmet | Mika Karaila / OPC UA Aggregation server
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Testing: Basic functionality
Variables: Value & Statuscode

* DNA-OPCUA-Server variables: Set original Statuscode to aggregate server

Data Access View = Server Node 1 Display Name Value Datatype Source Timestamp Server Timestamp Statuscode
| < DA Aqareaste 8 cases S oo Tor T ae oo

2 Server Node Id Display Name Value Datatype jource Timestamp Server Timestamg Statuscode | EELS)E%E regates. et 03311080347 3 ig% 32%% o
1 DNA-OPCUA-Server NS1[String|G8QC13P002XH04 G8QC13PO02XH... 0 Ulnt16 2022-03-31T 2022-03-31706:... BadNotConnected | imet DNA Agareaste = it Rt
2 DNA-OPCUA-Server NS1String|pr-G8QC 13P002XH04 GBQC13PO02XH... false Boolean 2022-03-31TH 2022-03-31T06:... Good I e DN Addreame et e
3 DNA-OPCUA-Server NS1[String|pr-G8QC 13P003XH04 G8QC13PO03XH... false Boolean 2022-03-31TH 2022-03-31T06:... Good o VameBNARIIeaes: e S Stean E e
4 DNA-OPCUA-Server NS1|String|G8QC13P0D3XH04 G8QC13PO03XH... 0 Ulnt16 2022-03-31T 2022-03-31706:... BadNotConnected | VmeBNAAImE i e Toesiiis e
5 DNA-OPCUA-Server NS1[String|pr-G8QC 13PO04XH04 GBQC13PO04XH... false Boolean 2022-03-31TH 2022-03-31T06:... Good (B 2 Hoees A
6  DNA-OPCUA-Server NS1|String|G8QC13P004XH04 G8QC13PO04XH... 0 Ulnt16 2022-03-31T 2022-03-31T06:... BadNotConnected } imct BNA Adarcasie 5 o i o
7 DNA-OPCUA-Server NS1[String|MA-2-MEAS.RS_AL MA-2-MEAS.RS... 0 Ulnt16 2022-03-31T 2022-03-31706:... BadNotConnected ‘ ime BNA Adarcasie 5 st oo A
8  DNA-OPCUA-Server NS1|Stri MA-2-MEAS.RS_AL MA-2-MEAS.RS... false Boolean 2022-03-31T 2022-03-31T0¢ Good I imet DNA Addredate S fi ooican Tos0aT33Te <o
9 DNA-OPCUA-Server NS1[String[TEST_ANA TEST_ANA 2.64569 Float 2022-03-31T 2022-03-31706:... BadDeviceFailure | imet BNA Adreaaie & e e s G
10 DNA-OPCUA-Server NS1|String| TEST_ANAEV TEST_ANAEV 0 Float 2088-01-01Tt 2022-03-31T0! UncertainInitialValue | et DAYt = e ==
11 DNA-OPCUA-Server NS1String|pr-TEST_BIN TESTBIN false Boolean 2022-03-31TH 2022-03-31T06:... Good | imet DA AdGredate <. loxe Tosiiiier  goo
12 DNA-OPCUA-Server NS1[String|TEST_BIN TEST_BIN ] Ulnt16 2022-03-31TH 2022-03-31T06:... Good | i Do AdTete o o=, Tsbser G
13 DNA-OPCUA-Server NS1[String|pr-TEST_BINEV TEST_BINEV false Boolean 2022-03-31TH 2022-03-31T06:... Good i it DNA Aareaete S e Tega o
14 DNA-OPCUA-Server NS1|String|TEST_BINEV TEST_BINEV ] Ulnt16 2021-11-15TH 2022-03-31T06:... Good | imes DA Adareacte S o0 ox TS oo
15 DNA-OPCUA-Server NS1[String|TEST_FAILS TEST_FAILS 0 Ulnt16 2022-03-31TH 2022-03-31706:... Good I e BNA Adeaie e = T o
16 DNA-OPCUA-Server NS1[String|TEST_INT16 TEST_INT16 0 Int16 2022-03-31TH 2022-03-31T06:... Good | It BNA Adreante ] 5 Toeoirin: &
17 DNA-OPCUA-Server NS1[String|TEST_INT32 TEST_INT32 0 Int32 2022-03-31TH 2022-03-31706:.. Good i et DA Adreaie B e TERinE o
18 DNA-OPCUA-Server NS1(String|TEST_INTS TEST_INT8 [} SByte 2022-03-31TH 2022-03-31T06:... Good i Imet ShA Adarease 8 s o i oo
19 DNA-OPCUA-Server NS1[String[TEST_INTL TEST_INTL 59 Int32 2022-03-31TH 2022-03-31T06:... Good i imt BHA Asarcanis %100 o fose
20 DNA-OPCUA-Server NS1[String[TEST_INTLEV TESTINTLEV 0 Int32 2088-01-01TH 2022-03-31T06:... UncertaininitialValue i Imes BNA Addreaate - o Bte ot
21 DNA-OPCUA-Server NS1[String|[TEST_INTS TEST_INTS 0 Int16 2022-03-31TH 2022-03-31T0 ood I imet BNA Agreantc e el TR
22 DNA-OPCUA-Server NS1|String| TEST_INTSEV TEST_INTSEV 0 Int16 2088-01-01T( 2022-03-31T0 UncertainlnitialValue I imet DNA Adaregate S tost TOB03:47.3387 oo
23 DNA-OPCUA-Server NS1[String[TEST_UNS16 TESTUNS16 0 Ulnt16 2022-03-31TH 2022-03-31701 i Imes DA Adaredate . colcen e
24 DNA-OPCUA-Server NS1[String[TEST_UNS32 TEST_UNS32 0 Ulnt32 2022-03-31TH 2022-03-31T06:... Good I imes DNA AdGrecane Uincie Tomoarsies oo
25 DNA-OPCUA-Server NS1[String|TEST_UNSS TEST_UNS8 0 Byte 2022-03-31TH 2022-03-31706:.. Good | imes DA Agareaaie < — E i o
26 DNA-OPCUA-Server NS1[String|pr-TOSI-FSA-0519 TOSIFSA-0519  false Boolean 2022-03-31TH 2022-03-31T06:... Good I imet DA Agareanie : = B Rl A
27 DNA-OPCUA-Server NS1[String|TOSI-FSA-0519 TOSI-FSA-0519 0 Ulnt16 2022-03-31TH 2022-03-31T06:... Good I e BNA Adreaie i Tenirin: &
28 DNA-OPCUA-Server NS1String|pr-TOSI-FSA-0520 TOSI-FSA-0520  false Boolean 2022-03-31TH 2022-03-31T06:... Good | et DA Adreaais - 87 ozt Dol g H E RE '
29 DNA-OPCUA-Server NS1[String|TOSI-FSA-0520 TOSI-FSA-0520 0 Ulnt16 2022-03-31TH 2022-03-31T06:... Good ‘ et BN Boorsate e ORIRAIIAL e =
30 DNA-OPCUA-Server NS1[String|TOSI-LCS-0084-con TOSI-LCS-0084/... 42.1264 Float 2022-03-31TH 2022-03-31T06:... Good
31  DNA-OPCUA-Server INS1|String|TOSI-LCS-0084-ma TOSI-LCS-0084/... true Boolean 2022-03-31TH 2022-03-31T0¢ Good Data Access View
32 DNA-OPCUA-Server NS1[String|TOSI-LCS-0084-me TOSI-LCS-0084/... 53.3726 Float 2022-03-31TH 2022-03-31T06:... Good - - -
33 DNA-OPCUA-Server NS1[String|TOSI-LCS-0084-wdd TOSI-LCS-0084/... 0 Ulnt32 2022-03-31TH 2022-03-31706:... Good * Server Nede Id Display Name Value Datatype Source Timestamp Server Timestamp Statuscode
34  DNA-OPCUA-Server NS1|String|TOSI-LCS-0084/actconb actconb 32 Uint16 2022-03-31T 2022-03-31T0! BadNoData 1 Valmet DNA Aggregat 1:s=TEST_ANA g 2.64569 Float 2022-03-31706:09:44.5867 2022-03-31T06:30:49.978Z BadDeviceFailure
35 DNA-OPCUA-Server NS1|String|TOSI-LCS-0084/aftfc aftfc 1 Byte 2022-03-31TH 2022-03-31706:.. Good 2 Valmet DNA Aqgrega 2 1 TAl 0 Float 088-01-01T00:00:00.000Z  2022-03-31T06:30:49.978Z  UncertaininitialValue
36 DNA-OPCUA-Server NS1|String|TOSI-LCS-0084/aftfm aftfm false Boolean 2022-03-31T 2022-03-31T06:.. Good S omet DNAAdarod 2 . joet® o oo
37  DNA-OPCUA-Server NS1[String|TOSI-LCS-0084/ahys ahys 1 Float 2022-03-31T 2022-03-31T06:.. Good S Valmet DNA Aqqreas S 0 Shyte 443877 130.40.0787 Good
38 DNA-OPCUA-Server NS1[String|TOSI-LCS-0084/amc amc 1 Ulnt16 2022-03-31TH 2022-03-31T06:... Good 5 Vaimet ; 0 Unti6 03-31T06:00:44.6367 1499787 Good
39 DNA-OPCUA-Server NS1(String|TOSI-LCS-0084/bias bias 0 Float 2022-03-31TH 2022-03-31706:.. Good 7 ValmetDNA Uint32 2022-03-31T06:09:44.667Z  2022-03-31T06:30:49.978Z  Good
40 DNA-OPCUA-Server NS1[String|TOSI-LCS-0084/chal chal true Boolean 2022-03-31TH 2022-03-31T06:... Good 8 Valmet DNA Byte 2022-03-31T06:09:44.667Z  2022-03-31T06:30:49.978Z  Good
41 DNA-OPCUA-Server NS1|String|TOSI-LCS-0084/cha2 cha2 false Boolean 2022-03-31T 2022-03-31T0! Good ? Yelmet DNA Float 2022-03-31T0 560 2022-03-31T06: 1z Good
42 DNA-OPCUA-Server NS1[String|TOSI-LCS-0084/cha3 cha3 false Boolean 2022-03-31T05:... 2022-03-31T06:... Good T e e R oo
43 DNA-OPCUA-Server NS1[String|TOSI-LCS-0084/cmode cmode 6 Byte 2022-03-31TH 2022-03-31706:.. Good 12 Valmet DNA A Uint32 2022-03-31703:09.32.0002 £ 87 Good
44 DNA-OPCUA-Server NS1|String|TOSI-LCS-0084/coau coau false Boolean 2022-03-31T 2022-03-31T0¢ Good 13 ValmetDNA . actconb Uint16 2022-03-31T0¢ 687Z  2022-03-31T06:30:49.978Z BadNoData
45  DNA-OPCUA-Server NS1|String|TOSI-LCS-0084/coh coh 100 Float 2022-03-31T 2022-03-31T0¢ Good 14 Valmet DNA Aggregate S... Ni aftfc Byte 2022-03-31706:09:44.687Z  2022-03-31T06:30:49.978Z Good
46 DNA-OPCUA-Server NS1|String|TOSI-LCS-0084/coha coha 0 Ulnt16 2022-03-31TH 2022-03-31T0! Good 15 Valmet DNA Aqggreqgate S.. :: : 1;5=TOSI-LCS: aftfm false Boolean 2022-03-31T06:09:44.687Z 2022-03-31706:30:49.978Z Good
47 DNA-OPCUA-Server NS1{String|TOSI-LCS-0084/ col col 0 Float 2022-03-31705:... 2022-03-31T06... Good e gt L s A i I L
A5 EIDNASORCUR Server NS1[String[TOSI-LCS-0084/cola cola 0 Uint16 2022-03-31705:...  2022-03-31T06.... Good 18 DNA-OPCUA-Server ~ NSTIStinalTEST ANA TEST_ANA 264569 Float 2022-03-31T0632:12.690Z  BadDeviceRsilure
49 DNA-OPCUA-Server NS1[String|TOSI-LCS-0084/colma colma 100 Float 2022-03-31TH 2022-03-31706:.. Good 19 DNA-OPCUA-Server NST[String[TEST ANAEV TESTANAEY 0 Float 2020-03-31T0632126917  UncertaininttialValue
50  DNA-OPCUA-Server NS1|String|TOSI-LCS-0084/colmasta colmasta 0 Ulnt16 2022-03-31Tt 2022-03-31T0! Good 20 DNA-OPCUA-Server NS1[String[TEST_INT16 TEST_INT16 0 Int16 Good
51  DNA-OPCUA-Server NS1[String|TOSI-LCS-0084/colmi colmi 0 Float 2022-03-31TH 2022-03-31706:.. Good 21 DNA-OPCUAServer NSiSting| TEST_INTS2 TN 0 [ 2020-03 311060944 5672 Good
52 DNA-OPCUA-Server NS1(String|TOSI-LCS-0084/colmista colmista [} Ulnt16 2022-03-31TH 2022-03-31T06:... Good : e | | o e E i
53 DNA-OPCUA-Server NS1{String|TOSI-LCS-0084/coma coma 100 Float 2022-03-31705:... 2022-03-31T06... Good A e e T NS LI - G S Sood
54  DNA-OPCUA-Server NS1[String|TOSI-LCS-0084/comi comi (] Float 2022-03-31TH 2022-03-31T06:... Good 25 DNA-OPCUA-erver NS1[String[TEST UNSE. TESTUNS? 0 Byte 116377 Good
55  DNA-OPCUA-Server NS1|String| TOSI-LCS-0084/con con 42,1264 Float 2022-03-31T( 2022-03-3170¢ Good 26 DNA-OPCUA-Server NS1[String|TOSI-LCS-0084-con TOSIFLCS-0084/... 443312 Float 3 20,5712 Good
56  DNA-OPCUA-Server NS1|String|TOSI-LCS-0084/conb conb 2201 Float 2022-03-31TH 2022-03-31T06:... Good 27 DNA-OPCUA-Server NS1[String|TOSI-LCS-0084-ma TOSI-LCS-0084/... true Boolean 2022- 55,1542 Good
57  DNA-OPCUA-Server NS1|String|TOSI-LCS-0084/conch conch 1 Float 2022-03-31TH 2022-03-31706:... Good R R NS1[String|TOSI-LCS-0084-me TOSI-LCS-0084y... 50.2338 Float 205712 Good
58 DNA-OPCUA-Server NS1String|TOSI-LCS-0084/condir condir 1 SByte 2022-03-31T05:... 2022-03-31T06:.. Good e LT R R E— R 2 2o R —
59  DNA-OPCUA-Server NS1|String|TOSI-LCS-0084/deu deu false Boolean 2022-03-31TH 2022-03-31706:.. Good 31 DNA-OPCUA-Server NS1[Strina[TOSI-LCS-0084/ ftf e H Byte 2022-03-31T06:09:44.6872 Gaod
60  DNA-OPCUA-Server NS1(String|TOSI-LCS-0084/e e -3.37264 Float 2022-03-31TH 2022-03-31T06:... Good 32 DNA-OPCUA-Server NS1[String[TOSI-LC aftfm false Boolean 2022-03-31T06:09:44.667Z Good
61 DNA-OPCUA-Server INS1|String| TOSI-LCS-0084/eau eau false Boolean 2022-03-31TH 2022-03-31T0! Good 33 DNA-OPCUA-Server NS1|String|TOSI-LC: y: ahys 1 Float 2022-03-31T0¢ 6872 3-31706:: 3952 Good
62 DNA-OPCUA-Server INS1[String|TOSI-LCS-0084/eh eh 100 Float 2022-03-31T¢ 2022-03-31T0¢ Good 34 DNA-OPCUA-Server INS1|Str [TOSI-LC: amc 1 Ulnt16 2022-03-31706:09:44.687Z 2022-03-31T06:33:12.395Z Good
A DNA-OPCLIA-S NISTIStri ITOSI-1 CS-NNRA/eha eha n Uint1A 2022-03-21T¢ 2022-03-31T0N¢ Gond
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Testing: Basic functionality DA

Variables: Value & Statuscode, also SourceTimestamp cloning

* DNA-OPCUA-Server variables: SourceTimestamp
NOTE: ServerTimestamp generated always by server

* Write to aggregate variable => write to sub-server OK

Q) DNA-OPCUA-Server
4 1 Documents
{3 Data Access View

Address Space ® X
3 | 1: um:C2017DEMO:DNA-Aggregate-Server
[ Root
4 |2 Objects
b % Server
b [ ServerD]DNA
b [ Serverl|Simulation
b 2D Types
b 2 Views

19 9 December 2022 © Valmet | Mika Karaila / OPC UA Aggregation server

lProject & X | Data Access View
4 [ Project # Server Node Id Display Name Value Datatype source Timestamg Server Timestamp Statuscode
4 [3 Servers g... NS2|String|ns=1:s=TEST-AM/hh 2022-04-04T05:... 2022-04-04T05:... Good
{b Valmet DNA Aggregate Server 2 DNA-OPCUA-S... NS1[String|TEST-AM/hh hh 94 Float 2022-04-04T05:... 2022-04-04T05:... Good

Data Access View ‘
# Server Node Id Display Name Value Datatype Source Timestamp Server Timestamp Statuscode
1 Valmet DNA Aqggregate Server NS2|String|ns=1;s=TEST_ANAEV TEST_ANAEV 21, 2010-02-02705:04:03.020Z 2022-03-31T06:52:04.745Z Good
2 DNA-OPCUA-Server NS1|String| TEST_ANAEV TEST_ANAEV 213 Float 2010-02-02T05:04:03.020Z 2022-03-31T706:52:04.192Z Good
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Testing: Basic functionality DA
Variables: DNA tables

* DNA-OPCUA-Server tables: 1-dim, 2-dim and 3-dim with elem (values), faults and header

Data Access View

# Server

Valmet DNA Aqggregate Server NS2
Valmet DNA Aqggregate Server NS2
Valmet DNA Aqqreqate Server NS2
Valmet DNA Aqqgreqate Server NS2
Valmet DNA Aqqreqate Server NS2
Valmet DNA Aqqgreqate Server NS2
Valmet DNA Aqqgreqate Server NS2
Valmet DNA Aqqgreqate Server NS2
Valmet DNA Aqqreqate Server NS2
10 Valmet DNA Aqggreqate Server NS2
11 Valmet DNA Aqggreqate Server NS2
12 Valmet DNA Aggregate Server NS2
Valmet DNA Aggreg
14 Valmet DNA Aqggreqgate Server

WO 00~ O L s R =

DNA ana_444 elem with values and faults with fault bits:

Name Value =

4 Float Matrix{16]161(16] [=]
[oJfolfo] o
[oJolrn
[oli0121
[olrol31
[ol[01[4]
[olrols1
[ol[ol[6]
[oJi0171
[oJ{ole]
[oJiols]
[oJio1r101
[oJoir111
[o1[0]012]
[olro1r131
[ol[o1r14]
[olro1r1s]
[ono1
oy
[o)n21
(010131
(0101141
[o1n1sl

0111161

POOOOOOO0OO000000000OoO

v

String
String
String

Node Id

ns=1;s=TABLETEST2_ANA444/elem
ns=1;s=TABLETEST2_ANA444/faults
ns=1;s=TABLETEST2_ANA444/header/base

NS2|String|ns=1;

String|ns=1;s=TABLETEST2_ANA444/header/dataid
String|ns=1;s=TABLETEST2_ANA444/header/dim
String|ns=1;s=TABLETEST2_ANA444/header/elemtype
String|ns=1;s=TABLETEST2_ANA444/header/fails
String|ns=1;s=TABLETEST2_ANA444/header/interval
String|ns=1;s=TABLETEST2_ANA444/header/mode
String|ns=1;s=TABLETEST2_ANA444/header/size
String|ns=1;s=TABLETEST2_ANA444/header/time
String|ns=1:s=TABLETEST _CHA7/elem

i =TABLETEST CHA33/elem
=TABLETEST_CHA333/elem

Name Value o

4 Uint16 Matrix{ 16111611161 =
{oliolio}
folioli1
{olioli2l
0101131
00]14)
o1olts)
{ollolis]
{ollol7!
{oliolia]
{oliolis]
{olioltio}
oliolf11]
oiolf12}
10113
oiolf14]
{ollolt1s]
{ol1lio}
ol
o2l
o3
(o4
ois)
on1isl
o7
olis)

EEBEELLLLL08800666000088888

[onna 48
(o3 48
[ona 48
[onnsy 4
[o)2)[0] 48

Write Cancel

20 9 December 2022
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Display Name

elem
faults
base
dataid
dim
elemtype
fails
interval
mode
size
time
elem

elem

Datatype

Value
Double click to displ... Float
Double click to displ... Ulnt16
{1,1,1} Int32
0 Int32
{16,16,16} Int32
ana String
0 Ulnt16
0 Float
array String
{16,16,16} Int32
0 Ulnt16
test1 String

Double click to displ... String

DNA cha_ 33 and cha_333 as OPC UA string tables:

Name  Value

4 String Matrin(8]
(0] Rivil

Source Timestamp

2022-03-31T06:09:46.908Z
2022-03-31T06:09:47.371Z
2022-03-31706:09:47.409Z
2022-03-31706:28:42.482Z
2022-03-31706:28:42.482Z
2022-03-31706:28:42.481Z
2022-03-31706:28:42.481Z
2022-03-31706:28:42.482Z
2022-03-31706:28:42.481Z
2022-03-31706:28:42.482Z
2088-01-01T00:00:00.000Z
2022-03-31T06:57:32.295Z
2022-03-31T06:57:49.403Z
2022-03-31T06:09:44.721Z

Server Timestamp
2022-03-31T06:55:29.513Z
2022-03-31T06:55:35.860Z
2022-03-31T06:55:40.075Z
2022-03-31T06:55:41.040Z
2022-03-31T06:55:41.040Z
2022-03-31T06:55:41.040Z
2022-03-31T06:55:41.040Z
2022-03-31T06:55:41.040Z
2022-03-31T06:55:41.040Z
2022-03-31T06:55:41.040Z
2022-03-31T06:55:41.041Z
2022-03-31T06:57:33.076Z
2022-03-31T06:57:50.113Z
2022-03-31T06:56:32.307Z

Value
String Matrix[8](8]
[0][0] Rivi 1
[0][1] 12345678
[0][2]
[013]
[0][4]
[01(5]
[0]6]
[01[7]
[1][0]
(11011
[1][2]
[11(3]
[11(4]
[115]
[116]

e ][ oo

Good
Good
Good
Good
Good
Good
Good
Good
Good
Good
Good
Good

Good
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Testing: AnalogDataltem, TwoStateDiscrete, MultiStateDiscrete
Definition, EURange, EngineeringUnits, TwoState values and MultiState EnumStrings

:URange Double click to display value
:ngineeringUnits Double click to display value
-alseState " "False"
lrueState " "True"
Data Access View 0 Attrib numStrings Double click to display value
# Server Node Id Display Name Value 7 . Edit Val
. — . . it Value
1 Valmet DNA Ag... NS4|String|ns=5;s=ByteAnalogltem-Definition Definition Test definition of type Byte g | Attri
2 Valmet DNA Aq... NS4|String|ns=35;s=ByteAnalogltem-EURange EURange Double click to display value Nam Val
3 Valmet DNA Ag... NS4|String|ns=5;s=ByteAnalogltem-EngineeringUnits EngineeringUnits Double click to display value \E_ v P ame alue
4 Valmet DNA Ag... NS4|String|ns=5;s=TwoStateDiscreteltem-FalseState FalseState " "False" L v Range
5 Valmet DNA Ag... NS4|String|ns=5;s=TwoStateDiscreteltem-TrueState TrueState " "True" L L0 Low 0
6 Valmet DNA Ag... NS4|String|ns=35;s=MultiStateDiscreteltem-EnumStrings EnumStrings [ ) .
.,\é:,dnt Value High 100
Endi S Name Value
ngineernngunits N H Node Id Display Name Value Datatype source Timestamy Server Timestam,
FalseState | . Edit Value ( LocalizedText A"ay[4] NS2|String|ns=1;5=25HS-100-soff-FalseState FalseState Y Localizidt‘)fl;t zozz-o4-z7Ts1t3:.,.F 2022-04-27Ts1t3:.,,|= '
TrueState - [0] [STATET R = e S— o — e
EnumStrings Name Value / [1] |STATE2 NSZStinalnec e 2915-100 ved Enametings  Emumitrings Double cickto... LocaluedToq  2022-04 271105 2022-0427T130r |
. NSZIStr!nq ns=155325HS:100:s-'_ i Ei i Roubleclick(a... LocalizedText 2022:04:27T135.,. 2022:04:27T135.,. 1
v EUInformation [2] |STATE3 NSZIStrnines Le=25H5-100 m. Trvestate Truestate locliedlon 202204 27113 202206 27115 |
NamespaceUri http://www.example.com [3] |STATE4 NS Strmginec Foz23H5-100-16-TrucSate Trcsite Localiedlon  2095-D4-a7TTA, 2005-04 2713 |
Unitld -1 ] Edit Value [E3)
DisplayName en|tu Neme  Value
oo . 4 LocalizedText Array[13] [
Description  en|test units 0] NO FaULT
[1] |STATUS ON HAS BEEN LOST

[2] [STATUS OFF HAS BEEN LOST
[3] [TIME-TO-ON HAS BEEN EXCEEDED
[4] [TIME-TO-OFF HAS BEEN EXCEEDED
/ [5] [VALVE DOES NOT MOVE WHEN OPENED
[6] |[VALVE DOES NOT MOVE WHEN CLOSED
Valmet DNA State texts [ o At on
[8] [SOFF (STATUS OFF) IS FAULT
[9] |ONB (ON BACK) IS FAULTY
[10] |OFFB (OOFF BACK) IS FAULTY
[11] [FAULTY ON STATUS
[12] [FAULTY OFF STATUS
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Testing: Basic functionality A&C
OPC UA Alarms & Conditions

* Prosys UA Simulation server:
Events & Alarms same on both servers

9 December 2022
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Project

& X

4 (3 Project
4 [3 Servers
@ Valmet DNA Aggregate Server
2, DNA-OPCUA-Server
4 [ Documents
[3 Data Access View

Data Access View ] Event View |

Configuration

Server/Object

b Valmet DNA Aggregate Server / Server

[3 Event View
Events Alarms Event History
% <[4
A C Time Severity  Server/Object SourceName Message EventType Active
SEEEE ST ) 2 2022-04-04T06:.. [0 | Valmet DNA Ag... Server RefreshStartEve...
3 [No Highiight || A 2022-04-04T06:.. 500 | Valmet DNA Ag... 1:ac:MyLevel Fillstandalarm! ExclusiveLevelA... Active
) Root 2022-04-04T06:... [ 0 | Valmet DNA Ag... Server RefreshEndEven...
4 () Objects
3 \Q Server
b (2 ServerOlDNA oetsis ... |
b 2 Serverl|Objects
[ Types Name Value
b D Views
Project & X | Data Access View Event View
4 [3 Project
4 [3 Servers

2, Valmet DNA Aggregate Server
2, DNA-OPCUA-Server
% SimulationServer
4 [ Documents
[3 Data Access View
{3 Event View

Address Space

7 [No Highight

2 Root
4 [2) Objects
b ‘ Server
b [ ServerODNA

b [ Serverl|Objects
b 2 Types
b 2 Views

Configuration

Server/Object

b Valmet DNA Aggregate Server / Server
b SimulationServer / Server

Events

| Events | Alarms | EventHistory |

AL G W

A G Time Severity  Server/Object SourceName Message ConditionName  Active
A 2022-04-04706:... JB00 | SimulationServ.. MyLevel Fillstandalarm! Active
Name Value
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Testing: Basic functionality HA
OPC UA Historical Access: Trend data

. " ] A t A
* Prosys UA Simulation server: T —
- . B g proje ct & X Data Access View History Trend View Event View
HIStOFIZIng true N ”;;”;;im T . a
2 Simul e@H78Q13 | [Sever  DisplayNeme  Nodeld  Color ® Single Update O Cydic Update
v 3 Docum e [String] e Start T m
B e e |
ddddddd pace [250 ]
43 No Highlight v pdate | Start
: CLT. =
* Aggregate server will read trend data e (W
& Server
. . © Serverd[MyObjects
from the original sub-server B

* Clone other parameters with values and
initialize them with correct values | 0 u U u W | w "
(like StartOfArchive, Description etc.) ]

0
T T T
& §¥ & & 4
o & & &

Se ) Hp ) S5
A S0 S O o o
'v,\gp VP V& V¥ Vs
eeeeeeeeeeeeee
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Testing: Aggregator reading HA trend from DNA INFO Server

Time span: Up to 2 years, ~70000 values

Project
v B Project
v [ Servers
2 Valmet DNA Aggregate Server
v [ Documents
B Data Access View
B History Trend View
B Event View
3 Server Diagnostics View

Address Space
e

& ProcessorTime(3)
& ProcessorTimencuds
& ProcessorTimepcsif
& SQUNUX-DOSX1Fm1
& SQUNUX-DOSX1 52 1
& SQUNUX-DOSX1Fm2 2
& SQUNUX-DOSX2F a1
& SQUNUX-DOSX2Fm2 1
& SQUNUX-DOSX2F3m2 2
& SelectionOutt
& SelectionOut2
& SelectionOut3
& SelectionOutd
& TAS-AM Ime
& TASPIDIme
& TAS-PID1pos
& TAS-PID13pa
& TC-PORTSANY
& TCO1-AMOOT v
' @ Measurement
& TCOT-AMOO2:av
& TCO1T-AMOO3:av
& TCO1-AMOOS:av
& TCO1-AMOOGav
& TCOT-AMOOT:av
& TCO1-AMOOR:av
& TCOT-AMOOTav
& TCO1-AMO10:av
& TCOT-AMOI0:av_Avg 10M
& TCO1-AMO10:av_FIP_10M
& TCO1T-AMOI0:av_Good_10M
& TCOT-AMO10:av_Max_10M

e O A Sl A S04

<

@ X DataAccess View  Hstory Trend View  Gvent View  Server Diagnostics View O anbues a5
a 2whe <
Attribute Value 2
::"" - :“‘“"""’" :;"" Cofor @ ::',U:n e v Nodeld se636TCO1-AMOO v
| Vaimet easurement :
12.10.22 00:00:00.000 - $0:01:00 : L‘M'T::’" :U"'-o
End Time: Identtier &TCOT-AMOD Y av
12.10.22 20:00:00.900 v 90:00:01 H NodeClass Vanable
BrowseName 6, "Measwrement”
. x i e — DisplayName =, "Measurement”
I ~ | Dexription . "serverjs=20= AAAAAAEAAAAREws
A tumencveies [l nssistrngins=1:5=Tco1-AM001 /v Wiktuioek o
UserWiriteM ask 0
L v RolePermissions RolePermissionType Array(6)
v o RolePermissionType
» Roleld 1215644 [WellKnownRole Anceymous)
Permasions Browse, ReadRolePermissions, Read
1 v RolePermissonType
‘ > Roleld = 15656 [WellKnownRole AuthenticatedU:
Permussicns Browse. ReacRolePermissions, Read, Read!
42- : , l‘Ill ||||'|'||!'| l ||',|"l"'l| |"' 3 ¥ | v RolePermissionType
||l|'|‘ |||| ? | ‘5 ' u || | ' I:FI] ,| " Ir ’  Roleld = 15680 [WellKnownRole_Operator]
‘ || I Iﬁ II F ‘ll | | l I III Permassions Browse, ReacRolePermissions, Read, Write
ll' i l.l HI bl h! i ﬂ, ’ i H v e |
| ' ‘ \h ’ ' ’ H < >
Uy ] 1 ateences o
\ - | ,‘ D v & @ Fowwd ~ Q
40 | ‘ ! ! . Reference Target DisplayName
‘, | | ’ HasTypeDe.. AnalogitemType
‘ ‘ ‘ I‘ ’ \ ‘ ‘ | | HasHistoric. HA Configuration
1 | i | HasProperty Definibon
‘ . l; Il ' I | 1 J" \l |i | . ‘ ‘l 1" £ t q I L l" :.zmm :Uknge .
I|! \ asPro ngineeringUnit
» |||ILIH LI“ I ||| lﬂ ||| !l !I l i ' ll bl || U i I!: Ilyn Ak Il,b TERS
. ; m»ln.l.:m RS R IR
' 'I I | 10/12/2022 9:09:29.000 AM
‘ RSN Y A Y
"
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Testing: Basic functionality A&C
OPC UA Alarms & Conditions

« A t | K ledge;
ggregate server alarm acknowiedadge, e
Will ack led | | L
I aC nOW e ge a arm a SO On A C Time Severity  Server/Object SourceName Message ConditionName  Active
H H 11.46.10 - SimulationServ... MyLevel Level exceeded Active
original sub-server A [yt | TR
C, Confirm
Cd  Add Comment
* Acknowledge server can add comment;
L] L] L] “
Will comment alarm also on original sub-server (adds after user comment “Commented by Valmet
Agg reg ato r): ERREERRA]| CventVew © htwiutes
a | 2EL
Attribute Value
Server/Object —6rs= "
> ValmeiDNAAggregateServer/AIICoIIectedEvents v NOd[::nespacemdex 25—5,5—MyleveLAlarm/O-Comment
> SimulationServer@H7Q8Q13 / Server IdentifierType String
Identifier MyLevel.Alarm/0:Comment
NodeClass Variable
BrowseName 0, "Comment"
DisplayName ", "Comment"
Description "
v Value
SourceTimestamp 25/04/2022 15.41.35
SourcePicoseconds 0
Apply ServerTimestamp 25/04/2022 15.41.53
e A :erverzic;)seconds 0
— tatusCode F=Guot{0x00000000)
[Eve:‘s ] Alarms | Event History N Dat;lTa)I,:: L:;;::;:L?;:.UStatzteﬁ Commented by Valmet Aggregator”
R N Ind
A AC - Time Severity  Server/Object SourceName Message ConditionName  Active LT 9'
A 15.41.35 500 | vaimet DNA Ag... l:acins=6;s=My... Level exceeded Aggregated alar... Inactive References
fi B0 | SimulationServ... MyLevel Level exceeded Inactive I‘:}, CAr: @[Foi’ward : —
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Testing: Basic functionality - Permissions
Case: Using DNA permissions

26

Set by aggregate server, not cloned as some servers are not DNA servers/do not use permissions

DNA default permissions used as with DNA-OPCUA-Server (Anonymous cannot write)

9 December 2022
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& X
()
Attribute Value -
4 Nodeld ns=2;s=ns=1;5=25LIC-100/con
Namespacelndex 2
IdentifierType String
Identifier ns=1;5=25LIC-100/con
NodeClass Variable
BrowseName 2, "con"
DisplayName , "con"
Description " "serverQ|ns=1;5=25LIC-100/con"
WriteMask 0
UserWriteMask 0
4 RolePermissions RolePermissionType Array[5]
4 [o] RolePermissionType
> Roleld i=15644 [WellKknownRole_Anonymous]
Permissions Browse, ReadRolePermissions, Read
4 [ RolePermissionType
I Roleld i=15656 [WellKknownRole_AuthenticatedUser]
Permissions Browse, ReadRolePermissions, Read, ReadHistory
4 [2 RolePermissionType
b Roleld i=15680 [WellKknownRole_Operator]
Permissions Browse, ReadRolePermissions, Read, Write, ReadHistory
4 [3] RolePermissionType
P Roleld i=15716 [WellKnownRole_ConfigureAdmin]
Permissions Browse, ReadRolePermissions, WriteAttribute, WriteRolePermissions, WriteHistorizing, Read, Write, ReadHistory, InsertHistory, ModifyHistory, DeleteHistory, Re
4 [4] RolePermissionType
b Roleld i=15704 [WellKnownRole_SecurityAdmin]
Permissions Browse, ReadRolePermissions, WriteAttribute, WriteRolePermissions, WriteHistorizing, Read, Write, ReadHistory, InsertHistory, ModifyHistory, DeleteHistory, Re
4 UserRolePermissions RolePermissionType Array[1]
4 [o] RolePermissionType
P Roleld i=15644 [WellKnownRole_Anonymous]
Permissions Browse, ReadRolePermissions, Read
Ac estrictions BadAttributeldinvalid (0x80350000
4 Value
SourceTimestamp 2022-03-31T06:06:52.407Z
SourcePicoseconds 9400
ServerTimestamp 2022-03-31T06:06:53.323Z
ServerPicoseconds 6500 v
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Testing: Communication error case - sub-server shutdown
1-2 seconds to update Statuscode, sub-server starts some seconds to reconnect & update values

B X
Project B X DataAccessView  EventView Server Diagnostics View Server Diagnostics View-1 (]
v [3 Project E Server Node Id Display Name Value Datatype source Timestamg Server Timestamp Statuscode A
v [ Seners 1 8013 NS3|Numeric]1001 Counter 4 Double 1850 185031 ood
Ry SimulationServer@H7Q8Q13 2 8013 153|Numeric| 1002 Random 08263217 ouble 12.59.31 )31 ood
53 Vatoact DNA Simalat 3 8013 55[StringlFloatDataltem FloatDataltem 0 loat 184625 16 ood
(A Velmet DNA Simulation Server 2 8Q13 153 Numeric|1001 Counter i ouble 185931 31 ood
1) Velmet DNA H 8013 53[Numeric|1002 Random 08263217 ouble 185931 31 ood
v 6 28Q13 IS3|N Sawtooth ouble 18 .31 ood
8 Documents 7 28Q13 3N Sinusoid 04158234 ouble 18 31 ood
[ Data Access View 8Q13 IS3|N Square 2 ouble 18. .28 ood
Event View Iriangle . ouble . . 0
8 8q13 531N Trangl 02666667 b 1 1 d
o se Di Vi 0 /almet Simulation Server 51[String[TEST-AM/av. TEST-AM/av 33 loat 18 1 adCommunicationEr |
rver Diagnostics View 1 Valmet DNA Aggregate Server S2|Numeric|0 Counter ouble 18.59: .30 ood
3 Server Diagnostics View-1 2 Valmet DNA A e 152|Numeric|1 Random 1.935697 ouble 18.59: .30 ood
3 Valmet DNA Aqaregate Server S2lNumericl2 Sawtooth 0 1850 30 ood
14 Valmet DNA Aqggreqate Server IS2|Numeric|3 Sinusoid [ 18.59: .30 ood
5 Valmet DNA Aqgregate Server S2lNumericld Square 2 1850 28 ood
6 Valmet DNA Aqqreqate Server 152|Numeric|5 Triangle 0 1859 .30 ood
17 Valmet DNA Aqgregate Server NS2|Numericl ns=3;s=Counter 185616 185616 ood
18 Valmet DNA. reqate Server NS3|Numeric|7 14L016AC001/me 18.59.24 1 24 BadCommunicationEr
Address Space. & X 19 Valmet DNA Aqqreqate Server NS3|Numeric|8 ECB10DS202/av 18.59.24 18.59.24 BadCommunicationEr|
™ t - |20 Valme reqate Server NS3|Numeric|9 ECB30DS001/av 18.59.24 18.59.24 BadCommunicationEr
3 No Highlight 1 Valmet DNA Aqqreqate Server NS3|Numeric|10 ECB30DS002/av 18.59.24 18.59.24 BadCommunicationEr|
2 Root A |22 Valmet DNA Aqgreqate Server NS3|Numeric|11 FCV-1103/av 18.59.24 18.59.24 BadCommunicationEr
- 3 Valmet DNA Aqgreqate Server NS3|Numeric|12 FI-1203K/av 18.59.24 18.59.24 BadCommunicationEr|
(3 Objects 4 I IA Aqgreqate Server NS3|Numeric|13 1-1206K/: 18.59.24 18.59.24 BadCommunicationEr
> (D Aliases Valmet DNA Aqqreqate Server I53|Numeric|14 HFD10AC001/av 18.59.24 1 4 adCommunicationEr |
v Valmet DNA Aqqregate Server INumeric|15 HKATOCPO01/av 185024 185024 dC
© AiCollectedEvents Valmet DNA Aqaregate Server S3iNumeric|16 PDI-1226/: 18.59.24 185924 adCommunicationEr
v £ H7Q8Q13.mshome.net Valmet DNA Aqqregate Server S3[Numeric|17 PI-1329/2v 185024 185024 dC
> @ acMylevel Valmet DNA Aqqreqate Server IS3|Numeric|18 Ql-3103/av 18.59.24 1 4 adC
S & outyiovl Valmet DNA Aqgregate Server 53[Numeric|19 QT-1271/av 185024 185024 dC
evMyLevel Valmet DNA Aqreqate Server S3[Numeric|20 SIR-1268K/av 1859.24 185024 adC. stomation UaExpert - The O
> & Server Valmet DNA Aqreqate Server S3INumericl21 SIR-1269/2v 185024 185024 dC
v E Valmet DNA S3|Numeric| TDI-1215KA/av 18.59.24 18.59.24 2dC. Server D - s He
S senvedfsimulstion 34 Valmet DNA Aqgreqate Server S3INumeric|23 TDI-1515MN/av 18.59.24 185924 dC server Document X H
> @ Counter Valmet DNA Aqgqreqate Server IS3|Numeric|24 TEST-AM/av 18.59.24 1 4 adC ) 2 O ~
S @ Random Valmet aareqate Sesver 153[Numericl25 233/av 18,5924 18.59.24 dc D " P E @ P i NP2
> Sawtooth Valmet DNA Aqgqreqate Server IS3|Numeric|26 1290/av 18.59.24 1. 4 adC .
Valmet DNA Aqreqate Server IS3INumericl27 1330/av 185924 185024 dC . e ctiee Ve
> Sinusoid Valmet DNA Aqqreqate Server 53|Numeric|28 366/av 185024 18.59.24 2dCommunicationEr iec 8 X DataAccessView  EventView ServerDiagnostics View  Server Diagnostics View-1 ©
> @ square e et Do frmmete e el A ] e ESEHeCIn necanoiey v [3 Project # Server Node Id Display Name Value Datatype  source Timestamy Server Timestamp Statuscode
> @ Tiangle 42 Valmet DNA Aqareqate Server BooleanDataltem true 185614 183614 ood v 3 Servers 1 SimulationServer@H7Q8Q13 NS3[Numeric|1001 Counter 17 Double 19.00.05 19.00.05 Good
Lo § e e b s | o oam o Q Smisimseworrciars |8 Smimwgeds  Nefimee e — 1 — N —
v ) 45 Valmet DNA Agqregate S ateTimeDatalt... 2021-06-01T1S... 18.56.15 185615 d O ere ningltoall Jataltem Sot iten o2 o 20 00
> @ 14L016AC001/me 3 Valmet DNA Aqareqate server hCEL T i 183613 183013 ood {2 Valmet DNA Simulation Server 4 SimulationServer@H7Q3Q13 NS3|Numeric|1001 Counter 17 Double 19.00.05 19.00.05 Good
> @ ECBI0DS20%/av 47 Valmet DNA Aqreqate Server efinition Test d 183615 183615 ood 12 Valmet DNA Aggregate Server 5 SimulationServer@H7Q8Q13 NS3|Numeric|1002 Random 0.337387 Double 19.0005 19.0005 Good
> @ ECBI0DSO0V/av 48 Valmet DNA Aqareqate Server efinition Testd o. 183615 185615 ood v [ Documents 6 SimulationServer@H7Q8Q13 Sawtooth 2 Double 19.0005 19.0005 Good
49 Valmet DNA Aqgreqate Server efintion Test definition o., 183615 185615 ood 7 SimulationServer@H7Q8Q13 1004 Sinusoid 1732051 Double Good
> ECB30DS002/av. Valmet DNA Aggregate Server efinition est definition o.. 18.56.15 15 ood D Data Access View 8 SimulationServer@H7Q8Q13 = S - Doubl Good
- Valmet DNA Aqareqate Server 52 efinition ition o.. 18.56.15 .56.15 ood ! B caic oub’e 00
> @ FCV-1103/av et DA A Sarven efinition ot def 183613 3 ood £ Event View 9 SimulationServer@H7Q8Q13 1006 Triangle 1333333 Double Good
> @ Fr1203K/av 53 Velmet DNA Aqareqate Server efintion i 1: 15 ood [ Server Diagnostics View 10 Valmet DNA Simulation Server NS1[String|TEST-AM/av TEST-AM/av 55 Float Good
> @ F-1206K/av Valmet DNA A Server efinition est def 18: 15 ood tagnostics Vi 11 Valmet DNA Aqgreqgate Server NS; i Counter 16 Double Good
55 Valmet Aqareqate Server efinition est definit 18. .15 ood [3 Server Diagnostics View-1 12 Valmet DNA Aqgreqgate Server 1 Random 04790617 Double Good
> @ HFD10ACO01/av
5 @ HKAIOCPOO/av Vet DaA Aaareqate Senver, F e . e = 13 Valmet DNA Aqqreqate Server Sawtooth 16 Double Good
© @ rore e DA Adaregate Server efinion i 3 ood C 14 Valmet DNA Aqgreqate Server N i Sinusoid 148629 Double Good
o e - 5 15 Valmet DNA Aqareqate Server NS, i Square 2 Double Good
s perey 16 Valmet DNA Aqaregate Server NS; icl5 Triangle 1.066667 Double Good
17 Valmet DNA Aqaregate Server NS; i ns=3:5=Counter Null Good
18 Valmet DNA Aqaregate Server 7 14L016AC001/me 5.04 Float Good
/Address Space & X |19 Valmet DNA Aqqreqate Server ECBI0DS202/av 515 Float Good
& [Norsrigt .]/20  Valmet DNA Aqaregate Server i ECB30DS001/av 525 Float Good
4 21 Valmet DNA Aqgreqate Server icl10 ECB30DS002/av 545 Float Good
(2 Root ~||22  Valmet DNA Aqareqate Server i1 FCV-1103/av 555 Float Good
© © Object 23 Valmet DNA Aqgreqate Server NS3[Numeric|12 FI-1203K/av 55 Float Good
jects 24 Valmet DNA Aqareqate Server NS3|Numeric|13 FI-1206K/av 56.5 Float Good
> (2 Aliases 25 Valmet DNA Aqareqate Server NS3|Numeric|14 HFD10ACO0/av 22 Float Good
v 26 Valmet DNA Aqgreqate Server NS3[Numeric|15 HKAT0CPOO/av 553 Float Good
© AllCollectedEvents 27 Valmet DNA Aqgreqate Server NS3|Numeric|16 PDI-1226/av 554 Float Good
v 2 H7Q8Q13.mshome.net 28 Valmet DNA Aqareqate Server NS3[Numeric|17 PI-1329/av 5 Float Good
> @ acMylevel 29 Valmet DNA Aqareqate Server NS3[Numeric|13 QI-3103/av 55 Float Good
Y & evMylevel 30 Valmet DNA Aqareqate Server NS3|Numeric|19 Ql-1271/av 155 Float Good
evilyLevel 31 Valmet DNA Aqgreqgate Server 0 SIR-1268K/av 55 Float Good
> & Server 32 Valmet DNA Aqareqate Server 1 SIR-1269/av 55 Float Good
v B Serverd[Simulati 33 Valmet DNA Aqareqate Server i TO-1215KA/av 55 Float Good
© servediSimulation 34 Valmet DNA Aqareqate Server icl23 TO-1515MN/av 55 Float Good
> @ Counter 35 Valmet DNA Aqareqate Server icl24 TEST-AM/av 55 Float Good
> @ Random 36 Valmet DNA Aqareqate Server icl25 T-1233/av 555.7 Float Good
> @ Sawtooth 37 Valmet DNA Aqareqate Server 5 T-1290/av 55 Float Good
° 33 Valmet DNA Aqaregate Server 7 T-1330/av 344 Float Good
> @ Sinusoid 39 Valmet DNA Aqgreqate Server i T-1366/av 244 Float Good
> @ Square 40 Valmet DNA Aqqregate Server i T-1659/av a4 Float Good
> @ Tianal 41 Valmet DNA Aqqregate Server i TC-1302.2/me 4 Float Good
riangle 42 Valmet DNA Aqqreqate Server icl31 BooleanDataltem  true Boolean Good
> @ 43 Valmet DNA Aqggregate Server ByteDataltem 0 Byte Good
. i 44 Valmet DNA Aqqreqate Server ByteStringDatal... 00 ByteString 185615 Good
© servert|Objects 45 Valmet DNA Aggregate Server DateTimeDatalt DateTime 18.36. Good
> @ 14L016AC001/me 46 Valmet DNA Aqgreqate Server i Definition String 18.56.15 Good
> @ ECBIODS202/av 47 Valmet DNA Aqqregate Server ic5 Definition String 185615 Good
48 Valmet DNA Aqqreqate Server icl51 Definition String 185615 Good
> @8 ECHSO0DSI0/ 49 Valmet DNA Aqqreqate Server 55 Definition String 18.36.15 Good
> @ ECB30DS002/av 50 Valmet DNA Aqaregate Server 50 Definition String 185615 Good |
S @ FCV-1103 51 Valmet DNA Aqareqate Server 5 Definition String 18.56.15 Good
S an 1203!(// 2 52 Valmet DNA Aqareqate Server i Definition String 18,56, Good -
. . . @ F- av 53 Valmet DNA Aqaregate Server icl61 Definition String 185615 Good
27 9 December 2022 © Valmet | Mika Karaila / OPC UA Aggregation server > @ FI1206K/av 54 Valmet DNA Aqareqate Server icls6 Definition String 18.56.15 Good ]
> @ HEDI0ACO0 av 55 Valmet DNA Aqareqate Server icl60 Definition Test definition o... String 185615 Good
56 Valmet DNA Aqaregate Server 53 Definition Test definition o... String 185615 Good
> @ HKA10CPOO1/av 57 Valmet DNA Aqgreqate Server 149 Definition Test definition o... String 185615 Good
> @ PDIH226/av 58 Valmet DNA Aqareaate Server i Definition Test definition o... Strin 185615 185615 Good v
S @ PIF1329/av v|[£ >




Testing: Communication — after server re-started
Sub-server DNA-OPCUA-Server stopped, Statuscode = BadCommunicationError

Data Access View l

z Server Node Id Display Name Source Timestamp Server Timestamp Statuscode

1 Valmet DNA Aggregate S... NS2|String|ns=1;s=TEST_ANA TEST_ANA Null 2022-03-31706:08:13.578Z 2022-03-31706:08:13.591Z BadCommunicationError
2 Valmet DNA Aqgregate S... NS2|String|ns=1;s=TEST_ANAEV TEST_ANAEV Null 2022-03-31T706:08:13.579Z 2022-03-31T706:08:13.591Z BadCommunicationError
3 Valmet DNA Aggregate S... NS2|String|ns=1;s=TEST_INT16 TEST_INT16 Null 2022-03-31706:08:13.579Z 2022-03-31706:08:13.591Z BadCommunicationError
4 Valmet DNA Aggregate S... NS2|String|ns=1;s=TEST_INT32 TEST_INT32 Null 2022-03-31T06:08:13.579Z 2022-03-31706:08:13.591Z BadCommunicationError
5 Valmet DNA Aqgregate S... NS2|String|ns=1;s=TEST_INT8 TEST_INT8 Null 2022-03-31706:08:13.579Z 2022-03-31706:08:13.591Z BadCommunicationError
6 Valmet DNA Aqggregate S... NS2|String|ns=1;s=TEST_UNS16 TEST_UNS16 Null 2022-03-31T06:08:13.579Z 2022-03-31706:08:13.591Z BadCommunicationError
7 Valmet DNA Aggregate S... NS2|String|ns=1;s=TEST_UNS32 TEST_UNS32 Null 2022-03-31706:08:13.579Z 2022-03-31706:08:13.591Z BadCommunicationError
8 Valmet DNA Aqgregate S... NS2|String|ns=1;s=TEST_UNS8 TEST_UNS8 Null 2022-03-31T706:08:13.579Z 2022-03-31T706:08:13.591Z BadCommunicationError
9 Valmet DNA Aqggregate S... NS2|String|ns=1;s=TOSI-LCS-0084-con  TOSI-LCS-0084/... Null 2022-03-31706:08:13.588Z 2022-03-31706:08:13.591Z BadCommunicationError

Valmet DNA Aggregate S... NS2|String|ns=1;5=TOSI-LCS-0084-ma TOSI-LCS-0084/... Null 2022-03-31706:08:13.589Z 2022-03-31706:08:13.591Z BadCommunicationError

Valmet DNA Aggregate S... NS2|String|ns=1;s=TOSI-LCS-0084-me TOSI-LCS-0084/... Null 2022-03-31706:08:13.589Z 2022-03-31706:08:13.591Z BadCommunicationError

Valmet DNA Aggregate S... NS2|String|ns=1:s=TOSI-LCS-0084-wdd  TOSI-LCS-0084/... Null 2022-03-31T06:08:13.589Z 2022-03-31T706:08:13.591Z BadCommunicationError

Valmet DNA Aggregate S... NS2|String|ns=1:s=TOSI-LCS-0084/actc... actconb 2022-03-31T06:08:13.589Z 2022-03-31706:08:13.591Z BadCommunicationError
14  Valmet DNA Aqgreqgate S... NS2|String|ns=1;s=TOSI-LCS-0084/aftfc  aftfc Null 2022-03-31T706:08:13.589Z 2022-03-31706:08:13.591Z BadCommunicationError
15 Valmet DNA Aggregate S... NS2|String|ns=1;s=TOSI-LCS-0084/aftfm aftfm Null 2022-03-31706:08:13.589Z 2022-03-31706:08:13.591Z BadCommunicationError
16 Valmet DNA Aggreqate S... NS2|String|ns=1;5=TOSI-LCS-0084/ahys  ahys Null 2022-03-31T706:08:13.589Z 2022-03-31706:08:13.591Z BadCommunicationError
17  Valmet DNA Aggregate S... NS2|String|ns=1;s=TOSI-LCS-0084/amc  amc Null 2022-03-31706:08:13.589Z 2022-03-31706:08:13.591Z BadCommunicationError
18  Valmet DNA Aqgregate S... NS2|String|ns=1;s=TOSI-LCS-0084/bias  bias Null 2022-03-31706:08:13.589Z 2022-03-31T06:08:13.591Z BadCommunicationError
19 Valmet DNA Aaareaate S... NS2IStrinalns=1:s=TOSI-LCS-0084/chal  chal Null 2022-03-31T06:08:13.583Z 2022-03-31T06:08:13.591Z BadCommunicationError

After server running again, StatusCode = Good

Data Access View
# Server Node Id Display Name Value Datatype Source Timestamp Server Timestamp Statuscode
1 Valmet DNA Aqggregate S... NS2|String|ns=1;s=TEST_ANA TEST_ANA 2.64569 Float 2022-03-31T06:09:46.943Z 2022-03-31T06:09:47.066Z Good
2 Valmet DNA Aqggregate S... NS2|String|ns=1;s=TEST_ANAEV TEST_ANAEV 0 Float 2022-03-31706:09:36.312Z 2022-03-31T06:09:36.541Z Good
3 Valmet DNA Aqggregate S... NS2|String|ns=1;s=TEST_INT16 TEST_INT16 0 Int16 2022-03-31706:09:36.312Z 2022-03-31706:09:36.541Z Good
4 Valmet DNA Aggregate S... NS2|String|ns=1;s=TEST_INT32 TEST_INT32 0 Int32 2022-03-31706:09:36.312Z 2022-03-31706:09:36.541Z Good
5 Valmet DNA Aqggregate S... NS2|String|ns=1;s=TEST_INT8 TEST_INT8 0 SByte 2022-03-31706:09:36.312Z 2022-03-31706:09:36.541Z Good
6 Valmet DNA Aqggregate S... NS2|String|ns=1;s=TEST_UNS16 TEST_UNS16 0 Ulnt16 2022-03-31706:09:36.312Z 2022-03-31706:09:36.541Z Good
7 Valmet DNA Aggregate S... NS2|String|ns=1;s=TEST_UNS32 TEST_UNS32 0 Ulnt32 2022-03-31T06:09:36.312Z 2022-03-31706:09:36.541Z Good
8 Valmet DNA Aqggreqgate S... NS2|String|ns=1;s=TEST_UNS8 TEST_UNS8 0 Byte 2022-03-31706:09:36.312Z 2022-03-31T06:09:36.541Z Good
9 Valmet DNA Aqggreqgate S... NS2|String|ns=1;s=TOSI-LCS-0084-con  TOSI-LCS-0084/... 47.3747 Float 2022-03-31706:09:49.937Z 2022-03-31T06:09:50.076Z Good
10 Valmet DNA Agqgregate S... NS2|String|ns=1;s=TOSI-LCS-0084-ma TOSI-LCS-0084/... true Boolean 2022-03-31T06:09:47.397Z 2022-03-31T06:09:47.568Z Good
11 Valmet DNA Aggregate S... NS2|String|ns=1;5=TOSI-LCS-0084-me TOSI-LCS-0084/... 52.0342 Float 2022-03-31706:09:49.937Z 2022-03-31T06:09:50.076Z Good
12 Valmet DNA Aqggreqgate S... NS2|String|ns=1:5=TOSI-LCS-0084-wdd  TOSI-LCS-0084/... 0 Ulnt32 2022-03-31706:09:36.313Z 2022-03-31T06:09:36.542Z Good
Valmet DNA Aggregate S... ing|ns=1:s=TOSI-LCS-0084/actc... Ulnt16 2022-03-31706:09:47.397Z 2022-03-31T06:09:47.569Z
14 Valmet DNA Aqggreqgate S... NS2|String|ns=1;s=TOSI-LCS-0084/aftfc  aftfc 1 Byte 2022-03-31T06:09:47.397Z 2022-03-31T06:09:47.569Z Good
15 Valmet DNA Aqqgregate S... NS2|String|ns=1;s=TOSI-LCS-0084/aftfm  aftfm false Boolean 2022-03-31706:09:36.313Z 2022-03-31T06:09:36.542Z Good
1A Valmet DNA Annranate € NQISHInAIne—1.e—TAGIL CC-NNQA fabare  abare 1 Elnat 2N22-N2-21TNANG.AT 2077 2N022-N2-21TNANO-A7 SROT7 Gand
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Testing: Long term functionality

* Memory

* Load

» Stability

* Performance

* Licensing:
Sub-server address space is browsed, all variables licensed

Start license / other licenses for the aggregator

day testing with 1000 variables, 2 servers:
Memory usage 135Mb

Load 2%

Sub-servers re-started once (re-connect test)

Performance ~1000 variables:
max 19ms — average 8ms — min 6ms

29 9 December 2022 © Valmet | Mika Karaila / OPC UA Aggregation server

File Options View

Processes I Performance I Users I Details I Services |

13% ~ 39%

Name Status CPU Memory
[57] TIF DNA Interconnect app (32 bit) 2.2% 3434 MB

3 g prosys-opc-ua-simulation-server.exe (32 bit) 3.1% 219.6 MB
O Node,js: Server-side JavaScript 2.0% 191.9 MB

b 7] EA Log Server 0% 191.7 MB

b [m7 SQL Server Windows NT - 64 Bit 0% 168.3 MB

l O Node,js: Server-side JavaScript 1.8% 134.9 MB

View Server Document Settings Help
PREE ¢=° X%, B EQD

il
project & x| [ Data Access view | Event view | Server Diagnostics view | _Performance view |
PN ] TAl

Project

2 serv

Average Time per Call (ms)
%




Scalability & performance

Valmet >



Scalability:

Needs more hardware & sub-servers for the testing

No visible load with 2 sub-servers: DNA-OPCUA-Server and Prosys UA Simulation Server

~

) Node,js: Server-side JavaScript 0% 113.0 MB

....... _———— R e | —_—— e ——e - - - r —-——————

» ) DNA-OPCUA-Aggregator.exe 2068 Running dna 00 116152 K Node.js: Server-side JavaScript
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UaExpert: Performance tests

2500 variables: min 19ms, avg 132ms, max 500ms, 5000 variables: min 40ms, avg 220ms, max 505ms

Data Access View | EventView | History Trend View | Server Diagnostics View | Performance view | ) [a]4]
|v| Read || Create / Delete Monitored Items Node Counts: | 100,250,500, 1000,2000,2500 | [~ )
O write oo [m = %] Re?d [ create / Delete Monitored Items Node Counts: | 1000,2500,5000 |
CIRSSIRS— O Duration ‘00«00-10 J [] o i © cres |100 EI
[[] write Registered — . L] Read Regstered O Duration |00:00: 10 E

Oa e Regetered
‘z‘ D " _Stﬂ’tTest Stop Test

| |- |

-

Display Name Node Id Value Data Type User Access Level Array Type Array Dimensions ~
10CADI-FL NSZ|S"?"9]"5 - 0 OpcUaType_Uln... Readable, Write... Scalar D Display Name Node Id Value Data Type User Access Level Array Type Array Dimensions ~
1090(:?);5:(}){:’1-)( :g!‘s_tr!ng!ns 1"' g gziﬁ:kﬁ'ﬁ:: ) 2::::: v el NS2|String|ns=1... -80 OpcUaType_Float Readable, Write... Scalar D
ela NS2|String|ns=1... 0 OpcUaType_Uln... Readable, Write... Scalar
Nodes in List: 3159 Refresh Values fhact NS2IStrinalns=1... 2 OncllaTune Rute Readable Write... Scalar v
I |- | Nodes i List: 6112 Refresh Values
Cmdatve [ e | Remip
’2‘600 ] Cumulative | Read
= - w 600 .
3 2] L
lg 400 1 = i R
e ] 8 ‘
£ | 400 =
15 7
o E I
o 200
- 1 g B '
[ E ]
2 200 ¢
> g )
< 0 Q g| §
r T T T T 1 5 [ || s s S NS S S S
0 500 1000 1500 2000 2500 : 1
tiode Count ’ r T T T T T T T 1
W Read 1000 1500 2000 2 500 3000 3500 4000 4500 5000
Node Count -
W Read
Source Server Message S S ™
Performance Plugin Valmet DNA Aggregate Server Reading current node values ouree - erver ess-age
Performance Plugin Valmet DNA Aggregate Server Start performance test Performance Plugin Valmet DNA Aggregate Server Reading current node values
Performance Plugin Valmet DNA Aggregate Server End performance test Performance Plugin Valmet DNA Aggregate Server Start performance test
Performance Plugin Valmet DNA Aggregate Server Read (NodeCount=100, Cycles=100): Avg=30.9844 Min=2.28044 Max=422.777 Performance Plugin Valmet DNA Aggregate Server End performance test
Performance Plugin Valmet DNA Aggregate Server Read (NodeCount=250, Cycles=100): Avg=30.6873 M Performance Plugin Valmet DNA Aggregate Server Read (NodeCount=1000, Cycles=100): Avg=76.3513 Min=8.24177 Max=336.071
Performance Plugin Valmet DNA Aggregate Server Read (NodeCount=500, Cycles=100): Avg=41.5339 Min=4.70533 Max=402.801 Performance Plugin Valmet DNA Aggregate Server Read (NodeCount=2500, Cycles=100): Avg=145.332 Min=20.328 Max=573.725
Performance Plugin Valmet DNA Aggregate Server Read (NodeCount=1000, Cycles=100): Avg=62.2663 Min=8.09422 Max=452.184 Performance Plugin Valmet DNA Aggregate Server Read (NodeCount=5000, Cycles=100): Avg=219.692 Min=39.724 Max=504.49

Performance Plugin
Performance Plugin

32
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Valmet DNA Aggregate Server
Valmet DNA Aggregate Server

Read (NodeCount=2000, Cycles=100): Avg=105.951 Min=15.8929 Max=447.536
Read (NodeCount=2500, Cycles=100): Avg=131.919 Min=19.3911 Max=499.132
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UaExpert: Performance tests

10000 variables: min 115ms, avg 162ms, max 473ms

Data Access View | Performance View | ) L
Configuration EI
[V Read [[] create / Delete Monitored Items Node Counts: | 1000,5000, 10000
[ write

@® Cydes | 100

[[] Read Registered
[] write Registered

Ou s |

|
<]
=

O Duration ‘ 00:00:10

Display Name Node Id Value Data Type User Access Level Array Type Array Dimensions ~
EstimatedRetur... NSO|Numeric|1... 0001-01-01T00:... OpcUaType_Dat... Readable Scalar D
LocalTime NSO|Numeric|1... Type cannot be... OpcUaType_Ext... Readable Scalar
NamesnaceArray NSDINumericl?... {httn://oncfou... OncllaTvne Stri... Readahl Arrav [61 e
Nodes in List: 10000 Refresh Values

Y [ - |

Cumulative Read

600
-; 4
E 4
-
8 400 T
Y
[} 4
o
o 4
£ 4
=
o 200
o
e ] [
I S
4 b + — |

! R S
< 1 — ]
0
r v T v T v T - T - T - T r T r T - T v 1
0 2000 4 000 6 000 8000 10 000
Node Count
W Read

Ready |

Server Message
: Plugin Valmet DNA Aggregate Server Reading current node values
: Plugin Valmet DNA Aggregate Server Start performance test
: Plugin Valmet DNA Aggregate Server End performance test
= Plugin Valmet DNA Aggregate Server Read (NodeCount=1000, Cycles=100): Avg=36.3501 Min=21.3209 Max=103.628
: Plugin Valmet DNA Aggregate Server Read (NodeCount=5000, Cycles=100): Avg=100.314 Min=65.1418 Max=418.973
: Plugin Valmet DNA Aggregate Server Read (NodeCount=10000, Cycles=100): Avg=161.703 Min=114.934 Max=473.611
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UaExpert: Performance tests

100000 variables: min 675ms, avg 712ms, max 935ms

M Unified Automation UaExpert - The OPC Unified Architecture Client - 10serveria®
File View Sever Document Settings Help

2 Y ~
DPDPO #=0XKE BED
roject B X  DataAccessView Performance View  Server Diagnostics View [x]
v [ Project
v 3 Servers Configuration N
VAT7560
% VAT7561 FRead [ creste /Delete Monitored Items. Node Counts: | 10000,25000,50000, 75000, 100000
& vaT7569 Qv ®cyces (10 B
) VAT7S62 [J Read Registered o
Dur :00: B
Q) VAT7S63 [ ke Regissered aton | 00:00:10
12y VAT7564 Oa
12, Valmet DNA Aggregate Server | startTest | | StopTest
S a
) VAT7566 -
2 vaTTSE? DisplayName  Nodeld Value Data Type User Access Level Array Type Array Dimensions A
1 VATT568 OPCUA-APES-S.. NST1[String|ns=... 0 OpcUaType_Float Readable, Write... Scalar
v [ Documents OPCUA-APE9-S... NS11|String|n: 0 OpcUaType Float Readable, Write... Scalar
13 Data Access View OPCLIA-APAS-S... NS11IStrinalns=.... 0 Float_Readable Write... Scalar <
B Performance View Nodes in List: 100010 Refiesh Values
3 Server Diagnostics View
Results a
Cumulative Read
Address Space 8 x 1,000
7 [No Highight -
v O apss Al -
> @ 3
v ) Server7|IDNA !,
v ©@ona o 500
> © AP &
v O Arg7 E3
> Dopr :
v D ServergDNA :
v D oNA oJll
= r
v D are 0
> Qopr
v ) ServerdDNA u Read
v @ ona
> AP0 Reset View
v D arzg
> B Ready |
£ Sarunet ~,
09
8D
Timestamp Source
LR s | vumina vees v vva
5/10/2022 2:14:24.027 PM AddressSpaceModel  Valmet DNA Aggregate Server
5/10/2022 2:14:24.027 PM AddressSpaceModel  Valmet DNA Aggregate Server Browse on node ‘ns=11;s=ns=1,
5/10/2022 2:14:24.027 PM AddressSpaceModel  Valmet DNA Aggregate Server Browse on node 'ns=11;s=ns:
5/10/2022 2:14:24.027 PM AddressSpaceModel  Valmet DNA Aggregate Server Browse on node ‘ns=11,
5/10/2022 2:14:24.027 PM AddressSpaceModel  Valmet DNA Aggregate Server Browse on node ‘ns=11,
5/10/2022 2:14:24.027 PM AddressSpaceModel  Valmet DNA Aggregate Server Browse on node 'ns=11,
5/10/2022 2:14:24.032 PM AddressSpaceModel  Valmet DNA Aggregate Server in%99' succeeded.
5/10/2022 2:14:24.032 PM AddressSpaceModel  Valmet DNA Aggregate Server Browse on node 'ns=11;5=ns= ;5= OPCUA-APES-W1.Fin001' succeeded,
5/10/2022 2:14:41.098 PM Performance Plugin  Valmet DNA Aggregate Server Reading current node values
5/10/2022 2:15:20.745 PM PeformancePlugin  Valmet DNA Aggregate Server Reading current node values
5/10/2022 2:15:38.663 PM Peformance Plugin  Valmet DNA Aggregate Server Start performance test
5/10/2022 2:18:28.014 PM Performance Plugin  Valmet DNA Aggregate Server End performance test
5/10/2022 2:18:28.014 PM lugis Cycles=100): Avg=67.7188 Min=61.4362 Max=146.737
5/10/2022 2:18:28.014 PM PeformancePlugin  Valmet DNA Aggregate Server Read (NodeCount=25000, Cycles=100): Avg=183.095 Min=164.387 Max=326.964
5/10/2022 2:18:28.014 PM Performance Pluain Valmet DNA Aqareqate Server Read (NodeCount=50000. Cvcles=100): Ava=352.846 Min=320.983 Max=531.766
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Nodes in List: 100010

Resul

Time per Call (ms)

20 40 60 80 100
Cyde #

¥ Read (10000 Nodes) ™ Read (25000 Nodes) M Read (50000 Nodes) M Read (75000 Nodes) ' Read (100000 Nodes)

Reset View

>
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Tips for testing and debugging
&
advanced features
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Tips for testing

UaExpert settings MUST be changed o Zui e .
Filter: [MaxRec |
GeneraLMaxRecursiveChi:r:laon;::er ’10000] e S lj]l
UaExpert: Drag & Drop from hierarchy, Settings
General.MaxRecursiveChildNodes default 1000 => 10000 (= SRl [x]
Filter: [Dupl] |
UaExpert, in case of not enough nodelds on server: I t |
PerformancePlugin.AllowDuplicates default false => true
|
UaExpert: NumValuesPerNode => default 10000 => 100000 ... ...
Cancel

P :\DNA\OPCUA>DNA—-OPCUA-Aggregator.exe —j conf

Console output logLevel debug:
Yellow color static text
Green color successful information
Cyan color variable value
Red color error
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Start time: Crawling is fast, building address space will take time

pa22-94-28 1 : debug:
debug:

po22-84-28 : debug:

bo22-04-28 :25 debug:
debug:
debug:
debug:
debug:
debug:
debug:
debug:
debug:
debug:
debug:
debug:
debug:
debug
debug
debug
debug
debug:

debug:
debug

debug

debug

debug:
debug:
debug:
debug:
debug:
debug:
debug:

debug:
debug:

debug:

debug:
debug
debug:
debug:
debug:
debug:
debug:
debug:
debug:
debug:
debug:
debug:
debug:
debug:
debug:
debug:
debug:
debug:
debug:
warn
debug:
debug:
warn
debug:
debug:
debug:

%]
a:
a:
Q
a:
a:
Q
Q
a:
5:
5
5
5
5
5
5
5:
5:
5
5
5
5:
5:
5:
5:
5z
5:
5:
5:
5:
5:
5:
5
5
5
5
5
5
5:
5:
5
5z
5:
5:
5:
5z
5:
5:
5z
5:
5:
5:
5z
5:
5:
5:
5:
5:
5:
5z
5:
5:
5:
5z
5

pa22-04-28 1
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Aggregator: Server commands
Only user with Administrator role can use ServerCommands methods

Address Space & X
€3 No Highlight
2 Root
v | Objects
> 12 Aliases
> | AliCollectedEvents
> & DeviceSet
> & DeviceTopology
> 12 License status
> & NetworkSet
> & Server
> 12 Server0|DNA
> | Server1|DA
> 12 Server2|DeviceSet
v & ServerCommands
> @ AddSubServer

I3

> @ SaveAddressSpace
> 12 Types
D Views
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Adding new sub-server: Aggregator is running, cannot be restarted

Administrator can use ServerCommands method: AddSubServer

. Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

File View Server Document Settings Help
2 1 % : — :
D PP =0 XK& B RO
'roject & X Data Access View
v [3 Project 2 Server Node Id Display Name Value Datatype source T
v [3 Servers

% Valmet DNA Aggregate Server
v [1 Documents
{3 Data Access View

\ddress Space
£ |No Highlight
) Root
v [ Objects

> 2 Aliases
& Server
) Server0|MyObjects
2 Server1|Simulation
[ Server2StaticData
a ServerCommands
> = AddSubServer ]
> 12 Types
> 12 Views

{ v v vyv

og
8 B

Timestamp Source

B Call AddSubServer on ServerCommands ? X
A
Input Arguments
Name Value DataType Description
Username |valmet | ... | [Load file... | string Username
Password |dna | ... | [Load fie... | String Password
SecurityMode [None | [...] [Loadfie... | string  None|Sign|SignAndEncrypt
) ) None |Basic256Rsa 15|Basic256]. ..
SecurityPolicy INone I E] Load file... | String d e Sorver
Endpoint bSQ 13.mshome.net: 53530/OPCUA /SimulationServer | E Load file... | String New sub-server endpoint
Roothodeld [ns=0;i=85 | [1-.] [Loadfie... | Sting  Root nodeld to done address
Filter Ins=6 | E] Load file... | String Filter, optional to select nodelds
Output Arguments
Name Value DataType Description
Status |Remember to update configuration! | \Z’ Save as... | String Add sub-server result v
[ ca ] close |

el

AArAaAARA A 4 PO

- = v —
YT — n e . . LoRmales C BrALRART ARSIIA A . ~

.
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After sub-server started: Aggregator can rebrowse (add new variables)
NOTE: Aggregator will not delete variables from the address space (no cleanup at the moment)

- Call RebrowseServer on ServerCommands

Input Arguments

Name  Vale DataType Description
Serverindex | | .. Loadfile.. String  Sub server index
Hame Value DataType Description
status | | ... |saveas.. string m"”’

Valmet >
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Save Aggregator address space into the XML file

NOTE: Command will export each namespace to own individual file
Next slide show usage of XML files.

41

9 December 2022

. Call SaveAddressSpace on ServerCommands

Save all namespaces to own XML files, starting from 2 to n, filenames Aggregator_ns[2-n]).xml
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Aggregator starting: preload nodeset from file

Administrator can use ServerCommands method: SaveAddressSpace
NOTE: Can be used to simulate. Prosys UA Simulation server with license needed!

Address Space
2 |No Highlight

=D Root
v |2 Objects
2 Aliases
2 AllCollectedEvents
&% Server
2D ServerD|MyObjects
2D Serverl|Simulation
) Server2|StaticData
Vv &% ServerCommands
@ AddSubServer
© SaveAddressSpace
I Types
2 Views

Log

8 B

Timestamp Source

FNUU By
10/05/2022 16.1... DA Plugin
10/05/2022 16.1... DA Plugin
10/05/2022 16.1... DA Plugin
10/0S/2022 1R 1 NA Dlunin
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Server

PSUOR .

: ey
Valmet DNA Aggregate Server
Valmet DNA Aggregate Server
Valmet DNA Aggregate Server

Valmet DNA Annrenate Senver

Message
A
Item [NS4|String
Item [NS4|String|
Item [NS4|String|
Item [NICAIStrinAl

8 x| |38  VaIMEtUNAAg.. N>4[string|ns=>.. Imagelrt HTASelUU 1USa4.., Bytedtring 84203
39 Valmet DNA Ag... NS4|String|n . ImagePNG 89504e470d0al... ByteString 8.45.03
v1[40  Valmet DNA Aq... NSdlStringins=>... Int16 0 int16 16:10.02

Save all namespaces to own XML files, starting from 2 to n, filenames Aggregator_ns[2-n].xml

Aggregator will show during startup
nodeset loading.

Loading aggregate server configuration from file:
server PID

[ d Server started.
Server on port

EndpointUrl

Server now
Connected!
2022-05-10
2022-05-10
Connected!
2022-05-10
2022-05-10
2022-05-10
2022-05-10
2022-05-10
2022-05-10
Connected!
2022-05-10
2022-05-10
Aggregator
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Exact

16:
16:

10:
10:

Exact

16:
16:
16:
16:
16:
16:

10:
10:
10:
10:
10:
10:

Exact

16:
16:

10
10

waiting for connections. CTRL+C to stop

endpoint url:

04 error:

04 error:

endpoint url:

05 error:
error:
error:
error:
error:
error:

endpoint url:

106 warn:

106 warn:

ready!
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