=& Microsoft

OPC UA at Microsoft

How openness is accelerating Industry 4.0 adoption

Erich Barnstedt

Senior Director & Architect Industrial Standards
Corporate Standards

Microsoft Corporation

erichb@microsoft.com

Representing Microsoft at

Plattform Industrie 4.0 Standards & Architecture Working Group
Plattform Industrie 4.0 International Manufacturing-X Initiative
OPC Foundation Marketing & Technical Control Board

OPC Foundation Technical Advisory Council

OPC Foundation Cloud Initiative Steering Committee Chair

OPC Foundation Working Group Chair for UA Cloud Library /
OPC Foundation Working Group Chair for Carbon Capture and Storage|
OPC Foundation Working Group Chair for Web of Things Connectivity
Clean Energy & Smart Manufacturing Innovation Institute (CESMII)




Microsoft's Manufacturing Strategy — Open, Secure, Interoperable!

Open
Source
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Platform
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Models



The Key to Reducing Costs: Data Interoperability

We need...

1. A common Interface (Analogy: A Book)

2. A common Data Format (Analogy: The Latin Alphabet)

3. A common Data Model (Analogy: The English Language)

4. Common Semantics (Analogy: The Plot and Characters of the Novel)

Only when all 4 things are present can we truly understand each other!



An Interoperability Example for OPC UA-enabled Assets

1. Interface: OPC UA Client/Server
2. Data Format: OPC UA Binary
3. Data Model: OPC UA Information Model

4. Semantics: OPC UA Robotics Companion Spec




An Interoperability Example for non-OPC UA-enabled Assets

1. Interface: Modbus (later mapped to OPC UA)
2. Data Format: JSON-LD

3. Data Model: Web of Things Thing Description

4. Semantics: Modbus Protocol Binding



Interoperability

to remove on-prem data silos
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Vendor, Protocol, Platform and OS \ﬁ
Independent o

Open Source on GitHub (>4.5M source
lines contributed by Microsoft)

Scalable from sensor to Cloud, Services
Oriented Architecture (SOA)

Owned by a Non-Profit (OPC Foundation)

>100M installed base and exponential
growth

The Industrial Interoperability Standard
Since 1996
>1000 members

IEC standard since 2012 — IEC 62541
Microsoft supports OPC UA on Azure since 2016 & contributed over 6M lines of open-source code

Data Modelling

to avoid data conversion cost

Discoverable, supports complex data types

Graph support, preserves source context

Vendor extendable

Domain-specific Companion
Specifications:

Discrete: MTConnect, Robotics, ...
Process: NOA, OPAF, PA-DIM, MDIS, ...
Energy: IEC61850, ...

Security

to mitigate cybersecurity threats

Secure Design from group-up

Based on open security standards
Auditing, Authentication & Encryption
Evolves as security technologies evolve
Vendors can choose level of security
Acceptable by IT departments

Reviewed by international experts



The Industrial Automation Pyramid with OPC UA

Each network is protected by firewalls (ISA95)

Public Cloud Deployment

The Internet A

OPC UA REST & OPC UA PubSub

Enterprise Resource Planning (ERP) System
(Capacity Planning, Ordering, Inventory)
IT Network (Ethernet
OPC UA PubSub
Manufacturing Execution System (MES)
Supervisory Control and Data Access (SCADA)

OT Network (Ethernet
OPC UA Client/Server

Programmable Logic Controllers (PLCs)

Fieldbus/Industrial Ethernet
OPC UA FX

Sensors, Motors, Actuators

1 per enterprise

1 per factory

1 per line

1 per station

1..n per component
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Creating a Unified Name Space (UNS) with OPC UA for the Cloud

Each OPC UA server has a globally unique Application URI.

Each OPC UA server’s address space is divided into namespaces, each with a globally unique Namespace URI.
Namespaces are made up of OPC UA nodes with a unique Node ID.

An Extended Node ID combines the Namespace URI with the Node ID.

To create a Unified Name Space to globally address every single OPC UA node (for example in the cloud), all we need do is:

Combine the Application URI with the Extended Node ID!

Then use this combination in the Name field of your OPC UA PubSub metadata messages for each dataset entry
(or as your MQTT broker topic).

For additional context, it makes sense to use the ISA-95 asset hierarchy ontology (enterprise->site->area->line->work cell)
for the Application URI.

Example: "Name”: “svu=http://packaging.linel.building2.munich.contoso;nsu=http://opcfoundation.org/UA/Station/;i=434"
) | J | I
| |

Application URI Namespace URI Node ID

Please refer to https://reference.opcfoundation.org/Core/Part6/v105/docs/5.1.12 for the specification of this.



https://reference.opcfoundation.org/Core/Part6/v105/docs/5.1.12

2017: Azure loT Connected Factory

Standardized data + standardized data model = pre-built dashboard!
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Enabling Interoperability for Smart Manufacturing

OPC UA Companion Specifications

e VDMA Tuoma
* MTConnect MEonmect
* Industry Associations

_ OPC UA Servers
| Asset Administration Shell

¥7CESMII

THE SMART MANUFACTURING INSTITUTE

Cloud Library

j Open Specification
Open Implementation
Common, Searchable
Repository
e PTC ThingWorx Templates

> SEMIZENECEES REfigere Extensible Other “Smart” Cloud infrastructure
e QOthers...
¥2CESMII and platforms

THE SMART MANUFACTURING INSTITUTE

-----------

.1INDUSTRIE4.0

CESMII SM Marketplace™
* SM Profiles™
* Apps that work against them

¥7CESMIT

THE SMART MANUFACTURING INSTITUTE

CESMII SM Profile Designer™
* Machine Builders

e System Integrators

* Any Domain Expert

A
THE SMART MANUFACTURING INSTITUTE

CESMII SM Innovation Platform™

¥7CESMIT

THE SMART MANUFACTURING INSTITUTE

CESMII Funded Translators
e OSI AssetFramework

Copyright © 2021 CESMII - All Rights Reserved.



The missing piece: UA Cloud Library!

A cloud-based, scalable, OPC UA information model library, with a standardized, open interface.
A Joint Working Group (JWG) between CESMII and the OPC Foundation.
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Industrial loT Reference Architecture leveraging Open Standards — 2 Options

Cloud

Production
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Industrial Asset Onboarding

Normalized, standardized,
open data model & interface for
all assets, including security!
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Azure loT Edge

»To Azure loT Hub

Docker Runtime (Moby) + loT Edge Agent

3P Industrial Connectivity Software

AClient/Server
(Control)
<A1 Client/Server
[EE) o

Asset Data Modelling,

C tivit < Normalization &
onnectvity Contextualization

JSON over MQTT

»To other Edge Apps

For all modules:
o  Observability (health monitoring, diagnostics, perf statistics)



Azure loT Operations

-0PC UA|

»To Cloud Broker

Kubernetes Runtime

3P Industrial Connectivity Software EZ=AT) JSON over MQTT

AClient/Server
(Control) ™
<A1 Client/Server
[PEE) o

Asset Data Modelling,

C tivit < Normalization &
onnectvity Contextualization

»To other Edge Apps

For all modules:
« New: High Availability
o  Observability (health monitoring, diagnostics, perf statistics)



UA Edge Translator
Standardized Industrial Connectivity
Integration & ChatGPT-Powered Automatic

Asset Onboarding in 3 Steps!

1. User enters make and model of asset in

Chat prompt
2. User edits auto-generated WoT Thing

DeSCI’iptiOh response asset onboarding via auto-generated WoT Thing Description (JSON-LD) OAzuril
. pen
(~90% complete with GPT4)
3. User sends edited WoT Thing Description
to UA Edge Translator
\ 4
OPC UA Client/Server

Non-OPCUA | Prop. Protocol - UA Edge ~ (Control) OPC OPC UA PubSub . Azure Event

Asset - " Translator  OPC UA Client/Server  Publisher (Data) " Grid/Hubs

(Data)
On Premises (Manufacturer) Enterprise Cloud (Manufacturer)

https://github.com/opcfoundation/UA-EdgeTranslator



Industrial loT Reference Architecture leveraging Open Standards

Production
Control Operations Management IT Edge Edge Management Data Acquisition/Brokering Maintenance Visualization
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Industrial loT Reference Architecture leveraging Open Standards — SAP Integration

Control
(ISA-95 Level 2)

Operations Management
(ISA-95 Level 3)

<

MES

2 Production Lines in 2 locations
(Simulated on a Windows VM)

Edge Gateway

IT Edge

(with Internet access)

Edge Management

Data Acquisition/Brokering

Workflow Trigger (HTTP REST)

(D43) 40128UU0) dVS

Workflow Trigger (RFC)

y

Workflow Action

Management Eos '
Azure Arc

Management $
Azure loT

{# ] Data Gateway

1 OPC UA Connector H MQ H Dataflows |'

Operations Experience

Azure Logic Apps

& EZ= 1T\ Information Models

OPC Foundation
UA Cloud Library

\ A 4

Production
Maintenance

Dynamics 365
Field Service

Workflow
ction

Azure Logic Apps

Queries

Q Azure loT Operations

Commands

1\ JSON over Kafka - EEOPC UAPNNEYERLEHE .

P
I |
| |
| |
| [N -:5PC UA
| r Client/Server
|
| OPC UA- !
| enabled assets |
______ J
Tooo oo
I I
I I
| |
I | Proprietary
| '4 Interface
I I
I Non-opcuA |
| assets I
J

&5« . 'o UA Edge Translator

m Windows Subsystem for Linux m

E& Windows loT Enterprise LTSC

Azure Event Hubs
Message Broker

Azure Data Explorer
Time-Series Database

= m Queries

UA Cloud Action

Visualization

Azure Data Explorer
Dashboards

Azure Managed Grafana

Microsoft Power BI



Industrial loT Reference Architecture leveraging Open Standards — AAS Integration
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Tutorial & 1-click deployment:

learn.microsoft.com/en-us/azure/iot/tutorial-iot-industrial-solution-architecture



Easy Migration: Azure loT Operations & Azure loT Edge Deployment

Telemetry Telemetry

Management Telemetry Telemetry Telemetry Management

—> loT Edge + Docker Moby + OPC Publisher Azure loT Operations <

&
<

T
S WidowWTUSCorWindowsSeverddl

Industrial PC or Azure Local




Thanlk you.

Peace in Europe!
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