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Components for industrial automation BECKHOFF
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TwinCAT system overview BECKHOFF

TE8xxx TE1xxx

Industry specific System
TF7xxX TE2xXX -
Vision HMI .
_)

@ [ s

- TwinCAT

MATLAB/

PLC
Simulink

=

TF5xxx
Motion

Real-time

TF1xxx
System



TwinCAT OPC UA Overview
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Example: Injection moulding machine with Euromap 77 BECKHOFF
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How do we get the TwinCAT OPC UA Server in our sample machine
ready for Euromap 777? BECKHOFF
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TwinCAT OPC UA Nodeset Editor BECKHOFF

create “mapping”

@ create “instances”

Vendor-specific models

import
Companion specifications
Core specifications

Nod TwinCAT OPC UA
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How do we get the TwinCAT OPC UA Server in our sample machine

ready for Euromap 777 BECKHOFF

Step 1:

OPC UA PlasticsRubber IMM2MES import
OPC UA PlasticsRubber GeneralTypes @
OPC UA DI

Nodeset TwinCAT OPC UA
odesets Nodeset Editor

Vendor-specific models

Companion specifications

Core specifications




gTwinCAT 3 OPC UA Nodeset Editor (2.1.13) = o X
File Edit View Tools Help

| Type Explorer v I X | Welcome Xml View ¥ |Instance Explorer

o Objects

TwinCAT OPC UA Nodeset Editor | = o=

a graphical editor for opc ua nodesets

ID | Editable Loaded Uri
0 o http://opcfoundation.org/UA/

Message Viewer

Origin | Level Time Message




TwinCAT OPC UA Nodeset Editor BECKHOFF

Step 2:

@ create “instances”

@ IMM_MES_ InterfaceType

InjectionUnitType

TwinCAT OPC UA
Nodeset Editor



ETwinCAT_Nodeset_Project_O3 - TwinCAT 3 OPC UA Nodeset Editor (2.1.13) = o X
File Edit View Tools Help

Type Explorer MR Welcome Xml View Instance Explorer

D
MMNL

——V“ —_—
4 o Types o Objects

TwinCAT OPC UA Nodeset Editor] = Ve

o EventTypes

a graphical editor for opc ua nodesets
o InterfaceTypes

o ObjectTypes
o ReferenceTypes

o VariableTypes

ID | Editable Loaded Uri
http://opcfoundation.org/UA/
http://yourcompany.com/UA/TwinCAT_Nodeset_Proj
http://opcfoundation.org/UA/PlasticsRubber/Genera
http://opcfoundation.org/UA/DI/

http://opcfoundation.org/UA/PlasticsRubber/IMM2

Message Viewer

Origin Level Time Message

NodesetApi 04.12.25 23:41:56.4337 Successfully loaded [Opc.Ua.PlasticsRubber.GeneralTypes.NodeSet2] with 1 Models and 961 Nodes.
NodesetApi 04.12.25 23:41:56.5018 Validation summary: Errors: 0, Warnings: 0. [Opc.Ua.PlasticsRubber.MM2MES.NodeSet2.xml] will be loaded.
NodesetApi 04.12.25 23:41:56.6024 Successfully loaded [Opc.Ua.PlasticsRubber.IMM2MES.NodeSet2] with 1 Models and 321 Nodes.
NodesetApi 04.12.25 23:41:56.6282 Validation summary: Errors: 0, Warnings: 0. [Opc.Ua.Di.NodeSet2.xml] will be loaded.

NodesetApi 04.12.25 23:41:56.7309  Successfully loaded [Opc.Ua.Di.NodeSet2] with 1 Models and 412 Nodes.

NodesetApi 04.12.25 23:41:56.7455  Successfully loaded 4 out of 4 Nodesets.




TwinCAT OPC UA Nodeset Editor BECKHOFF

Step 3:

@ InjectionUnitType.Barrelld
(3) create “mapping’ MAIN.sBarrelld

InjectionUnitType.Index
MAIN.nIndex

InjectionUnitType.InProduction
MAIN.bIsInProduction

TwinCAT OPC UA TwinCAT OPC UA @
Nodeset Editor Server
A
TwinCAT _Nodeset_Project_ 03 Nodeset.xml



ETwinCAT_Nodeset_Project_OS" - TwinCAT 3 OPC UA Nodeset Editor (2.1.13) = (m] X
File Edit View Tools Help

| Type Explorer v & X | Welcome Xml View Instance Explorer

D

InjectionUnitType
4B o Types i o Objects

4 7o Objeciypes TwinCAT OPC UA Nodeset Editor] *~ ox==

4 -Eo BaseObjectType ) ) PR 5 DeviceSet
R a graphical editor for opc ua nodesets _
-E,, & 3 DeviceFeatures
4 ’1 InstanceOfIMM_MES_InterfaceType
4 &1 InjectionUnits
4 ’1 InjectionUnit1
Models ot 7 ‘1 Barrelld (String)
A _ ' @, index (UInt32)
Editable | Loaded | uri R il ‘1 InProduction (Boolean)

IsPresent (Boolean)

http://opcfoundation.org/UA/ D 2= | ‘1

http://yourcompany.com/UA/TwinCAT_Nodeset_Proj b @R Maxscrewstroke (Double)

http://opcfoundation.org/UA/PlasticsRubber/Genera & - 1 ScrewDiameter (Double)

http://opcfoundation.org/UA/DI/ - ‘1 Screwld (String)
D @, ScrewVolume (Double)

http://opcfoundation.org/UA/PlasticsRubber/IMM2
b a , TemperatureZones

‘1 NodeVersion (String)

i Message Viewer
Origin Level Time Message
NodesetApi 04.12.25 23:41:56.6024  Successfully loaded [Opc.Ua.PlasticsRubber.IMM2MES.NodeSet2] with 1 Models and 321 Nodes.
NodesetApi 04.12.25 23:41:56.6282 Validation summary: Errors: 0, Warnings: 0. [Opc.Ua.Di.NodeSet2.xml] will be loaded.
NodesetApi 04.12.25 23:41:56.7309  Successfully loaded [Opc.Ua.Di.NodeSet2] with 1 Models and 412 Nodes.
NodesetApi 04.12.25 23:41:56.7455 Successfully loaded 4 out of 4 Nodesets.
NodesetApi 04.12.25 23:44:06.4849  Successfully added new node [1:IMM_MES_InterfaceType] underneath [1:DeviceSet]
NodesetApi 04.12.25 23:44:40.1027 Successfully added new node [1:InjectionUnitType] underneath [3:InjectionUnits]




. Unified Automation UaExpert - The OPC Unified Architecture Client - NewProject*

File View Server Document Settings Help

D v B B * SN
Project g X
v [3 Project

v ﬂ Servers

2 TcOpcUaServer@MichaelKn-NB04
v [1 Documents
Q Data Access View

Address Space g X
“+ No Highlight v
© Root

v © Objects

> © AlarmsConditions
> B Configuration
v & DeviceSet

> & DefaultConfiguration

> & DeviceFeatures

v & |nstanceOfIMM_MES_InterfaceType

v & |njectionUnits
v & |njectionUnit1

* Barrelld
¢ InProduction

¢ Index

# IsPresent
> @ MaxScrewStroke
> @ ScrewDiameter
“ Screwld
> @ ScrewVolume

& v x [T
Data Access View Q
# Server Node Id Display Name Value Datatype source Timestamy Server Timestamp Statuscode
1 TcOpcUaServer... NS10|Numeric|... Barrelld Barrel 13 String 00:00:55.672 00:00:55.672 Good
2 TcOpcUaServer... NS10|Numeric|... InProduction true Boolean 00:00:55.672 00:00:55.672 Good
Index 10 Ulnt32 00:00:55.672 00:00:55.672 Good

> & TemperatureZones

3 TcOpcUaServer...

NS10|Numeric|...




How do we ensure that both our machine parts can communicate via

OPC UA Pub/Sub UDP? BECKHOFF

= TwinCAT OPC UA Pub/Sub implements OPC

UA Pub/Sub (OPC10000-14) 31y applcaton
= Supported transport protocols: d cecua
— UDP: use case “Device-to-Device” I Pub/Sub MQTT

— MQTT: use case “Device-to-Cloud”
= Configuration interface available via TwinCAT

OPC UA Server Message Broker
= Publishing interval is configured based on
base ticks of PLC runtime |

l Pub/Sub MQTT
a7

3rd-Party

TWInCAT OPC UA Pub/Sub  [REl () Jee s ar
application

“5PC UA
Pub/Sub UDP




How do we ensure that both our machine parts can communicate via

OPC UA Pub/Sub UDP? BECKHOFF

= Configuration via TwWinCAT XAE environment

» Dedicated I/O device for OPC UA Pub/Sub

= PLC code generation for convenience

» Standardized Import/Export file for configuration exchange

all TWinCAT Project2 |nsert Device % “a TwinCAT Projektt
b (@l SYSTEM b (@l SYSTEM
i@ MoToN Type: = Ehecar ok MOTION subscribert_Dspubvarst = [ —
B e -8 Ethemet PLC 1
§l SAFETY &8 Profibus DP Cancel i
B 5 Profinet | SAFETY 8 2| VAR GLOBAL
il C
&l AnaLymCs iR CaNopen @ +4 inxto! :
—i == DeviceMet EANALYTICS 4 PubSubState AT $I' : OpcUaPubSubState;
- = EtheNetIP = s
. ~##{ SERCOS interface e bToogle AT $I* : BOOL;
&’ Mappings J  Add New item... b Ins 410 Beckhoff Lightbus 4 ﬂé Devices -
+ A 0P H
0 Add Existing ltem.. Shift=Alt+A = U 4 % Device 1 (OPCUART) g B 2
Target T nCounter AT $I* : INT;
::E 2 aget Type B age CodeGen o
Add New Folder... — I Tine OFT UA Device OPert — b state — 1 rData AT $I* : REAL;
i i P Yituz| OPC LA Divice O Cx only Inputs | Ew var
= ardware (OB arly bl Outputs :
“\ Scan - Misosllansous Qal 4 BE Publisher]
3 State
Narne: |Device H ‘ 4 BE DsPubVars1
B State
4 [ Outputs
- Varl

B Va2 Import/Export uabinary
- Var3 ' '
4 OB Subscriber2
b State
4 % DsSubVars1
B State
Inputs
#1 Varln1
#1 Varln1_2
#1 Varln1_3
#1 Varlnl1_4
&7 Mappings



TwinCAT OPC UA Pub/Sub UDP

BECKHOFF

Settings Data Sets Diagnosis

= Configuration of header layout Confgurtion
. Name Publisher1
= Support of pre-defined header layouts oot @ e 1 e

UADP PeriodicFixed
UADP Dynamic

— UADP PeriodicFixed (default) el
— UADP Dynamic e

Destination Addr: |239_ o . 0o 1

= Support of flexible header layout 4803

— Customer can freely decide which ;.
header fields are sent

Settings Data Sets Diagnosis

Configuration

— Flexibility increases implementation o Publsher? “;t“:r':“:“jf"“’"“"t”““
ublisher

eﬁo rt Frevied @ E:y?u?r v Flexible (] Group Header

Transport v % UDP/UADP (") writerGroup 1D
(] Group Version

Address settings ("] Network Message Number
Destination Addr: 239 0 . 0 1 E] Sequence Number
UDP Port: 484015 8 Payioad Header
= (] Timestamp

Time to Live: 0% (] Pico Seconds

(] DataSetClass ID



TwinCAT OPC UA Pub/Sub UDP BECKHOFF

Offline Management

= [mporting and exporting configuration

. Binary configuration Import
files
. . Viewer Export
-
= Sample: Machine part B communicates part
data as Publisher with machine part A — —
E OpcUa Configuration Viewer X
1 1 : OpcUa Binary Data Struct
= Publisher is created on machine part B and =~ 2ot
binary configuration file is exported StroadpesoEumr
EnumDataTypes 0 Elements EnumDescription[]
. . . . SimpleDataTypes 0 Elements SimpleTypeDescription[]
] M aC h I n e part A Can I m p O rt th e CO nfl g u ratl O n p = Bugzbscnbed[)atasets gﬁg};{;ﬁﬁf;ﬁl;ﬁl;{(Pubhsheﬂ;True;‘\;http:ffc»pcfuundat\on_c»rngA-Pruﬂleﬁranspor‘tﬂp... g:;ﬁ::;;wg;z:xgzig;;ataTypeﬂ
. DataSetClasses 0 Elements DataSetMetaDataType(]
fl I e DefaultSecurityKeyS... 0 Elements EndpointDescription[]
SecurityGroups 0 Elements SecurityGroupDataType[]
PubSubKeyPushTarg._. 0 Elements PubSubKeyPushTargetDataType[]
n b gz:;gz:zsz:ﬁz;sr:i,,, ?)Elements IL(jE‘::'ia?juePairﬂ
Specia elprul wnen excnangin
PublishedDataSets 0 Elements PublishedDataSetDataType(]
C O n fl g u ratl O n b etwe e n d Iﬁe re nt Ve n d O rS fPEEZ:;:;TrueJ;http;ﬁopcfoundanQn.orngA-ProﬂIefTranspumpubsub-udp-uadp;(... Ezszzsgg::ﬁ:{s:gzzgiu
_ . _ ves @ sooeer
- VI ewe r aS p Owe rfu I to O I fo r p reVI eWI n g CO nfl g ?;l::;;:smﬂ\em ;ttp:ﬁopcfoundatiDn.orngA—PrUﬁ\eﬂransporﬂpubsub—udp—uadp gt‘:rtl?
. Address (opc.udp://239.0.0.1:4840) NetworkAddressUriDataType
file contents e T —
| WriterGroups 1 Element WriterGroupDataType(] I
ReaderGroups 0 Elements ReaderGroupDataType][] I
[2] (Subscriber1;True;1;http://opcfoundation.org/UA-Profile/Transport/pubsub-udp-uadp... PubSubConnectionDataType .r
Enabled [] Boolean I
]
File: Browse




TwinCAT OPC UA Pub/Sub UDP BECKHOFF

= Tools for troubleshooting communication
problems

= Diagnosis tab on each OPC UA RT device

Solution Explorer MR I TwinCAT Project2 & X
- T
e~ o-a|p |E| General Adapter Settings Namespaces/Data Sources
Search Solution Explorer (Ctrl+ G P- OPC UA Real-Time Device Statistics
fa] Solution 'TwinCAT Project2' (1 project)
4 ] TWinCAT Project? Name Value
k& MOTION +] ethStat (0:3)
b PLC [+ txRxEnCnt (0:0)
(1 SAFETY [=] IpStack Packets: Recv 0 - Send 3
Ces +] Ip (3:0,0,0)
VISION +] AmpRequest (0:0:0:0)
g ffg“m'cs =] AmReply 0:0:0:0)
A / -
4 % Devices '+] EchoRequest (0:0:0:0)
------ [+] EchoReply (0:0:0:0
—& Tmage Link StatusChanges 1
p State nAllocFailCnt 0
Inputs nAmp Timeout Frames 0
> [l Outputs nDroppedFrames 0
b 22 Publisherl
ﬁ’ Mappings




TwinCAT OPC UA Pub/Sub UDP BECKHOFF

= Tools for troubleshooting communication
problems

= Diagnosis tab on each OPC UA RT device
= Diagnosis tab on each Publisher and each

S u bscrl ber Solution Explorer MR Il TwinCAT Project2 & X
[ T
Wi o-d ﬁ|E| Settings Data Se‘ts
Search Solution Explorer (Ctrl+ @ P- OPC UA Real-Time Device Statistics
a1 Solution 'TwinCAT Project2’ (1 project)
4 gJ) ™WinCAT Project? Name Value
@ MOTION [+] DataKeyMessages (721:0.0:0)
b PLC [+] DelttaFrameMessages (0:0:0:0)
(43 SAFETY [+] EventMessages (0:0,0:0)
Ce+ [+] KeepAliveMessages (0:0:0:0)
VISION [+] MetadataMessages (0:0,0:0)
g ;’-\EALYT]CS [+] EncryptedFrames (0:0:0:0)
F |/ . n-0-0-00
4 2 Devices [+] SignedFrames (10.0.0.0.)
4 %€ Device 1 (OPC UART) [+] DiscoveryRequests (0:0:0:0)
+B Image [+] DiscoveryResponses (0:0:0:0)
b State [+] ChunkMessages (0:0:0:0)
[+] Statelnfo {Operational Operational)
£ _ Publisherl
@ Mappings




TwinCAT OPC UA Pub/Sub UDP BECKHOFF

= Tools for troubleshooting communication
problems

= Diagnosis tab on each OPC UA RT device

= Diagnosis tab on each Publisher and each
Subscriber

= TwINnCAT error list

Error List

Entire Solution - ‘@ 878 Errors ‘ |A 0 Warnings ‘ @ 0of 7Messages Clear  Build + IntelliSense v

" Description

6/12/2024 10:28:26 AM 501 ms | 'TCOM Server' (10): Subscriber1: Dataset DsPub1 - Invalid minor version received: 771503186
6/12/2024 10:28:31 AM 900 ms | 'TCOM Server' (10): Subscriber1: Dataset DsPub1 - Invalid minor version received: 771503186
6/12/2024 10:28:01 AM 305 ms | 'TCOM Server' (10): Subscriber1: Dataset DsPub1 - Invalid minor version received: 771503186
6/12/2024 10:28:26 AM 599 ms | 'TCOM Server' (10): Subscriber1: Dataset DsPub1 - Invalid minor version received: 771503186
6/12/2024 10:28:32 AM 800 ms | 'TCOM Server' (10): Subscriber1: Dataset DsPub1 - Invalid minor version received: 771503186

DD



TwinCAT OPC UA Pub/Sub UDP BECKHOFF

= Tools for troubleshooting communication
problems

= Diagnosis tab on each OPC UA RT device

= Diagnosis tab on each Publisher and each
Subscriber

16 2.74868a8688 172.17.98.152 224.8.8.1 OPCUA UADP 52 4848 -+ 4348 Len=18

. . 28 3.746606008 172.17.98.153 224.8.8.1 OPCUA UADP 52 4848 + 4348 Len=18

. TWInCAT error IISt 24 4, 746606008 172.17.98.153 224.8.8.1 OPCUA UADP 52 4848 + 4348 Len=18
27 5.7406aa208 172.17.98.152 224.8.8.1 OPCUA UADP 52 4848 -+ 4348 Len=18

] ereShark 38 6.74660680608 172.17.98.153 224.8.8.1 OPCUA UADP 52 4848 + 4348 Len=18
37 7.746608808 172.17.98.153 224.8.8.1 OPCUA UADP 52 4848 + 4348 Len=18

46 3.748626208 172.17.98.152 224.8.8.1 OPCUA UADP 52 4848 -+ 4348 Len=18

49 9, 7466860608 172.17.98.153 224.8.8.1 OPCUA UADP 52 4848 + 4348 Len=18

54 1@.74e068888 172.17.98.153 224.8.8.1 OPCUA UADP 52 4848 + 4348 Len=18

UADP Network Message
NetworkMessage Header
Payload Header
* DataSet Payload
¥ DataSetMessage[@] (Data Key Frame Data)
DataSetFlagsl
¥ Data Key Frame
Field Count: 1
* DataSetField[®] (Variant Encoding)
Variant Encoding Mask: 4
¥ Value (Intlg)
13889



Challenges BECKHOFF

» Goal of all automation manufacturers: Generic support for different
Companion Specifications

= First step with tools for information modeling
— In our case: TwWinCAT OPC UA Nodeset Editor

» [nformation modeling tools used for mapping between Nodesets and PLC
variables

*= Open points on the way to fulfill this goal
— Bridge between OPC UA technologies and PLC world
— Dynamic array length, Variant data type, ValueRank “Any” etc.
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