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Abstract: Typical IoT systems have been based on
dedicated sensor networks. Gateways have been
designed to route to server the entire communication
message by message, without any processing. Further,
automatic discovery of sensors has often been used.
Data buffering has been used to cope with temporary
communication failures only. Modern mining
equipment contain electronic control systems, which
provide various kinds of data for monitoring. In each
site there may be numerous kinds of equipment, each
providing different data as different sets. Especially in
underground mines, there are areas without any
communication network available due to a harsh
conditions. This paper presents a new GW concept,
which has intentionally been designed to provide a
flexible connectivity to various equipment, networks
and servers. Intentionally selected data will be
extracted into a source independent format. Data
buffered by the GW may be sent to the remote server,
when a connection exists. Configurability requires well
defined management processes to result reliable
operation. This paper presents process examples for
three major alternative connections, J1939 fleet
management, CAN-based superstructure network and
a CANopen sensor network. Field tests proved, that the
presented GW concept reached the defined targets.
The presented configuration processes improved
getting the GWs configured without errors.
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1 Background

A set of physical objects — “things” —that send data and
communicate with a network was called first time as a
term of the Internet of Things (loT) in 1999 by the MIT
[1]. Industrial loT (lloT) may be defined integration of
internal and external data, which means typically
collecting process data from the actual control system
and supplemental extra sensors and combing the data
in the server [2] [3]. Different requirements apply to loT

and lloT by means of environmental protection and
interfacing [2]. Modern distributed control systems use
embedded networks, “fieldbuses” for sharing the
control system internal data inside the systems [4].
Similar networks are also in use in mobile assets, but
may be called differently, e.g. “automotive networks”
[5]. Typical use cases for lloT data include production
process, asset usage and service monitoring and
optimization as well as invoicing [2] [4] [6].

Mining operations consist of multiple tasks — drilling,
charging, exploding, secondary breaking, scaling,
loading, hauling and reinforcing following each other
and dedicated equipment are required in each task [7].
Typically such means the use of different kinds of
equipment from multiple vendors, which leads into
further challenges regarding fleet wide production
process and condition monitoring systems.

Modern equipment contain distributed electronic
onboard control system, e.g. trucks [5], with a
standardized network interface for fleet management
[8], which is a typical interface to obtain various kinds of
remote monitoring data. In addition to the mandatory
FMS (fleet management system) data, equipment
vendors may provide optional data [9] as vendor
specific sets. Some truck vendors provide similar
communication also by so called BBM (body builder
module) interface, which is intended for superstructure
integration. Additionally, there may be one or more
control networks dedicated for superstructure, which
may need to be connected. Reliable installation of
supplemental sensors has been found to be challenging

[2].

Depending on mining method, production areas may
vary and be in use for short periods. Thus it does not
make any sense to build communication infrastructure
covering the entire production areas [7]. There is
typically an excellent infrastructure in the fixed areas of
the mine, in which the data may be sent to the network.
The networks available in the mines are company
specific, from which a managed Internet connection is
available through firewall. The networks contain
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business critical data, why communication is strictly
constrained due to security and privacy reasons. Thus,
the companies prefer to keep the server’s master
database strictly under their own control. As a result,
each company may use different server framework and
further use different application programming
interface (API) for interfacing.

In underground mines, cellular networks are typically
provided in very limited areas such as service areas,
offices and lounges. Main underground communication
medium is a WiFi. Cellular networks exist underground,
but are more widely used for IloT in surface mines.
However, there may exist random blind spots.

Direct internet connection of an individual sensor is
difficult to implemented in a proper way, especially
with constrained resources [10]. A gateway (GW) is a
device integrating sensors with heterogenous
interfaces to a cloud platform over an available network
connection [11] [4] [12]. In addition to the data routing,
a GW may filter, preprocess and buffer the data [13]
[12]. Due to the central role of the GW and its
configuration in the lioT systems, GW behavior and
related configuration management are in the main
scope of this paper.

2 Aims

To develop and evaluate a new lloT GW concept with
characteristics: Smart and passive kind behavior; Fully
configurable data reception for each supported
protocol; Interface and protocol agnostic internal data
model; Configuration data management for each
supported protocol; Flexible local data buffering;
Server- and network agnostic, plugin-based uplink.

3 Materials and methods

The most commonly used GW concepts were reviewed
from the literature and compared with the
requirements of mining applications. A new GW
software supporting CANopen, raw CAN and J1939 was
developed according to the identified requirements.
The developed SW is hardware agnostic and thus tested
firstin a PC with Windows 10 and then in an embedded
HW running Angstrom Linux. Field testing was
performed first in few assets and later number of assets
was increased. Configuration workflow with conversion
tools from corresponding standard network projects
were developed.

4 Results and conclusions

The developed GW enabled an efficient adaptation of
various kinds of assets to a back-end infrastructure.
Implemented abstraction of information into signal
samples and forwarding of the selected signals only
enabled optimal use of the constrained communication
resources from the field to the back-end. Typical
configuration inconsistencies were avoided by relying
on the standard processes and description formats of
the selected network types. Computer aided
generation of GW configurations from the validated
communication descriptions lead into error free
conversions  and efficient  deployments  of
heterogenous fleets.
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